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DIGITAL PRIVACY 2

RUNNING HEAD: DIGITAL PRIVACY

Abstract
New technology poses new moral problems for children to con¥ueexamined whether
children deemwobject-trackingith a mobileGPSdeviceto be a property right. Ithree
experiments, 829 children (4-10 years) and adudte askedvhethelrit is acceptabléo track the
location of-either one's own or another person'sggmsons, usingmobile GPS device. Young
children, like adults, vieed object tracking aselativelymore acceptable for owners than non-
owners. However, whereas adukxpressed negative evaluations of someone tracking another
person's pessessions, youwtgidren expressed positiexaluations of this behavioFhese
divergent moral judgments of digital trackiagdifferent ages hay@ofound implications for

how concepts-0f digital privacy develop, and for the digital security of children.

Developing.agital privacy: Children's moral judgmentoncerning use ahobile GPSdevices
Mobile“tracking devices have become more widely used, inconspicuous, and precise in

recent yearsThese include special "item finders" that can be placed directisaluable objest

such as wallets or keymobile applications that candicate where someon&smputey tablet,

or phones locatedandprograms that use a device’s hardware (e.g., caonesaellite usage) to

identify its position Such devices odf valuable affordances, such as the recovery of lost
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DIGITAL PRIVACY 3

possessions, while at the same time creating the possibility that privacy and anonymity may be
compromised if one's property were to be tracked by someone else (Tavani, 2008; Zjegeldor
Morchon, & Wehrle, 2014). Thiegal andsocietalconsequenceare potentially serious

(Ashworth & Free, 2006; Nissenbaum, 2009). Sunsggesthat both younger and older
adultsare conecernedbout the privacy implications of modern technology (Hoofnagle, King, Li,

& Turow, 2010).

A critical'unresolved question is how privacy is viewed in childhood. How do children
assess the'morabnsequences having another entity ‘keep track’ of their possessidiet
an applied perspective, this questisparticularlyimportant, given younghildrens increasing
use of mobilestechnology. Cell phone ownership doubled ofree-gear period, from 2004-

2009, and'by 2009 included 31% of children 8-10 years of age (Rideout, Foehr, & Roberts,
2010). From a theoretical perspective, this question provides a unique opportunity to theédress
nature andbreadth of children's understanding of property rigBys3 years of ageghildren

have firm expectationhat non-owners may not use objects owned by othgneut permission
(Nancekivell@Friedman, 2014; Rossano, Rakoczy, & Tomasello, 2011), and pg&Bof

age, children‘extend ownership rights to mitysical items, such as ideas (Shaiy & Olson,
2012).Howeyer, we are aware of no research ararg whether children would deem virtual
object-traeking to be a property right (i.e., an activity that only owners may do). On the one
hand, children below 8-yearsmay at first restrict property rights to physical objegtsen
important differences between physical objeatd virtual objectsFor example, a physical
objectcan onlysbe in one place at a tinseich that one person's possession of an object
necessarilysdeprives another person of that odjecontrast, the sams not true of information
regarding/an object's location, which can be simultaneously held by multiple indsviGueathe
other hand, even yourghildrenmay have a broad sense that property rights extend to virtual
tracking, and.thus view with suspicion any non-owner keeping tabs on an item that is not their
own.

We. eonducted three experiments, asking children to assess whether individuéie have
right to track another person's possessions, using a mobile GPS device thadradicatject's
location.In each experiment, participants first receivatemonstratiorof howa mobile GPS
device functionsand then were asked to judge the acceptability of someone else tracking their
possessions, or their tracking someone else's posse$sxpesiment 1 exmined reactions to
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DIGITAL PRIVACY 4

someone placing the device on an object and tracking the device on a computer. Experiment 2
examined reactions to someone placing the device on an object but not tracking it. Exg@Beriment
examined reactions to someone tracking the éemica computer when the owinars placed it
on an objectThese different methods permit us to differentiate perceived implicaifons
trackingfrom.perceived implications of one's personal space being violatqihysical contact
Experiment 1

Method

Participants Participants wer86 4- and 5¢tearolds M = 5.07,SD= 0.53; 16 girls, 20
boys) and24 adults 1 = 19.11,SD= 0.31; 16 women, 8 merghildren were primarily white
and middleelass by parental report: 83% white, 8Btack/AfricanrAmerican,8% multiracial)
Three additional children were tested but dropped, one due to experimenter error and two due to
equipment errorAdults were undergraduate students at a Midwestern research univgysity (
selfreport:79% White, 8%Black or African-American, 4% Chaldean, and 4% Unreported).
Adults were tested between August and October of 2013; children were testechbetwee
Septemberef2013 and February of 2014.

Materials Materials included a laptop computeomputer overheadiew images 6two
lab roomsyeach with a paling red dot that could be located anywhere on the iptagesmall
plastic buitons (one red, one blame per block as described bejpandlaminateddrawingsof
aboy, a girl,abackpackiwo cats, twodogs, and an elbow.

Warm-up procedureParticipants were tested in anrcampus lab. Children first received
a warmuptaskdesigned to introdudgtiemto the mobile GPS devicEirst the experimenter
showed anvaerialiew color drawing of the testing room, explained that it was a picture of the
room they were in, from up above, and pointedtaatobjectsin the room and the
corresponding images on the computer (couch, tabhégren were asked to find an image in
the picture corresponding to an object in the room (green chair), and to find an oljjeatoion
corresponding.to an image on the computer (blue chair). The experimenter then inteoduced
button, explaining, "Thisutton is really special. You can always see where it is on the
computer™They practiced moving the button to different locations in the room, and looking on
the laptop to see thred dotappear in the corresponding location in the picture. (The researche
surreptitiously moved the dot on the screen to méttetbutton’s location The experimenter
alsodemonstrated that the button's location appeared on the computer when they moved to a
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DIGITAL PRIVACY 5

different room in the lab (as shown by a pulsating red dot on an aerial-view of the ssmohd r
Finally, the experimenter showétat when they walked outside the room into the hallway, they
could still see théocation of the button on the computer. Finally, the experimenter said, "People
use buttons like this to keep track of their things."
Adults.did not receive the warop but were asked if they knew what a GP@aewas,
and then were shown the button and told, "This device is an electronic ‘button’rttesirsncan
put onto'theirthings in order to track them. People can look at a computer scre¢pluoreel
and see animage of where their objects are ingeléd other objects and their surroundings.”
Test procedureFor each item, participants were askdtkether it was okay or wrorfgr
aperson (selfsar othetd trackthe itemwith the button(“Is it OK for you to put the button on X
to keep traek of it), and to indicate how much on gbint Likert scaleonsisting of circles
increasingn size. If the participant answereges' [“ no”], they were asked, “How OK [wroihg
is it? A little OK [wrong like this [point to smallest circle], a lot OKvfong] like this [point to
largest circle], or somewhere-between like one of these [point to intermediate circleSE®
online materialgor wording. Iltems included the participant's own: backpack,get¢es of
two cats andtwo dogs were given as choafdbe animal closest to that owned by the chuld,
if they did=not own a pet, then an animal that they would like to have), elbow, and special object
that they.identified"Out of all of the things that you own, which is the most special to yo&?").
picture was provided for all items except the special objeane block (Self condition)
participants were askebouttracking their own possessions; in the other block (Other
condition) theyzwere asked about another pef$®am"”, matchedo participanin age and
gender}tracking their (the participant'spossessions. The backpack, pet, and elbow were
presented in counterbalanced order; the special object was always presented last because the set
up was more inyolvedParticipants were tesd individually in a quiet laboratory on campus.
Scoring. For each objectye multiplied each ‘okay’ (1) or ‘not okay’ () response by the
Likert scale value (:b), yielding ascoreranging from5 to +5.
Openrended explanation$or each item,dllowing their initial responsesparticipants
were askedo explaintheir answef“Can you tell me why?”)Answers were written down
verbatim and later coded. Responses appealing toatigitong (e.g., “It's wrong for someone
to track you all the time and know what you're doingigrmission(e.g., “If she doesn’t have

permission she shouldn’t”), and privacy (e.g., “It's like an invasion of privaggtesummed to
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DIGITAL PRIVACY 6

createa single Morality scoreEach response was independently coded by two coders, and
disagreements were resolved by discusdgneement ranged from 96-99% per code and
Cohen's kappas ranged from .79 to .93.
Results

Preliminary analyses revealed effects of block order, so ghiactorwas excluded from
the primary.analyse®Ve conducted a 2 (age group: child, adult) x 2 (tracker: self, other) x 4
(item: backpack, pet, elbow, special objeepeateemeasures ANOVA, with age group as a
betweensubjects factor, and trackend iemaswithin-subjects fact@. Results are shown in
Figure 1aHere we report only the statistically significant effects; all analyses can be found in
the online materials, Table As predicted, selfracking was judged more positively than other-
tracking(Ms’=13.34 and -1.05, respectivelf);1,58) = 139.48p < .001,;,2 = .71.There was
also a main effect of age grouf(1,58) = 7.13p = .01,5,2 = .11,indicating more positive
responses from children than adults, and a tracker x age group intera(tié8) = 64.24p <
.001,17p% =153 Although the self-other difference was significant in both age grpaps,01,
the effect wasubstantiallygreater for adults (4.23 vs. -3.14) than children (2.44 vs. 1.04).
Adults were boeth more positive about self-tracking and more negative aboutrattkémg than
were childrenps<.001.

Finally, there was a main effect of iteR(3,174) = 5.25p = .002,,7,2 = .08, and an item
X tracker interactiorf(3,174) = 2.91p = .036,7,2 = .05.These were examineuth follow-up
t-testsusing. the Bonferroni correction with adjusted alpha levels of ped&est (.05/6)In the
selftracking"condition, participants were more negative about tracking theiw ¢han any
otheritem, allps< .006, whereas in the othéracking conditionthere were no significant
differences > .045.Importantly, the selbther difference emerged robustly for all four of the
items,ps <,.001We alsoconducted independentdsts comparingerformance against chance
(mean score. dd), collapsed over item, using the Bonferroni correction with adjusted alpha
levels of .0125 per test (.05/4). In the Self condition, both child(86)(= 6.41)and adults
(t(23) = 19.98)were significantly above changes < .001. In the Other condition, however,
adults weressignificantly below chan@é3) = -9.42p < .001),whereas children were at chance
(t(35) = 2.14p = .039).

For the opnended explanatiorsoded as Morawe conducted 2 (tracker: self, other) x
2 (age group: child, adult) ANOVA, obtaining significaftects of tracker,F(1,58) = 52.40p <
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.001,1p? = .48, age group;(1,58) = 32.67p < .001,57,? = .36, and tracker x age groufy;1,58)
=12.63,p=.001,7,2 = .18. At both agedvioral explanationsvere higher in the Other condition
than the Self condition (childls = 0.69, 0.11p = .005; aduliMs = 2.46, 0.75p < .001).
Discussion

When.considering the use of a mobile GPS device, both preschoolers and adults were
relativelymaore.negative about a stranger tracking their items, as compared to the participant
himself'or'herself tracking his or her own items. Thus, even preschoolers indicate so
sensitivity'to'virtual tracking as a property rigAt.the same time, lweever, we obtainedharply
differentlevelsof evaluations at the two age®hereaadults overwhelmingly judged that it is
“not OK” far asstranger to track the location of their iteqeschool childrejudged such
actions to be "OK"Thechildren seemd unaware of the potential dangers of such privacy
violations. Moreover, even when considering relative sensitivity to\ssiéus strangeracking,
it is unclear whethechildren's judgments reflect assessments of the tracking behavior per se,
rather simply reflecjudgments of the act of placing the button, wheditailsdirectly touching
an object owned by either self or othéfe thus wished to assess to what extent tracking per se
(i.e., intrusionwon informational privachipsan added cosheyond merely touching another
person'sitemdxperiment 2 was designed to address this quelsiidesting beliefs about
physical contactThe method was identical to Experiment 1, except that tracking was never
mentionedThemobile GPS devicwas intoduced by explaining that it could be placed
anywhere,.and participants were asked to judge how OK or not-OK it would be for self or other
to place the"button on each of the four target objects.

Experiment 2

Method

Participants Participants wer86 4- and 5¢earolds (M = 4.92;SD= 0.58; 19 girls, 17
boys) and.24 adultd/ = 20.72,SD= 2.03; 8 women, 16en) Children were primarily white
and middle-tass (by parental report: 86%hite, 3% Indian, 3%Mexicanand Chinese, and 8%
not reportedl’Adults were undergraduate students at a Midwestern research university {by self
report: 586'white,29% Asian or AsiarAmerican,8% Black or African-American,and 4%
White andNative AmericarPacific Islandex. Three additional children were tested but dropped,
one due to experimenter error, one out of age range, and one who refassado questions
One adult was testdulit dropped, due to experimenter erfulults were tested between June
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and July of 2014, children were tested between June and August of 2014.

Materials The materials were the button and pictures from Experiment 1.

Procedure Participants were tested in an-campus lab. The procedure was identical to
that of Experiment 1, except that the childrm-up consisted of demonstrating how the button
could be placed on different locations in two rooms in the lab, and adults $iegply, "See this
button? You can put it on places and things."

Openended explanation®©pen-ended explanatiomgrecoded as in Experiment 1.
Agreement ranged from 93-99% per code and Cohen's kappas were .50, .71, and .72. The low
kappa was for the “privacy” code, which was used very rarely (only 6 times total).

Results

Preliminary analyseimdicatedthatblock order did not interact with any of the other
variables so thisfactorwas excluded from the primary analyses. We conducted a 2 (age group:
child, adult) x 2 placer self, other)x 4 (item: backpack, pet, elbow, special objeepeated
measures ANOVA, with age group as a betwselnjects factor, anplacerand itemaswithin-
subjects fact@iSee Figure ldlere we report only the statistically significant effects; all
analyses canbe found in the online materials, TabksAxedicted, participants overall were
more positive about self- vs. other-placement of the bulttsn«1.94, -0.83, respectively),
F(1,58 =58710,p < .001,7,2 = .48. This effectwas stronger for adultd$4s = 3.14 and -0.54)
than childrenis = 0.74 and -1.11as indicated by a placer x age group interact¢h,58) =
5.77,p = .02,7,2 = .09, and children were more negative overall about placing the button than
adults (Ms==0:18, 1.30)F(1,58) = 6.37p = .014,7,2 = .10.Nonethelessboth ages judgeself
placement'meorpositively thanotherplacementps < .001We also obtained a main effect of
item, F(3,174) = 9.06p < .001,57,2 = .14, and a significant item x age group interaction,
F(3,174) = 3.91p = .01,n,2 = .06. Postioc ttests using the Bonferroni correction with
adjusted alpa levels of .0125 per test (.05/#@vealed thatdults were more positive about the
button being placed on their backpack and pet than were chifgren005, but there were no
age group.differencesiftheelbow (p = .019) ospecial objec{p = .89) as scores were low for
these itemsiin,both conditions.

We alsoconducted independentests comparing performance against chance (mean
score 0f0), collapsed over item, using the Bonferroni correction with adjusted alpha levels of
.0125 per test (.05/4)dults were sigificantly above chance in the Self conditiprs .001. The
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other values were at chance (aduitthe Gher conditionp = .32 children in the Self condition,
p = .14; children in the Other conditiom= .026).

For the open-ended explanatiammsled as Moralwe conducted a 2 (placer: self, other) x
2 (age group: child, adult) ANOVA, obtaining significant effects of plaeglr,58) = 11.42p =
.001,5p? = .X14yand placer x age grou{1,58) = 10.06p = .002,;7,2 = .15. Adults provided
more Moral explanations in the Other condition than the Self condMer={.54, 0.67p <
.001), but'children did noMs = 0.64, 0.61p = .87).

Wenext'examined whether participants plageshtersignificance on tracking the items
(Experiment 1) than simply placing the button (ExperimenR2gall thain both experiments
either theself or,someone elgbypothetically) placethe button on the participant’s objects; the
only difference’vas whether the button was also used to track the location of theNem.
conducted a 2 (action: tracking [Experiment 1], placing [Experiment 2]) x 2 (age group: child,
adult) x 2 @ctor|i.e., tracker in Experiment 1; placer in Experiments2]f, other) 4 (item:
backpack, pet, elbow, special object) repeated measures ANOVAgatitim and age group as
betweenrsubjeets factors, and actand itemaswithin-subjects fact@. Given that each
experiment'was already analyzed separately, we only report cross-expé€rieneattion)
effects.Assbefore, we report only the statistically significant effects; all analyses can be found in
the onlinesmaterials, Table AVe obtained significanteractiors involving actiorx age group
F(1,116) = 13.14p < .001,4,? = .10, action »ctor, F(1,116) = 9.32p = .003,,,%2 = .07, and
action xactorx age groupF(1,116) = 15.13p < .001,4p? = .12. As predicted,dults were
considerably"more negative about someone else tracking their items than naaiely albutton
on their items=@.14, -0.54p = .001). In contrast, they were equally positive aboutasslbns
across théwo experiments (tracking [Experiment 1]: 4.23, placing kpert 2]: 3.14,p =
.092). Surprisingly, and in contrast to the adults, children were significantly more@asiout
tracking than.mere placemg for both sk (Ms = 2.44, 0.74) and othavli§ = 1.04, -1.11)ps<
.002.Finally, we also obtained an actiaritem interactionF(3,348) = 5.33p = .001,,2 = .04.
The only difference obtained across experiments was for the special Blajicipants were
overall more positive about tracking the special object it placing the button on the
special objectp = .001.

Discussion

Experiment 2 was designed as a control study, to disentangle judgments of tracking from
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judgments ophysical contactGiven that ownership rights include the rightdaach and
manipulate an object (Neary, Friedman, & Burnstein, 2009), we anticipated that Eeqie2im
would also elicit higher ratings for self than oth&hich is indeed what we found in both age
groups. However, the more pertinent question was whptaeement plusracking(Experiment
1) would bejudged more negatively than placement p@f>geeriment 2)Here we obtained
qualitativelydifferent patterns for children than adulfghereas adultsiore negatively
evaluatedsomeoneavho tracked their possessions than someone who merely placed a button on
their possessions, children showed the reverse patteese preschool children were more
positiveabout tracking than mere placement, whether the tracker was the self or someone else
We speculatesthat children may happreciated th&unctional benefit of object tracking,
whereas placing the button for no purpose was unmotivated and thus judged t®be not-
Children's negative evaluation of button placement may have reflected the bélpdddcheg the
button infringes on the owner's use rightsthat itmayrisk damaging the object in some way
Taken together, Experiment 1 and 2 raise three additional quesiistsat what point
in development does sensitivity to the moral implications of digital tracking emerge?
Experiments‘d#and 2 revealed qualitative differences with ageial evaluations of using a
mobile GRS, device to track someone else’s possessiaustive for adults, positive for
children..Yet the two age groups in Experiments 1 and 2 represent developmentaextre
(preschoolers vs. adults). Testing intermediate ages creates an opportunity to learn when (if ever)
children come to hold similar @nal evaluations of a mobile GPS device as adults. Second, how
do people feelaboutbjecttracking, whernt is independent gbhysical contaét Were the self
other differencesbtainedn Experiment 1 attributable tbe act of placing the button (e.g.,
distaste oBomeone else touchimype'spossessionsorwould these effectappearvenwhen
focused on tracking per serhird, do these judgments reflect a principled belief that it is wrong
for someone.to.track items not in their possession, dhareasymmetries depending on
whether the self is the owner versus the trackexperiments 1 and 2 focused exclusively on
items owned by the participant. Althougireership rightapply generally to both self and other,
there is a selbiasin both chilren'sand adultstracking andrecall ofowned items
(Cunningham, Brebner, Quinn, & Turk, 2014; Gelman, Manczak, & Noles, 2012; Ross,
Anderson, & Campbell, 2011). Thus, peopiay more negatively evaluate intrusions on one’s
own ownership rights thantrusions on the ownership rights of another individdawever
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this possibilityremains untested
Experiment 3

Experiment 3vas designed to examine the three questions listed aflgw/hat are the
developmental patterns across early childhood? (2) How do participants evalckitegtof
possessions.whearontrolling forphysical conta& 3) Do participantonsistently judgéhat
tracking someone else’s possessions is wrong, or are there asymmetries depentmg dhe
owner (selfvs:“other)Phe design was similar to that of Experiment 1, with three major
modifications'First, we included children ranging from# years of age, as well as adults.
Second, the person placing thatton (i.e., thenobile GPS devicalas always the object’s
owned, so thatselbther differences in tracking would reflect judgments of tracking per se, not
evaluations‘ophysical contactThird, we examined sefersus-other tracking both when the
objects belonged to the self and when the objects belonged to gmertban Additionally, most
of thechildren were tested in a children's museum, which gave us access to a broader age range.
Method

Participants Participants include@1 4-yearolds (M = 4.50,SD=0.29; 19 girls, 12
boys), 34 Syearolds M =5.44,SD=0.27; 18 girls, 16 boys), 36 &nd #yearolds M =6.97,
SD=0.58;22 girls, 14 boys), 36 8- to ¥8arolds M =9.51,SD=0.91; 17 girls, 19 boys), and
72 adults.M=19.18,SD= 0.84; 49 women, 26en) Given thatmost of the children were
testedn a museum settingedhographic data on the children were incomplete; participants
included a mix of ethnic and racial backgrounds,rbast weravhite. Adults were
undergraduates at the same Midwestern university Bsperiments 1 and 2, and were 60%
White, 23%Asian or Asiadamerican,10% Black orAfrican-American 4% Biracial, and 2%
Unreported. Seven additional children were tested but dropgedn@t completing the study, 3
for language comprehension problems, and toexperimenter erroAdults were tested
between QOctober of 2014 and March of 2015; children were tested between November of 2014
and August.of 2015.

Materials In addition to the materials from Experiment 1, a picture of a teddy bear was
used tarepresent the special object, and two electronic devicesusecketo display stimuli.

Procedure Children were tested individually in either an@ampus lab or a local
children's museupadults were tested in the-eampus labThe warmup was identicato that
of Experiment 1but modified for children tested in the children's museum, to match the available

This article is protected by copyright. All rights reserved



DIGITAL PRIVACY 12

museum spacd he testing session was identical to that of Experiment 1, with three
modifications. Firstparticipants were randomly assigned to adeistemsthatwere owned by

the participant or by someone else (Sam), as a betswggects variable. Second, the button was
always described as beiptaced on the items by the owner (i.e., in the self-owned condition, the
button walaced by the participant; in the oth@wned condition, the button was placed by
Sam).Importantly, this design permits us to vary who is tracking the object (owner vs. non-
owner) "while"keeping physical contact constant (i.e., only the owner ever tonetuwsgect)

Third, the test'questiaassessed judgmentsaither the participant or Satracking the object

(e.q., "Is it ok for you to look on a computer to see where Sam's backpgckautipant

tracking and Sanracking questions were presenteatounterbalanced blocks. The backpack,
pet, and elbow'were presented in counterbalanced order; the special object was always presented
last because the sep was more involved.

Openended explanation®©penended explanations were coded aExperiment 1.
Agreement ranged from 96-99% per code and Cohen's kappas ranged from .82 to .94.
Results

Preliminary analyseimdicated that block order did not interact with any other variable,
and so was,excluded from thminanalyses. We conducted a 5 (age group: 4,755,810,
adult) x 2.(tracker: owner, non-owner) x 2 (owner: participant, Sam) x 4 (item: backpack, pet,
elbow, special objectepeateemeasures ANOVA, with age group and owner as between
subjects factors, artdackerand itemas withinsubjects facta. The dependent variable was the
compositegudgment score. Results are shown in Figundele. we report only the statistically
significant effects; all analyses can be found in the online materials, Table A. Thergowere
significanteffectsinvolving owner (participant vs. Sanfs predicted, participants overall were
more positive about owners versus rawnRers tracking the objectsig = 3.2, 1.08,
respectively)as.indicated by a main effect of trackiefl,195 = 131.13,p < .001,,,2 = .40.
However, this effect differed by age, as indicated by a tracker x age group iatea@t, 199 =
44.60,p <.001 7,2 = .48 as well as a main effect of age grok4,199 = 13.86,p < .001,;,2 =
.22. Followsp,testaising the Bonferroni correction with adjusted alpha levels of .01 per test
(.05/5)revealed that thievo youngest age groups did not judge owner-tracking more positively
than non-ownetracking (4 yearsp = .89; 5 yearsp = .026), but the oldeagegroups
consistently dicdo (6-7 yearsp = .001; 8-10 yearg < .001; adultsp < .001).Developmental
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differences wer@rimarily centered ofudgments of norwner tracking sing the Bonferroni's
correctionwith adjusted alpha levelof .005 [.05/10for all comparisons adults were more
negative than all other age groups < .001, 8-10 yeastds were more negative thdryearolds

(p <.001).and 6- to yearolds fp = .005), and the three youngest groups did not differ from one
another s >.42). In contrast, for owner tracking, the only differences were with adults, who
were overall more positive than all groups excepty@afolds,ps< .001.

Finally;"we obtaine@ main effect of itemf(3,585) = 16.91p < .001,,,2 = .08,
revealing anaversion to tracking the elboympared tahe other itemsps < .001).This
aversion was sporadic betweefT §ears of age, argtronger in the olddxwo age groups (8-10,
adults), assrevealed by an item x age group interadt@d?, 585) = 4.12p < .001,4,%2 = .08, an
item x tracker interactiork;(3,585) = 3.91p = .009,,,2 = .02, and an item X age group x tracker
interaction,F(12,585) = 1.98p = .024,,,%2 = .04. When collapsing over ageere was a
significant effect of treker for each of the four itemgs < .001. However, followp tests using
the Bonferroni correction with adjusted alpha levels of .0125 per test (.05/4) cetedleffects
of tracker(owner higher than noawner) broadened with age: fiegppearingor the backpack
(5 years and'older), then ftive special item (67 years and older), then for thet (810 years
and olderyand finally for the elbow (adults only).

We-conducted independdniests comparing performance against chance (mean score of
0), separately for owner- and non-owner tracking in @@gehgrougcollapsed over item), using
the Bonferroni correction with adjusted alpha levels of .005 per test (.0BIL&3ores in all age
groups were'significantly different from chanpe,< .001, with the exception of & 10year
olds evaluating non-owner tracking= .55. This indicateghat children ranging from 4-years
of age were on averagesitiveabout someone using a mobile GPS device to track someone
else’s possessionhat children 8L0 years of age were on averagitralabout such usage, and
thatonly adults.were on averagegativeabout such usage.

For.the open-ended explanations, we conducted a 2 (tracker: owner, non-owner) x 2
(owner: pasticipant, Sam) x 5 (age grodp5, 6-7, 8-10, adult) ANOVA, obtaining sigigi&nt
effects of trackerf-(1,199 = 55.76,p < .001,,p% = .22, age grou (4,199 =45.31,p < .001,
np? = .48, and tracker x age grou{4,199 = 13.07,p < .001,7,2 = .21. Moral explanations
werehigher in the Non-Owner condition than in the Owner condition at ages 6-7 yesars (
0.89, 0.08p =.004), 810 years¥Is = 1.53, 0.42p < .001), and adult$s = 3.53, 1.31p <
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.001).Theyoungerage group did not show thisffect
Discussion

Thepresenexperimenfinds thatthe youngest children (4 and 5 years of agendid
appear to evaluate use of a mobile GPS device in terms of ownershipwigétscontrolling for
physical contact (i.e., objects were handled only by the owner), youngectsl@valuations of
tracking someone’s possessions were no more negative wheroanenwas tracking than
when an owner'was tracking.his result is not attributable to insensitivity to the task, as
Experiments™1and 2 showed that children of thiseageguite clear that neswners should not
touch someone else's possessions. Rather, it would appear that tracking per seydamd atte
privacy issuespare not a concern at this young age.

This'sensitivity started to emerge 8y’ years of age, whahildren—like adults—
judgedit to berelatively morepermissiblefor owners than non-owners to track possessions
using a mobilésPSdevice.At the same timeéhowever therewerestriking differences between
adults’ intuitionsand those of children throughdbe age range studied/hereas adults
consistentlygudged thatacking someone else’s possessiwas wrongand providednoral
explanationstoe support this view, none of the child age groups (from 4-10 years of age) viewed
this behavier negatively, anddaed children 4 years of age were consistently posifivéheir
evaluations:

An important question fdiuture research iwhy intuitionsdiffer sodramaticallyas a
function of.ageCertainlyone reason may be that young children are relatively trusting of others
and do notrsspentaneousignsider negativeonsequences of revealing personal information
contrastadults‘in our studies did express such conc@s, “Then she could stealfishe
wanted since she'd know the exact location”of Because | don't know Sam and why he's
watching my every move”). Interestingly, however, mosialts’ explanations focuséelss on
negative outcomes and more on principles of morality, privacy, and ownérShaipse it
belongs to.me,/not him”; “Invasion of privacy of me and my dodVe speculate that
developmental changes in independence may heighten the value placed on privacy, including
digital privaey. For example, as children approach adolescencenthydyecome increasingly
independent, self-conscious, and likely to engage in behaviors of which adults disajpaisee.
may be that more experience with owning electronic deléaats to greater awareness of the
consequences of electroniagking, which themffect children’s judgments. In future research,
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it would be interesting to study how children who do versus do not have their own cell phones,
for example, reason about tracking devices.

Importantly, we found no differencegtween self as owner vs. other person ("Sam") as
owner. Althoughprior research has found thatildren display selbther differences in their
attentionto.andmemoryfor objects (greater attention &md memory fopbbjects assigned to the
self), theirevaluationor reasoningabout such objects is remarkably constéihis suggests that
the presentjudgments reflect principled considerations of owneightp, rather than
egocentric'considerations of protecting one's own possessions.

General Discussion

Digitalsprivacy is ofgrowing concern, given the increasing use of technolodmates
that trackobjectlocatiors, revealing personal information regardargindividual'snovements
and activities. Although many children make use of this technology, for exantpleell
phones that tractheir locationthroughout the day, and sharing photos that are tagged with time
and location stamps, little is known regardivayv children of different ages evalualigital
tracking, and-whether they are sensitive to violations of privacy. Examining clsldren’
evaluations otligital trackingis also valuable for assessiwhetherthey viewownership rights
as limitedste physical objects for which possession is asgmgame (if you have X, then |
cannot), orwhether they extend to the intangible good of information a@sessth ownership
rights of intellectual property (Shast al, 2012).

Tofill thesegaps, the present experiments examined how children 4-10 years of age and
adults evaluatkthe hypothetical situation sbmeoneising a mobile GPS device to tratéms
that theyeitherdo or do not ownResults indicatedharkedage differences. Adults were
consistently negative about someone tracking itdsaighey did not ownregardless of whether
the tracker physically touched the object in question. They not only identified possjjalive
material consequences of someone tracking others' possessions (such a®sstalkigg), but
they also referredbtmoral principles ("It's an invasion of privacyWithout permission it's
wrong") as.well asan amorphous senséunease (e.g., "It's weird"; '#dhas no business to know
where [myJ'deg is"). In contrasthildren 4-10years of agelid not indicate theasne negativity
and the youngest children (4-7 yeas®reactuallyquite positive about someone tracking others'
possessionsindeed, children expressed greater negativity about merely placing a mobile GPS
device on an object (and not tracking it) than they did about placing the device itodrdek
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the object.

At the same time thathildren and adults display qualitatively distinct evaluations of use
of a mobile GPS device, mosebtle measures indicate emergaegsitivity startingn early
childhood.Results indicated that by 5 years of gggysically placing a button tnack someone
else's possessionss judged to be less acceptathlan tracking one's own possess and by
6-7 years of age, children spontaneously invoked moral considerations to explaetighigt
the same timechildren wee much more accepting of this behavior than adpkshapgocusing
on the benefits'of object-tracking (e.g., the utility of being able to find lost opjrotethan its
costs Thus, young children, like adultare starting taview object tracking as an ownership
right, but theresare important changes in how this technology is viewed from a mepaqtiee.

These findings raisgerious concerns for children’s digital safety and security. Children
up to 10 years of age display robust positive moral judgments about digital tracking and digital
privacy,ata point in development when many childgay with,use, or own a variety of types
of mobiledeviceswith a builtin GPS Without the skepticism displayed by adults, children are
vulnerablesterthose who might exploit their digital ‘fingerprint' to track their location or obtain
private information. An urgent question for the future is thus how best to protect childre
perhaps by.educating children about potential dangers and providing clear guidelines and limit
for how and“when their phones and accounts should be shared.

These findings also raise a number of additional questions regéndingcope and
bases.What is the generalizability of thabtained developmental patteaossculture® Our
finding that*even preschool children are sensitive to privacy concerns may ttedléotus on
autonomy and‘independence in the Uniich differs from that ofmore collectivist or
interdependent societies (Markus & Kitayama, 1991). It would be valuable to gathparative
data fromcultural contexd that differ in this regar(see, for example, Kanngiesser, Rossano, &
Tomasello,,2015)Another unresolved issue concetins role of prior experience with
technology.Some scholars have suggested that younger generations may be relatively
unconcernedabout digital privacy compared to older generations, having grown up with
electronic survidlance as ubiquitous and normative (Marwick, Diaz, & Palfrey, 2010).
Conversely, younger generations may be more suspicious of the negative consequences of
electronic tracking, given their greater familiarity with technologiye- how it can be used to
maripulate, defraud, and deceive. More generally, an important question is the role of digita
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practices and experience on how children reason about privacy beyond the digital @amain.
commonplacractices ofligital tracking and digital openneskape chdren's notions of what
is or is not appropriate to reveal about themselves, and does this differ for in-pesssnove
line interaction8 When and how do children distinguish between those with whom it is
appropriate to,shamersonalnformation(e.g., friends, family) and those for whom it is not?
Answers to.these questions may help guide future efforts to help children lpaotetd their

own interestsin the digital world
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Figure 1.Mean composite ratings (on a scale®fo +5) of how OK/no©K it is for anowner
versus a non-owner to track possessions, as a function of age group. (a) Experimenigid) and 2

Experiment 3.
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