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ABSTRACT

Regulatory agencies have long adopted a three-tier framework for risk assessment. We build
on this stru to propose a tiered approach for resilience assessment that can be integrated
into the e atory processes. Comprehensive approaches to assessing resilience at
appropr-ia W()perational scales, reconciling analytical complexity as needed with
stakeholdegmeedg and resources available, and ultimately creating actionable
recommem to enhance resilience are still lacking. Our proposed framework consists of
tiers by wilich/andlysts can select resilience assessment and decision support tools to inform
associated management actions relative to the scope and urgency of the risk and the capacity
of resource ers to improve system resilience. The resilience management framework
proposed i gatended to supplant either risk management or the many existing efforts of

resilience maﬁon method development, but instead provide a guide to selecting tools

that ar e for the given analytic need. The goal of this tiered approach is to

intentionall el the tiered approach used in regulatory contexts so that resilience
assessment might be more easily and quickly integrated into existing structures and with

existing p@licies.

KEYWOR

resilienceig';aster preparedness, systems analysis, business processes, policy analysis, risk

analysi#

1. INTR(E‘ ION

The concept ilience has become prevalent among scientists, engineers, and planners in a
range oﬁ'?s in the socio-ecological fields (e.g. ecology, urban planning, flood
protection, drought management) and across public domains (e.g. city managers, state,

regional, and federal officials). The private sector, government, and society have considered
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its application to problems such as disruption from climate change and the challenge of
ecosystem management (United Nations, 2015; Walker et al. 2004). However; the term itself
carries suc oad range of meanings (Gallopin, 2006; Angeler and Allen, 2016; Quinlan et
al., 2015)), e difficult to validate or generalize what effective resilience means in
practice (Moser and Boykoff 2013). A diversity of definitions of, and underlying rationales
for, resilichonfound planning, implementation, and monitoring (Linkov and Florin,
2016; Lark

., 2015). In fact, it may be that different fields eventually adopt different

conceptual om$ of resilience, whether that be the ability to rebound to a previous state, to
fail gracet@sustain adaptation (Woods, 2006, Linkov and Palma-Oliveira, 2017).

Nonetheleﬁppeal of resilience has persisted due to the perceived failure of risk

managem respect to some of the world’s emerging challenges. Myriad tools and

methods rilar as resilience assessments now exist, but take very different formats (Florin
and Li ; Nordgren, Stults and Meerow, 2016; Arnott, Moser, and Goodrich, 2016).
Some are as E e as a checklist, others are geo-spatial visualizations of quantifiable
metrics, while still others are network modeling methods but with no generalized form, they
are custonsguilt for each application. The outputs of these tools are similarly varied,
including ores, and performance-time graphs. Developers of the tools span a wide
range of en including academic, private (e.g., consulting), program sponsors (e.g.,
foundatioS;nd algencies), boundary organizations that bridge across research, policy, and
practitim, and users themselves. Potential users include state and city managers,
industry process @dministrators, and utility operators, many lacking the expertise to choose
among the rapadl¥ accumulating products in this emerging field. There are already several
calls fo@l agencies to implement resilience and the need for guidance on how the
various methods and approaches to resilience assessment can be synthesized into a regulatory

policy will only grow.
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We recognize that there is ongoing discussion of the meaning of resilience and of the specific

differences“een risk and resilience. For our part we make the following assumptions:
Although axoaches to risk assessment exist, the methods adopted by US regulatory
agenci; ?gely based around the risk = threat x vulnerability x consequence model
(National Rese Council 1983). Whenever risks are identified in this quantitative manner
and actions to reduce risk, there still remains residual risk. As such, resilience
assessmerWnagement is, in part, an effort to address that remaining known, but
unmitigated, risk§as well as enhance the overall ability of the system to respond to unknown
or emergin s. One of the biggest challenges to effective risk assessment and

managem Qi t. If a Tier I risk assessment indicates any risks of concern, a Tier II or Tier
T risk as generally involves significant cost and time to collect the relevant data. At
the sa i e unacceptable risks are clearly identified, the cost to replace products,
harden the s | or change operational procedure is also resource intensive. By integrating

resilience assessment with risk assessment, the risk management requirements may be

reduced offthe same process may also be used to identify resilience enhancements that help

4

manage re, isk. We propose a tiered approach to resilience assessment that can be

integrated imilar tiered approaches adopted by many US regulatory agencies for risk

h

assessmen®in order to ease the way for policy development, open a pathway to more

L

widesp on of resilience practices, and enhance the current risk assessment

processes.

U

We propo nizing resilience assessment tools into three tiers to provide a structure that

A

allows regulatory agencies to incorporate resilience assessment with existing risk assessment

protocols. We choose this framework because it is similar to tiered approaches that initially
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allowed risk analysis to be used for regulatory purposes (WHO 2008; Ozkaynak, Frey, and
Hubbell 2008). In that implementation, low-level tiers are for screening and use traditional
default-bas terministic methods for analysis. These are normally conservative, lower
cost, and mfor identifying cost-effective and achievable actions to reduce risk
(USEPK, T).Progression from low tiers to higher tiers occurs when risk is near or above
accepted theeshalds. The specific conditions that result in high risk scenarios must be
investigatuelop targeted risk management. Higher tier analytical approaches are also
relevant degision stakes are high, success is a matter of probability, and debate between
options is contestgd. Many regulatory and standards organizations use similar strategies for
risk assess in order to balance risk understanding with cost. For example, the American
Society foﬁ and Materials (ASTM) provides a three-tier process for decision making
on selecti@ased corrective action at chemical release sites. If corrective action goals

I analysis, no further work is needed, if not, data needs for Tier II must be

n (ASTM 2015). The European Food Safety Authority utilizes a tiered

approach 1n toxicological studies. Tier I assesses absorption toxicokinetics and sensitive
groups (irsitro genotoxicity). Only if the food additive shows specific levels of availability
and toxici her study undertaken (Gott 2012). The US Federal Emergency

Manageme ency (FEMA) Handbook for the Seismic Evaluation of Buildings consists of

a screenin@phase, evaluation phase, and detailed evaluation phase. At any tier, the assessor

th

can rep cies and recommend mitigation or proceed to the next tier to conduct

further evaluatiofijto resolve uncertainty (FEMA 1998). The US Nuclear Regulatory

Gl

Commissio ) has identified a three-tier approach to evaluate risk associated with

propose s to plant-specific technical specifications. Tier I assesses change in core

A

damage frequency, Tier II identifies potentially high risk configurations, and, if necessary,

Tier I1I guides development of a risk management program (USNRC 2009).
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Similarly, resilience can be investigated in a tiered manner. We present a framework to

organize t! jous quantitative resilience assessment methods that are available for local,

regional, Q global agencies seeking to reduce risk and enhance recovery capacity
N — , , : .

from risk !ents. We describe how this framework can contribute to practical ways for

resources ws to assess changes in resilience now. An outline of this approach has been

presented 1 nternational Risk Governance Council Resource Guide on Resilience

(Linkov awent 2016). Here we more fully discuss the role of tiers in resilience
assessmenf anE jer a general approach to operationalize quantitative resilience assessment

for any discj

2. KEY mkﬁs OF A TIERED FRAMEWORK FOR RESILIENCE

AS T
An overview e tiered approach is shown in Figure 1. The goal of each tier is to describe
the performance and relationship of critical systems in order to identify management options
that enhali gerformance in parallel with activities that reduce risk. The methods of Tier |
quickly av@nsively identify the broad functions that a system provides to human
society or t vironment and prioritize the performance of the critical functions both during
and in theg' e following a disruptive event. Analytically, this framing and characterization
analysim of existing data, expert judgment, and conceptual models. The methods of
Tier I des@ general organization and relationships of the system in a simple form
such as a pr odel or critical path model. Identifying sequential and parallel events in a
disturbﬁeal feedback processes and dependencies that are the root of cascading
system failures. The methods of Tier III build a detailed model of important functions and

related sub-systems where each process and each component of the system is parameterized.
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The process can be halted at any tier when enough information has been synthesized such
that actionable system investments or projects to improve system resilience, given available

resources, een identified by the decision makers.

The resi-lismnagement framework proposed below is not intended to supplant either risk
managemeat orighe many existing efforts of resilience quantification method development,
but instea e a guide to selecting tools that are appropriate for the given analytic need.
The goal wred approach is to intentionally parallel the tiered approach used in
regulatory contcXts so that resilience assessment might be more easily and quickly integrated
into existin ures and with existing policies, rather than require the time-consuming
effort of ¢ ilag legislation and selling a “new” concept altogether. We highlight these

similaritie@ferences for this purpose of making resilience assessment seem readily

accessi latory agencies.

2.1. Tier I: Screening Level

2. SH . Approach

A Tierla t establishes the role of particular components or actions of interest within
the larger ¢ t of community, industry, or environment. Regardless of the final question to
be targete&é.;. select from alternatives A, B, or A+B), it is critical to understand the larger

system Hch a process or entity operates, including the ecology, climate,

infrastructure, poicies, and human behaviors that govern the performance of the system.
Resilience 1 perty of functions and systems, not features and so at this level events will
be con@ugh their performance within the overall system, not just their performance
with respect to a specific feature. For example, while one could do a risk assessment of a

reservoir, resilience assessment should look at what function the reservoir plays within a
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larger flood management, water provisioning and/or environmental system and understand
what the performance or reduction in performance of the reservoir might mean to the system

as a whole. I seeks to identify the major social-ecological-technological properties of the

system an ize the critical functions. One aspect of Tier I assessment is to consider

not just dlsct threats to the target system itself, but how disruptions in associated systems

may chanwmand on the system of interest.
2.1. 2% ethods

Existing t

S

1 for Tier I include screening level assessments based on resilience

indices or scorecards developed from formalized libraries of existing metrics or surveys (e.g.

U

UNISDR, 2 OAA, 2007; Nemec et al. 2014; Cutter et al. 2010; Flanagan et al. 2011;

1

Peacock e ; Sands 2015). In general, Tier I approaches should help the user organize

existing info n and data to provide a big-picture view of the system. The appropriate

d

tools h. wing characteristics: simple system representation, easy consensus on

major criteri stakeholders, retrospective in considering historical records, and

M

conservative 1 assumptions about the future. However, Tier | approaches rely on indicators
of a systels rather than models of a system and so methods should be carefully selected
based on t goal or intent of the developers (Bakkensen et al. 2016).
2.1.570utcomes
In a Tier Ig k assessment, a survey of potential risks is compared to accepted thresholds to
determm further analysis is required. Here the results of Tier I resilience tools are
often relative ratir than absolute, whether relative to a similar location that used the same
assessment tive to the same location at a previous point in time. Thresholds for “good”
and “ba icnce performance do not yet exist, but if the output indicates that the system
already performs better than some statistically determined portion of the country, or shows

improvement over a previous assessment by some acceptable amount, further analysis may
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be determined to be unnecessary or a lower priority. The main goal of Tier I, however, is to
identify and prioritize the critical functions of the system. Whether further analysis is needed
or not, Tier essments help decision makers identify “easy wins,” or investments in some
part of th t can significantly improve overall resilience and that come at minimal
cost or Ee!ﬁt is determined that further action is needed in order to identify controlling
processes thg efficacy of management actions, Tier I assessments help pare down the
sectors to Qe critical system functions to be maintained during and following a
disruptiveW\d are taken forward into the Tier II analysis. Once this approach is used to

identify the critiGal functions and their relationship to other features in the system, the effort

in Tiers IT o uld be used to examine management alternatives in more detail.

2.2. Tmrocess Flow Model

roach

Tier IT introd escriptions of the structure of the system. These might be simple process
diagrams or tlowcharts that indicate some relationship between system components in time or
space and@escribe major feedbacks within the system or connections to other systems. The
Tier I out be used to determine what can be left out of further modeling efforts but
still allow e tion of the salient parts of alternative projects in Tier II. (A similar
determinagz can be done when moving from Tier II to Tier III.) Any model is necessarily
imperfeﬁmplete; the Tier II model should be useful to identify bottlenecks when the
demand on, or re;urces of, a component of the system is stressed. The model developed in
this phase at to reduce the use of conservative estimates and instead increase fidelity in
terms o ting infrastructure systems, ecosystems, and social institutions. Of course,

introducing a more realistic model can also raise issues regarding how these components are
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represented; some observational data should be available at this stage for a simple validation

of the model.
2. j ethods
Tier I to de matrices of resilience performance that utilize metrics from Tier I

approac-hesmaggregate them into sub-domains and time stages such as the Functional
ResonancegAnalysis Method (FRAM) (Hollnagel, 2012) or the Resilience Matrix (Fox-Lent,
Bates, anm 2015). Decision analysis methods, such as multi-criteria decision analysis
and other Wd decision approaches, provide an appropriate set of tools to evaluate
scenarios,@ an understanding of how change leads to gains or losses in the system and
the impacﬁ thereof) from a particular investment (Linkov and Moberg 2011). The

sequence ment from Tier I to Tier II provides transparency and documentation so

that any cmns from the studies can be understood in light of what the model did and

did notg the reasons for those modeling choices.

comes
The primary outcome of Tier II is a model that reveals the structure of the system and its
interrelates components to support comparison of projects or investments to improve
resilience. cenario analysis of potential future events can be performed, where
stakeholder experts define how management or policy scenarios are selected and how
specific e&'zonmental and community parameters are integrated and weighted to describe
system Wsuch as by Thorisson et al. 2016). Such a model can be used to compare
resilience manag@ment alternatives that are not mutually exclusive to obtain the best outcome
across the s ” This may be sufficient to initiate the resilience improvement process or
make ilﬁiecisions for currently available funding. If the parallel Tier II risk
assessment determines that significant residual risk remains but that the degree of uncertainty

undermines the utility of a Tier II assessment, the system-wide resilience strategies will

This article is protected by copyright. All rights reserved.



enhance overall performance beyond what would be obtained simply through risk mitigation

measures. To determine whether additional work is warranted, a data assessment may also be

carried oul i er to verify data availability and fitness for purpose (quality). This can be
done in c ny data assessment necessary for a Tier Il risk assessment. As with

. N i .
risk analysgis, a tradeoff evaluation between the cost of new data collection and the benefit of

the resilie@sment is performed to set the analysis boundaries.

2.3. Tw\letworked System
2.:’:. ! ﬁroach

As is often e in risk assessment, the user might frequently stop after Tier II and only
move on t wine and effort of Tier III when the situation is appropriately complex or

variable o@inty high enough that the learning in Tier II is insufficient to inform any
actionsgdd dels seek to provide the highest fidelity in modeling a real-world system
and thus obsge specific conditions under which risks arise or critical function
performance drops. At this tier, the analysis can be very similar, if not coincident with, a Tier
I risk assisment. The approach should consider interactions in ecological and technological

componeIQ system along with an analysis of the impact of management decisions on
oC

affected s stitutions and vulnerable populations (Moser and Ekstrom 2010). Here a full
range of sgarios can be tested to better understand system performance in an uncertain
future, Mel only requires the mode of failure, not the cause. Tier III can be

prospective in pr@tlicting the performance of different system configurations under chronic

U

and episodic

Possible approaches include system dynamics, graph theory, Bayesian networks, and agent-

based models (Ganin et al., 2016; Ganin et al., 2017; Schultz and Smith, 2016; Boston et al.,
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2014; Gao et al., 2016) that allow scenario analysis as well as Monte Carlo simulation to
support sensitivity analysis. While many system managers may prefer to have the information
provided b ich-quality Tier III model before making decisions, the time, cost, and data
requireme tly make this infeasible, and following the sequence of performing a

. N —— , .
Tier I andghier II assessment may provide enough relevant insight to act.

Z.Qcomes
The goal o 1 I1I assessment is to reveal—to the extent possible—the risk to sustained
critical qurformance to the level that effective risk management plans can be

developed. Ideally this process also includes modeling of the post-disruption recovery

process in Q identify intervention opportunities that reduce downtime and the potential
for spillovighi ts to other sections. Either sensitivity analysis or scenario analysis can
provide a fan potential performance results so that resilience interventions that are
robust f possible futures can be developed. In this way, the modeling and use
requirements ier I1I resilience assessment merge with those for Tier III risk assessment.

3. Discus§ion and Policy Implications
In risk ass the approach is primarily sequential: first risk assessment is performed,

then risk m ment strategies are developed. In resilience assessment, we believe that

h

managemant alternatives should be considered iteratively through each stage in the analysis

I

to redu ary analysis that is not directly associated with management actions.

Globally or natiofially accepted thresholds to characterize high or low resilience do not yet

U

exist, but th atory community should not let that constrain early support for resilience

assessme s. While this may seem like a departure from common regulatory

A

implementations of risk assessment, a prime consideration for any new approach to assess

and manage risks to infrastructural and natural systems is how such an approach interfaces
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with existing regulatory and policy requirements and capabilities. Presidential Policy
Directive 21 (PPD-21 2013) and Executive Order 13636 (EO-13636 2013) required agencies
in the U#govemment to explore resilience within various risk management activities
pertaining infrastructure. Rather than proposing tiered resilience as a stand-alone,

N ) ..
fully novegoncept, we argue instead that such a method works as a complement to existing
risk manag@memgtools and capacities in many agencies. This should help streamline the

resilience a n process, drive the call for new tools to fill gaps in complexity and system

learning, Weduce the overall burden of these executive guidelines.

organizati researchers who have built resilience indices, visualization tools, and

modeling . For a relatively simple system, significantly improved resilience may be

We recom&at the tiered resilience approach integrate work from the many agencies,
m

maller toolbox where indices are sufficient to describe the system and

ilities, and conservative estimates can address the uncertainties (see

Quinlan et al., 5 and Rosati et al., 2015 for a review of methods). Considerations of
funding avs time remain lower in Tier I as compared with Tier III, where a more complex
system m ire probabilistic and modeling across a range of future scenarios as well as
cross-discip analysis (e.g. Kott and Linkov, 2018; Ganin et al., 2016; Ayyub, 2014; and
Boston et &l., 2014). To supplement, rather than duplicate risk assessment, resilience may be
best assw non-probabilistic methods, for example, possibility theory (Dubois and
Prade, 199@&, 1987). The emphasis is on the fact that the main event will happen
given an ind time horizon; the actual probability of this event is not the driving concern
for resilie agement. We recommend that adaptive management approaches (Allen and
Garmestani, 2015) inform all tiers, allowing for management of the system while

systematically reducing uncertainties regarding system response to both management change
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and system disruptions. This perspective may also prove valuable to agencies and
organizations at all levels. Lacking standards, user input should be explicitly integrated to

maximize lity of an assessment. Managers and experts are needed in more advanced
analysis t describe the system organization and performance. Stakeholders can

N
identify gsls, priorities, and acceptable tradeoffs in performance (Cauffman, 2015) and thus

guide resilighcammanagement toward effective and efficient solutions.

The benew tiered approach are that each tier has a set of actionable items, but users
can also m@ementally between the tiers as more detailed analysis is needed. Users can
assess their at each level, incorporate available data and stakeholder input on
acceptabil, rformance, and then determine if the model employed is sufficiently
accurate t@e the system and scenario. The tiered approach enables users to extract a

range from basic but practical, to sophisticated and predictive, in an effort to

quantify the 1 steps needed to enhance resilience. Groups that seek an integrated
strategy for assessing and communicating resilience, one that incorporates science into

decision-rsking while working with limited funding, data, and timelines, may find this tiered

approach @nractical means of addressing pressing issues in a changing climate.

We acknog ;d;e that many questions still remain. Uncertainty is a key driver in selecting
risk anaH and the tiered structure for risk analysis helps to provide formal guidance
on balance the c5t of assessment against the potential reduction in uncertainty to find a
practical ma ent strategy. In the approach presented here, we view resilience

managem ugh a framework for making decisions on how to maintain critical functions
and services during and after a disruptive event but it will be a feature of the methods adopted

at each tier to manage uncertainty. The lack of quantitative guidance on when is it appropriate
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to move to the next tier of analysis is also a limitation; however, we believe that by adopting
a tiered framework for resilience assessment, regulatory agencies can signal the need for
specific me to address existing gaps in tool availability and to have the output of the
tools alig resholds for acceptable and unacceptable resilience can be developed.

N . . . o
Though SISh an approach may not be immediately applicable to all regulatory agencies in the
United Stmelsewhere, it does interface well with existing capacities and requirements
for traditio management for several organizations in a manner that allows for an

iterative a

S

ive approach to system resilience analysis within an environment of

uncertainty and petentially shifting priorities.

nu
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