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Abstract
Objective: To measure public trust inteealth information sharing in a broadly-defined health
system(system trust), inclusive of heattfre public health, and research;identify individual
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characterigcs thatpredictsystentrust and to consider these findings in the context of national
healthinitiatives (e.g., learning health systems and precisnedicine}hat will expand the
scope of data sharing
Data Sources:Surveydata(n=1,011)were collectedn February 2014.
Study Design:, We constructed a composite index of four dimensions of system trust —
competency, fidelity, integrity, and trustworthiness. The index wasinde@ar regression
evaluating'demographic and psychosocial predictors of system trust.
Data Collection: Data was collected by GfK Custaming anationally representativeample
and analyzed int&ta13.0.
Principal Eindings: Our findings suggest the public’s trust may not meet the needs of health
systems as'they entar araof expanded data sharing. We found that a majority of the U.S.
public does notitrughe organizations that have health information and share it (i.e., the health
system in one or more dimensions. Together, demographic and psychosocial factors accounted
for ~18% ofthe observed variability in system trugtuture research should consideditional
predictorsofrsystem trust such as knowledge, attitudes, and beliefsrm policies and
practices fohealthdata sharing
Key words:public trust,health information, technology
INTRODUETION

Data sharing on a large scale is integrarnwerging national initiatives (e.lgarning
health systemand precision medicin@nd promises to address the wealbwn and chronic
maladies of'the health systensoaring costs, poor quality, and excess and preventable morbidity
and mortality=="by getting the right information to the right person at the right tiaegtinr
integrating research and clinical cafko realize this visiorthe de factoandde jureboundaries
between health care, public healthd aesearch are becomimgreasingly permeable to permit
the rapid exchangd snformation(Williams, Mostashari, Mertz, Hogin, & Atwal, 2012).
Accommodatingexpanded access to data and information relies on a strong “fabric of trust”
(Grossman.&McGinnis, 2011) that information is used responsibly and ethically, rmagim
the kenefits'while minimizing the harms from data breach@suse of information, or faulty
algorithms reaching incorrect conclusiomss increased data sharing stretches the current

disjointed regulatory and policy environmeng tiexture and resilience tifis “fabric of trust”
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will be challengedn its capacityto protect the public and its vulnerable populations, and to
assure data will be used in ways that reflect societal véfusse, 2015).

Trust is a multidimensional dynamic between two parties characterizehby
expectation or willingness to impart authority and accept vulnerability to anattealfilling a
given set of taskslt is established and maintained by a trustor who drawsashexperience
with, and beliefs oattitudesabout the trustee’s competency, reliability, reputation, honesty, or
interestednes® set the boundaries of a trusted relationship (Cook, Hardin, & Levi, 2005; Cook,
Levi, & Hardin;"2009; Farrell, 2009; Hardin, 2002; Nannestad, 2008). The trustor or trustee can
be an individual, organization, institution, or system. In this paper, we present fifrdimgya
nationally representative survefthe U.S. public’'devel oftrust intheorganizations that have
health information and share it, i.the“health system broadly defined to includbealth care
practice research, and publitealth Combining these key components into an indetxust in
an integrated health informationstgm(* system trust”we then identifyicharacteristics of the
trustor (i.e., individuals) thabnfluencesystem trust

Trust inhealth information sharing

Integrated health information systems aim to prongotiaboration by connectinigealth
care practice, toesearch, to public health through social and technical systems. Such systems
enable the sharing of dedaross sectorsnd support learning (Faden et al., 20T38)e
organizations and individuals that representitb@&th system in part or imhole are those that
have healthfinfermation and share it and include, for example, health care prqwithics
health departments, payors, and health researchers.

Trusting the organizations that have health information and share & wasfied
integrated, health information systamimportant for three reasons. First, because the web of
relationships.that must function in order to deliver coordinated care is sufficiently complex, any
opportunity for/trust rather than direct oversight facilsatgerations and enhances efficiency.
Second, trust'1s important because there is considerable information asymmetry between the
public and“the health professionals that control and manage access to heatthtiofprif the
public trusts the health system to act in their best interests, however, this tidargep is an
acceptable one. And finally, despite hugely robust technology and policy to managetinforma
throughout its lifecycle- from collection to analysis to transfer and storagéat canlargely
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maintain privacy and confidentiality, these protections are not infallible. In fact;deale data
breaches are increasingly common. For exantalth plans (Anthem, Premera Blue Cross)
and health providers (UCLA Health), were affected hbyabhes in which 78,800,000,
11,000,000, and 4,500,000 individuals were affected in 2015 alone (HHS “Breaches affecting
more than 500 people”, accessed July 2, 201®hese cases underscore the importance of the
public, on‘balance, trusting the healtlsteyn to deal with such issues expeditiously and in ways

that prevent-harm.

As health information sharing extenldsalth systemt be inclusive of an increasingly
diverse setiof-organizationshehealth system ikkely to take on characteristics not ta@d in
the interpersonal trust established between a provider and a patient. When the system is viewed
asa wholegtrustin that system becomesalogous to political trust, in which an individual may
trust his Senator or local Representative, but has very little confidence in Congress generally. In
the political context, lack of trust in the system is associated with lack of participatiolo\.e.,
voter turnout) and it can undermine political wilh the health care contextgvsee this type of
trusthaseffects on, for example, support the Affordable Care(Hetherington & Rudolph,
2015). While,it,is true that manyansumers have confidence in their own providers, having trust

in the system will be important in ensuring its viability as a part of the social fabric.

Assessing Trusin health information sharing

Surveys of trust in healttaresystemgypically encompass several dimensions,
including: communication, honesty, confidence, competence, fidelity, system trust,
confidentiality=and fairness (Ozawa & Sripad, 201Bd.develop a singleneasure of trush
integrated health information sharing systdies, system trust), we examined four dimensions:
fidelity, competency, integrity, andustworthinessOur work expands most on the work of
Mark Hall and colleagues in developing the Wake Forest Scale that has been appliedliera num
of relevaniaspecs of healthsystemorganizatiorat largeincluding trust in physicians
(Balkrishnany®Dugan, Camacho, & Hall, 2003; M. A. Hall et al., 200@®) medical profession
(Hall, Camacho, Dugan, & Balkrishnan, 2002), and insurance companies (Goold, Fessler, &
Moyer, 2006; Zheng, Hall, Dugan, Kidd, & Levine, 2002).

In examining fidelity, integrity, competency, and trustworthiness dimendidesty
captures benevolence, i.e., the act of a trustee prioritizing the needs agstsraéthe trustor
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(Mayer, Davis, & Schoorman, 1995At the system levekhis means that the organizations that
share health information value and prioritize the needs of the public whoseihiattiation

they have.Integrity is defined as honesty or following the principles of deeptio by not
hiding mistakes_or being fair in their treatment of peof@empetencyrefers tohaving the

ability and expertise to minimize errors and achieve goals. Notably, the public mayadtda
knowledge,to judge competency as experts; however, they are likely to have an instinctual
knowledge orperception of system capacity. Fidelity, integrity, and competencyfarenalbf
rational or‘calculative trust since the trust between parties can be justifigstworthiness
however, capturesn individuals’ intuition, rather than themtional or calculatig basis for trst
(Hall, DugangZheng, & Mishra, 2001). To represent these four key components in a single,
overall metric of system trust,excreated a composite inddsat would allow us to investigate

predictors of this complex trust fabric

Identifying predictors of trust

Forgmational initiatives around precision medicine or learning health sydtesrehility
to deliver timely, accurate, and persoemntered care will on relypon how well health
informationgystens can capturéhe population of patients like them to erebetter insight into
complexcare decisionslhus, b develop systems that meet the increalgedand®f these new
initiatives, we need to better understand tharacteristics of thpublic that does and does not
trust the current systeand thus may or may not participaferust may ultimately drive single
action or gpinien, but is motivated by multiple emotive, cognitive and behawspatts of an
individual'swbelief structuréLewis & Weigert, 1985; Lewis & Weigert, 201An individual's
socialization for examplewill shape his or her deference to the scientific community and
willingness toaccept the vulnerability of trustints authority and actions. These considerations,
as well as .othedlemographidactors such as edaiton, race and ethnicity, employment staais,
ceterg inform.an individual'shabitus or social positionand ultimately his/her culturabpital
(Bourdieu,.2984and trust repertoiréMizrachi, Drori, & Anspach, 200that shae agency,
power, and*capacity to act.

Regardless of the context for trust, some individuals are more likely to exbgitgy
attitudes than others. Individdigvel factors create wordiews, embody social structures, and
reflect the experience of everyday life. These factorpartgcubrly relevant antecedento trust
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in cases involvingomplex systems like large integratedand interoperablieealth information
systens — comprised afinfamiliar actors or unfamiliar actiosgce the trustor has littleoreon
which to base his trusieyond these intrinsic characteristics. In this paper, we examine the role
of demographic factors (e.g., age, sex, education) and psychosocial theat@epture an
individual's propensity to trustuch as selésteem, altruispselfefficacy,one’s general outlook

on life, and.ageneralizedrust (i.e.expectancyhat people are reliahl¢Das & Teng, 2004) on
people’s trustimealth information sharing systemBhese psychosocial factors capture an
individual’s'general propensitp trust For example, those with high seteem are better
equipped to trust since they are more likely to feel worthy of being included in retation t
another (Learys& Baumeister, 2000).

METHODS

Questionnaire development

Givenrthe complex nature of thealth systemas a network of organizations that have
health information and share e first canponent of the surveyas a shor(90 second)
animatedwideo to describe the health sysasrthenetworkof relationships among health care
providers,«departments of health, insurance systems, and resetoghersde a common
understanding of the health system andetktensivenessf data sharing. The video highlighted
examples'data sharing that are currently comprantice in health and health caréor example
incidence reporting to public health departments and research use of biospecihemsutral
tone of the'video was reviewed by expert committee and then by a convenience sample of 15
individuals. The final image for the video is shown in Figure 1 and the complete segment i
available onlinelfttps://youtu.be/LBCwWBYP0OYQ.

System.trust and its predictosgre measurelly a 117-item survey. Questions from the
General Social'Survefbmith, Marsden, Hout, & Jibum., 1972-201Rnational Election Survey
(Feldman &sSteenbergen, 200t)e General Seléfficacy ScaldSchwarzer & Jerusalem, 1995)
and the Rosenberg Self Esteem s¢Rlesenberg, Schooler, Schoenbach, & Rosenberg, 1995)
were used to survgysychosocial factors. We used the sintgdea measure of health status that
is commonly used in population health surveys asking respondents to rate thieiafiéabor,”
“fair,” “very good,” or “excellent” (Bowling, 2005). The survey included additional questions —
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not included in thescope of the present analysigabout respondents’ knowledge, attitudes, and
beliefs, as well as trust in specific institutions (health care providers, researchers, and public
health), quality of experience, perceived control, and adequacy of policy oversight.

Measures of the dependent variabkystem trust were adapted from prior studies
identified in.adliterature review of trust in the health syst@rawa & Sripad, 2013nd
contextualizedfothe suvey as neededMost questions were derived from the Wakefield Study
(Hall et'al’;"2001), one of the most widely used and citedestoéltrust in healthcare, but other
surveys werealso includggbede & Ellis, 2008; LaVeist, Isaac, & Williams, 2009; Platt &

Kardia, 2015; Rose, Peters, Shea, & Armstrong, 2004; Thompson, Valdimarsdottir, Winkel,
Jandorf, &Redd, 2004).

Respondents answered questions about “how true” they believed a series of statements to
be along a 4oint, unipolar Likert scale: “Not at all true” (1), “Somewhat true” (2), “Fairly true”

(3) and “Very true” (3. We piloted this scale and our survey questions us a sample of MTurk
workers (n=447). Comparing the “how true” scale to the frequently used “Agregft&asa
Likert scalesinmour ot study, we detected a statistically significant acquiescence bias associated

with the Agree/Disagree scale leading us to choose the “how true’(Btatke& Kardia, 2015)

Sample

Respondents were surveyed in February 2&1dg GfK’sprobability-based, nationally
representative sample consisting of non-institutionalized general populatios adult
(KnowledgePanel) Eligible participants were randomlglected and contacted via email
invite participation Of 2,082 individualsontacted tgarticipate 52.9% agreed. Of the 1,103
responses collected, 41 were excluded due to constant rafusah additional 51 respondents
were excluded from data analysis due to #amesingness The median completion time of the
final survey.was 22 minutessfK calculated pst-stratification weights corresponding to the
U.S. Census.demographic benchmarks for age, sex, household income, education, and race and

ethnic background to reduce biagrfrrandom sampling error.
Statistical analysis

Indices for system trust anldreepsychosociatharacteristicg¢self-efficacyindex,self
esteemnindex, and altruism indexyere createds the sum of the participant’s responses to those
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survey questions divided by the number of questamssvered Chronbach’s alpha was

calculated teevaluatehe internal consistency tie system trusindexand is reportedable 1.

Paired ttests were used to test whether there \sgpeificantdifferences in participants’ ratings

of the health system’s fidelity, integrity, competence, or trustworthiness. \@aighmtlinary

Least Squares. (OL3ggression analysis was used to estirttagdinear relationship between

overall trust in.the health system agathtrustorfactor separatelipefore estimating a
multivariable'model usingll independent variables.té®dardized regression coefficiemtsre

used to assess'the relative magnitude of the effect of each of the independent variables on system

trust Statistical significance is reported for associations witlalpe of less than 0.05.

RESULTS

Descriptive statistics for demographic vatesdbdescribing the sampdee listed inTable
2. The sample is split nearly evenly with respect to men and women; 76% are white, non
Hispanic; 9% are black, nadispanic; 10% are Hispanic; and 5% are other. Forty percent have
less than arbachelordegree education; and 60% have annual household incomes <$50,000.
Half of respondents are working as an employee, and an additional 7% are self-employed.
Approximately one in five are retired (22%), and a comparable proportion are laid off or on
disability.(24% and 7%). On the political spectrum of liberal, moderate, or cotigeyveearly
one quarter identified as liberal (23.8%), 36% identified as moderate, and 40%avatve.
At the time.the survey was given, about 40% of respondents had a favorable view of the
AffordableCare Act/ Obamacarecomparable to a Kaiser Family Foundation poll that asked a
similar question at the same time and found 35% of Americans had a favorable \nevAGIA,
47% unfavorable, and 18% were unsure ("Exploring the Public’s Views on the Affordaigle C
Act (ACA)," 2014).

Descriptive statistics of th20 survey questions underlying thetsys trust measure that
captured fidelity, competency, integrity and trustworthiness are listéahle 1. With respect
to the publie’s responses about fluelity of the system, only 14.4% felt that the health system
does not ‘care about helping peolke me, two-thirds felt the system would not knowingly do
harm (66.2%).However,substantial fraction of the samtated that the system cares most
about research (36.9%), what is convenient for its practitioners (42.6%), and abaulticgntr
costs(37.4%). A large number of individuals indicated confidence in the competency of the
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health system in stating that they are good at their jobs (90.7%) and only 13.4% believe the
health system makes a lot of mistaké&se sample isearlysplit with respet to the system’s
track record of using health information responsibly (50.2%) and in feelinththaystem

should be_more_careful in sharihgalth information46.2%). In its beliefs about the health
system’s overall trustworthiness1.4% believe the organizations that have health information
are ethical; but‘only 44.7% think they can be trusted to keep health information secure and only
about half'believe they can be trusted to use health information responsibly (5@8%).
measures evaluating integrig8.5% feel the health system tries hard to be fair in dealing with
others. However, 35.5% stated that they believe the health system would try todrnides s
mistake, 37.0% felt they would be told how their healthrimfation is usednd only 42.5%
believed they would not be mislead about health information use.

Fidelity, competency, integrity, and trustworthinestices wereapproximately normally
distributed along a continuous scaféhow true a set of statementens for an individual
(Range: 14). Fidelity andcompetency had the highest mean indices and were both 2.8. The
mean oftrustwarthiness was 2.6 and for integrity was Paired ttests indicated that people
believed the health systehad significantlyyjower trustvorthiness and integrity than fidelity and
competencgp<0.001) (Sed able 3).

Psyehosocial factors included variables measuringesédfemn, seléfficacy,altruism,
having a negative outlook, and generalized tf@stTable 4). Indices measuring sedfsteem,
altruism, and seléfficacy were based on four questions each; Chronbach’s alpha festesm
guestions was\0.7o= 0.69 for altruism, and=0.79 for selfesteem.Having a negative outlook
and generalized trust wereadwated based on a single questions used the General Social Survey,
“I think the quality of life for the average person is getting worse, not better” agkt@lly
speaking, .most people can be trusted). All psychosocial factors were measured ghoirg a 4
scale; the mean of sedsteem was found to be 3.4 (SD=0.59); 2.7 for altruism (SD=0.65); 2.9
for selfefficacy/(SD=0.64); 2.13 for negative outlook (SD=1.0); and 2.3 for generalized trust
(SD=0.82).

Demographic and psychosociatgdictors of systentrust

System trust, derived from the sum of dimenspecific indices, has a scale 618 and
the range of observed values was®with a mean of 10.7 and standard deviation of 2.0. In
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simple (univariable) regression analyses, all of the psychosocial factors were statistically
associated with system truskhose ages 60 and above were found to be more trusting than 18-
29 year olds; similarly, those supporting the Affordable Care Act were motiadro$the

health system than those who did (wt= -0.109, p= 0.007)Hispanics, relative to neHispanic
whites were.less trusting of the health systbis (0.115 p=0.010); those who were self-
employedwere less trusting of the health system (b*=-0.110, p= Qbd8)retirees were

more trastingthan those who had an employer (b*= 0.080, p= 0.@@#reported health status
was not a’statistically significant predictor of system trust in either the univariable or mutli
variable regression models*¢ -0.063, p = 0.163, and b*=-0.005, p=0.89 respectively)

In the Multivariable OLS model,einographic and psychosoc@iaracteristics explained
~19%the variability in system trugSeeTable 1). The top two predictors were negative outlook
(b*=-0.228 p<0:001) andjeneralized trust (b*®:206; p<0.001). The three remaining significant
predictors were seémployment (b*=-0.107), altruism (b*=0.103), and Hispanic ethnicity (b*=
-0.098).

DISCUSSION

We:found that majority of theJ.S. public does not trustn integratedhealth
information“Sharingystemn at least oner more dimensions. Only 12.5% of the public
consistently rated the competency, fidelity, integrity, and trustworthinesseobfganizations
that have Balth information and share iti the top two tiers of the four-poihtkert scale We
alsofound thatithgoublic is more inclined to feel the system is competent and has their best
interests inumind (i.e., fidelity), but it is less confident in the systenegyity and overall
trustworhiness. For example, only 13.4% of respondents said that they felt the health system
makes a lot of mistakggse. competency) and 144lindicatedthat the health systefdoes not
care about helping people like m@e. fidelity). By the same token, less than half (47.0%)
indicatedthat the health system “thinks about what is best for me” or would not “mislead me
about how.my health information is used” (42.5%).

Thisvis,consistent with other studies of trust and mistrust that have ddfaittering
confidence in the health system generéBjendon, Benson, & Hero, 2014), and with those
citing greaterpublic confidence in the competence of the health system as comparedaloés
(i.e., integrity, motives, equityShea et al., 2008). While our study did not compare system
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trust to interpersonal trust, the low valuation of trust in the health syst@nssstent with
studies that show that health systems are less trusted than phy@ieitues al., 2001), and with
social theories that suggest interpersonal trust is more accessible than trust in abstract systems or
trust in institutiongGiddens, 2013; Meyer, Ward, Coveney, & Rogers, 2008).

Our findings suggeshat while trust is a rhetorically powerful std value underlying
many national healtimitiatives to expand data shari{@ee e.g.(Mirnezami, Ncholson, &
Darzi, 2012;'Williams et al., 201#)e public is far from trusting in these syate Taking a
lesson from'the"history of &tlicare andMedicaid building systems that engender public trust
may be vital to theilong-termsuccessHetherington (2005) has shown that in the absence of
direct bengfitspbeliefs in a system’s incompetency coupled with its mistrust creates a self
fulfilling prephecy in which programs fail to maintain public support not because they are
ineffective but beaase the population believes them to be&en trust in a system weakens
for whatever reason polarizing political rhetoric or evidendesed outcomespublic support
and public\fundings reducedcreating programs that are under resourced to the point that they
in fact becomeintrustworthy and ineffective at achieving theialgo The U.S. has, in the past
years invested-billions of dollars in electronic health information infrastructure; sustaining these
efforts wilkeontinue to be a costly endeavor and is contingent on the political will to support
slower, mere incremental@cesses of integrating them into daily practi©eszag & Emanuel,
2010). Sustainable economic and resource investmenthete emergindata sharingystems
hasimportantimplications for the future successradtionalinitiatives such aprecision

medicine and'the learnirigealthsystem

Implications for Precision Medicineand Learning Health Systems

Both precision medicine and learning health systems share the vigsi@ystem that
seamlessly. deliverinformation to provideare thaincorporates salient features of an
individual's variability to improve outcomes (Collins & Varmus, 2015; Friedman, Wong, &
Blumenthal$2010) However, such systemasll have a host of challengethere are, and will
continue to'be, largscale data breachasdmistakes will continue to be made with serious
consequences to morbidity and mortality ("Breaches Affecting 500 or More Individuals. ,"
2015). In addition to technological hurdléiseorganizations that have health information and
share itmustnegotiateproprietary issues as well as local policies and politicsaft@himpede
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or prohibitrapiddata exchangeFurthermoreif the infrastructure to support efficient data
sharing isseen as largely public goodhese agencies will struggle to find tedf-motivation to
invest and will thus call on public support for the development and mainteofitnee

underlying data_sharing systems. Insofar as these efforts are being led by icougbstition
among vendaors is antithetical to interoperability, a key requirement of bothipnetiedicine

and learning health systems. As noted abdweirust that is required to invest in systems is not
an infinite'resource and the initial trust and political will to support datanghiarlikely todecay
over time.”Describing benefits, being transparent about risks, and compensatisigviiioe
critical aspects to modernizing regulations in data sharing. Using informed cassent
gatewayor“aegeess point{Giddens, 2013nto the healthnformation sharingystem will be an

increasingly critical process for obtaining and sustaining trust.

Meaningful transparency in practice: Implications for informed consent atite
propcsed revisions to the Common Rule

Theproposed changes to the Common Rule that would make allowances (but not
requirements):for notification of secondary research use of information and broad emesent
exampleswef recent efforts to modernizerigulatory environment, promote transparency, and
increase.trustHudson & Collins, 2015). It is unclear, however, whether such policies will
achieve these goaldVell-placed trus{O'neill, 2002)requires tweway negotiation of trust.
Transparency, when conceived as merely providing information falls shortericeming trust
unless it issaceempanied bygagement characterized ‘active inquirybetween two partie’s
Such engagement woutermit encourage, and be responsive to questions from the public thus
promoting accessibility of the system and a demonstration of the authenticitgred &sf
improve health and mitigate harm from wherever it may dkisad, 2007; O'neill, 2002). This
form of transparency igarticularly critical when mistrust, rather than trust, isdbfaultstate
(Baier, 1986),.as we found in our study. As noted by Mark Hall et al. (2008),n systems ia
finite resouregand particularly hard to build once lost.

Building Trust: Understanding predictors of trust

While there are some theories of trust that identify individual attributes such demographic
factors as potentially shaping an individual’s predisposition to trust (Lewie&&kt, 1985;
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Lewis & Weigert, 2012; Meyer et al., 2008), most empirical studies do not find a dormrelat
between sex, age, and education and (Alste, Mostashari, & Friedland, 2001; Hall et al.,

2001; LaVeist et al., 2009). Some have found differences in trust by race/ ethnicity sbut the
findings are inconsistent a@®studie$Armstrong et al., 2008; Egede & Ellis, 2008; Rose et al.,
2004; Sheaset.al., 2008). Our study included other demographic factors not typically included in
previous studies including employment and political views. Specifically we fowand t
Hispanics'were slightly less likely to trumtintegrated health information sharing systidan
non-Hispanic'whitegb*= -0.098, p=0.021) and those who are selfployed are less trusting of
the health system than those who have a job (b*=-0.107, p=0.001). In susswisare
consistentwithyprevious findings thabst demographic factors were not associated with system
trustand supportuhmann’s theoretical claittihat, system trust isiot necessarilyassociated

with demographic characteristi€3000).

Psychosocial factors have bdess consistently included in previatsidies of system
leveltrust than demographic factors but, to the extent they have been accourtteglrfor,
relationshipstoestrust is inconclusigelall et al., 2001). In our study, we examined the
relationshipbetween system trust and havingematie outlook or pessimism (i.e., believing that
“the quality.of life for the average person is getting worse, not bettatigralized trust, self
esteem, seléfficacy, and altruism. Wmwundbelieving that the “quality of life for the average
person is getting worse, not bettes associated with lower levels of trusthealth system (b* =
-0.229, p<0.001). Greater trust in the health system was found to be associateingith
generally trasting (i.e., believing that “most people can be trusted”) (b*=0.206, p<0.001) and
altruism (b*=0:102, p=0.012), measured by an index capturing beliefs such as whether “people
who are unable to provide for their own needs should be helped by others” and that “one of the
problems of today’s society is that people are often not kind enougthdrs” (Sedable 3).
Self-esteem.and seé#fficacy were not associated with system trust after controlling for all other
demographic.and psychosocial factors. These findings suggest that attitudes &ndbmiie
how social.systems work and treat people generally reflects attitudes and beliefs about how
social systems work specificaltyin this case, how an individual views the general quality of
life and other people, is an indicator of how they trust, or mistrust, the health dystefar as

systems are a composite of their constituent parts whose social reputation will affect beliefs in

This article is protected by copyright. All rights reserved



system trustfuture studies should examine the trust relationship between the public and health
care providers, public health, and research, and how thesenjmelate to system trust

Our study found natatistically significantelationship betweesystemtrust and self-
reported healthThis may be an artifact of a limited assessment of health status and experience
with the health system; indeed, one might expect that those with greater needtfocdreal
would have a proximate set of experiences from which to form a basis for tyugte Bame
token, the"health system touches nearly all people at some point in their livestantiviest of
their family'and acquaintancePRatients often report high trusttime care they receiyglillen,
de Haes, & Smets, 2011), suggesting that when in the systenaréhggnerallgonfident in the
care they receiveOur studysuggests that this trust may decline with distance from the health
systemi.e.yif you are not actively engaged in your health care, trust the health system i
regardless of whether you consider yourself generally in good or poor health. This is supported
by surveys that point to declining trust in the medical profession and the hesdtin ggnerally
(Blendon et al., 2014)pointing toan area that warrants futusgdematicinvestigation To the
extent trustris=a dynamic phenomenon, subsemiediesshouldexaminethe modifiable
features of*health care delivery (e.g., having a personal physician, having persenahegp
with an health system in which physicians and hospitals are under the same umbrateat et
may impaettrust anchay require more sophisticated analyses using, for example longitudinal
panel data and modeling interactions.

Together, demographic and psychosocial factors accounted for abouf 886 o
observed yariability in system trustuture research should consider additigmatlictors of
system trust.such &mowledge, attitudes, and beliefs about the health systemell as the
lived experiences of the public. Such factors are likely to inform opinions and beliefdfadout
trustworthiness, of the health system and the policies that govern health irdarstetring.
Possible moderators and mediators of trust, such as risks and benefits, would also be included in
a more complete model of trust in the health systeongitudinal studies, particularly those that
allow the evaluation of interventional impacts on system trust should be undeddietter

evaluate causal relationships

Limitations
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While the Knowledge Panel provides a probabilisedrepresentativeample of the
U.S. population and uses robust recruitment methods, our results may be affected by
participation and non-response bias. In this study, we used sampling weights aydadairl
sample sizéo mitigate some of these limitations, lthey should nonetheless be noted.
Additionallyzwe acknowledge thatur study extrapolates from a hypothetical situatie.
chose this'design given tredme individuals may have more experience with a widerfset o
actors/ eomponents of the health system than othW&esassume that by and large the average
person thatiis'taking the survey does not know the details of what is being shared oredot shar
between physicians, insurance companies, laboratories, etc. However, as new national initiatives
such as PCORI's PCORNet and Amazon Cloud Services make it possible to link and share
millions of‘health care records across major medical institutions for translational research
(PCORNet aims to link ~8million health reords), it becomes important to understand the
extent to which the public supports and trusts the system to effectively use these resources, even
as the details are still pending. We recognize that this extrapolation is complex. By the same
token, we would facemilar limitations to asking about a highly specific use case that could not

be generalized

A fimal'case for trust

Trust'is multidimensional and abstractThe analysis presented here suggests that what
matters in predicting trust is highly contingent on how trust is defined, by whom, and to what
end. Trust.building, if it is to be a priority integrated health information systemseds to be
more speific.in.its rhetoric and may be served by the development of an ontology of trust in
information:

Furthernore, the lack of trust raises the question of what role trust plays in hedlth a
health care and whether the “trust fabric” is in need of repairth®one hand, there is a place
for mistrust, or, as described by Mark Hall et @Q02) “trust but verify,” in individual
relationships between physicians and patients. There is also clearly a role for skepticism, “anti
trust,” or mistrust in the hedltsystem to prevent abuses of power to which the health system is
not immune. In the relationship between the public, who does not have the same specialized

expertise of health care professionals, researchers, or public health practitioners, thealifferent
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in the power relationship between the truster and the trustee can make it difficult for the trustee

to judge how much discretionary authority to grant and how to judge the abuse of such discretion

(Baier, 1986) At the system level, blind trust that automates discretionary power, perpetuates

paternalism and diminishes autonomy is clearly dffiéfrom wellplaced trust that is

accountable.tactive inquiry and to meeting expectations (Kelley et al., 2015; O'neill, 2002).
Andyets trust, and well-placed trust in particular, can help to simplify coogylstems.

Rather than"demanding time and expertise in navigating the health informatastrudture, a

trusted and trustworthy system can manage decisions on behalf of the public. As the ®undarie

between health care, research, and public health become less rigid in practice, it is likely to be

physicians,whe,become the ambassadors of this larger sfisédiey et al., 2015), though future

studies should‘consider the benefits and liabilities of this added role to idmd-petvider

relationship, asiwell as its effects on trust across the sysietheBame token, endemic

mistrust of integratetealthinformationsystens threatens the effective implementation and long

term sustainability of the networks and effective relationships required to realizatitreal

initiatives ofyprecision medicinend alearning health system.
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Table 1. Descriptive statistics: System Trustind System Trust Dimension Indices

Frequency
The organizations that have my health information and (% * Somewhat
sharevit'= True” or “Very

True”) Mean (SD)

Fidelity et INDEX | 2.8 (0.48)
Do not care.about helping people like me* 14.4 3.41 (0.81)
Value myneeds 52.4 2.57 (0.85)
Would not knowingly do anything to harm me 66.2 2.89 (0.95)
Care most about research* 36.9 2.72 (0.86)
Care most about what is convenient for its practitioners* 42.6 2.60 (0.89)
Care most about holding costs down* 374 2.55(0.81)
Competency INDEX 2.8 (0.50)
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Are very good at conducting research

Are not good at their jobs*
Make a lot of mistakes*

Trustworthines

Think about.what is best for me

Act in an ethicalmaner

Integrity V

Try hard ta bg'fair in dealing with others
Would try.to hide a serious mistake*

Tell me howsmy=health information is used

Can be trusted'to keep my health information secure

Can be trustedto use my health information responsibly

Have a good track record of using health information responsibly
Have specialized capabilities that can promote innovation and discover

Should be more careful than they are in sharing health information*

Would never mislead me about how my health information is used
System meﬁhronbach'sa = 0.8389 (indices); 0.883@ll items)

48.1
50.2
52.0
46.2
9.35
13.4
INDEX
44.7
52.3
47.0
61.4
INDEX
48.5
355
37.0
42.5

2.53 (0.80)
2.55 (0.84)
2.61 (0.79)
2.46 (0.98)
3.53 (0.73)
3.24 (0.77)
2.6 (0.77)
2.50 (0.87)
2.59 (0.86)
2.49 (0.88)
2.75 (0.83)
2.5(0.67)
2.78 (1.01)
2.24 (0.93)
2.37 (0.90)
2.49 (0.67)

10.7 (2.0)

*Reverse coded
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Table 2. Descriptive demographic
statistics and Predictors of System Trust Univariable OLS Multivariable OLS
Model R 0.1898
Frequency
(n=1,011) b* p-value b* p-value
B T
Sex
Male 49.3%| 0.011 0.768 0.029 0.3%
Age
1829 15.4% Ref Ref Ref Ref
30-44 21.7%| 0.019 0.716 -0.010 0.822
4559 30.2%| 0.044 0.388 -0.0% 0.487
60+ 32.7% 0.143 0.006 0.05 0.825
Racelethnicity
White 75.8% Ref Ref Ref Ref
Black, NH 9.2% 0.019 0.664 -0.005 0.8%




Hispanic
Other, NH
Education
Less than High School
High School
Some college
BA or above

S

Less than. $50,000

Employmentstatus

Has employer

Income

Selfemployed
Laid off
Retired
Disabhility
Health status neralould yousay
yourphysicw is.?
Excellent
Very Good
Good
Fair

Poor L
Political affilm

Liberal
Moderate
Conservative
Support for Affordable Care Act:
—

Approval (1)/ Disapproval (4)
Psychos factors
Self-esteem index
Altruism index
Self-efficacy index

Negative outlook

9.7%
5.3%

8.9%
31.1%
28.7%
31.3%

60.4%

50.0%
7.3%
13.6%
22.3%

6.8%

12.1%
39.0%
35.5%
11.1%
2.27%

23.8%
35.9%
40.3%

Mean: 2.9
(SsD=1.1)

-0.115
-0.040

Ref
0.071
0.023
0.048

0.043

Ref
-0.110
-0.043

0.080
-0.040

-0.063

Ref
0.015
0.005

-0.109

0.173
0.139
0.137
-0.272
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0.010
0.232

Ref
0.325
0.741
0.494

0.262

Ref
0.003
0.288
0.036
0.440

0.163

Ref
0.736
0.913

0.007

<0.001

0.001
<0.001
<0.001

-0.098
-0.024

Ref
0.024
-0.032
-0.037

0.010

Ref
-0.107
-0.006

0.003
0.005

-0.006

Ref
0.061
0.073

-0.081

0.022
0.103
0.053
-0.228

0.038
0.43

Ref
0.719
0.611
0.589

0.784

Ref
0.001
0.867
0.954
0.910

0,895

Ref
0.1%6
0.146

0.09

0.243
0.012
0.243
<0.001




Generalized trust 0.284 <0.001 0.206 <0.001

b* = standardized betacoefficient

Table 3.

System trust.dimensions: Paired absolute differences among systémmst indices (2-tailed t-test)

Fidelity Index | Competency Index | Trustworthiness Index | Integrity Index
Fidelity Index

Competency Index 0.0004

Trustworthiness Index| 0.24**

Integrity Index 0.33**
**p<0.001

Frequency
. - . % “ Somewhat
Table 4:"Descriptive statistics: Psychosocial factors (

True” or “Very

True”) Mean (SD)

Selfesteem

| take a positive attitud®ward myself 79.0% 3.16 (0.86)
I wish | could:havesmore respect for myself (Reverse coded) 84.5% 3.39 (0.86)
| feel that | have"a'number of good qualities 85.1% 3.33(0.78)
All'in all,  amiinclined to feel that | am a failure (Reverse coded) 93.5% 3.72 (0.64)
Self esteem index (Chronbachks0.75) Median: 3.5 3.40 (0.59)
Altruism

All people who are upable to provide for their own needs should be hel
by others 43.9% 2.49 (0.93)
| always find ways to,help others less fortunate than me 49.2% 2.57 (0.83)

The dignity andwelbeing of all should be the most important concern ii

any society 66.5% 2.92 (0.92)
One of the'preblems of today’s society is that people are often not kind

enough to others 67.2% 2.98 (0.91)
Altruism Index (Chronbach'e=0.69) Median: 2.8 2.74 (0.65)
Self-efficacy

If someone opposes me, | can find the means and ways to get what | v 36.2% 2.25(0.82)
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I am confident that | could deal efficiently with unexpected events 71.3% 2.94 (0.83)

| can solve most problems if | invest the necessary effort 78.4% 3.15(0.81)
| can manage to solve difficult problems if | try hard enough 79.8% 3.18 (0.79)
Selfefficacy Index (Chronbach®=0.79) Median: 3.0 2.88 (0.64)
Negative OutI.ook

I think the 'quality of life for the average person is getting worse, not be 32.5% 2.13(1.01)
Generalized m

Generally speaking, most people can be trusted 38.9% 2.26 (0.82)
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