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Abstract

anu

Since t ial Revolution, the Internet of things (loT) based environments have been widely

used in varj ds ranging from mobile to medical devices. Simultaneously, information leakage

M

and hacking risks also increase significantly, and secure authentication and security systems are

constantly uired. Physical unclonable functions (PUF) are in the spotlight as an alternative. We

[

have deve paotic phosphorescent patterns based on an organic crystal and atomic seed

heterostruct or security labels with PUFs. The phosphorescent organic crystal patterns are

formed on'the MoS,. They seem similar in macroscopic scales, whereas each organic crystal exhibits

h

highly d

L

ures in microscopic scales. In image analysis, an encoding capacity as a single PUF

domain achieves fpore than 10" on a MoS, small fragment with lengths of 25 pum. Therefore,

Ul

A
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security labels with phosphorescent PUFs could offer superior randomness and no-cloning codes,

possibly becoming a promising security strategy of the authentication process.

ript

1. Introductien

C

With the adya in smart technologies, artificial intelligence (Al) based smart Internet of things

S

(loT) envir e®is invigorated in various fields from mobile to medical devices. Accordingly, the

security system wih an anti-counterfeiting encryption key attracts tremendous demands to offer to

L]

[1-3]

tighten th ion of personal information and privacy'" ™. To date, most secret keys and

I

algorithms software (SW) based encryption key management, which owns high risks of

informatiofl e on. To overcome these weaknesses, hardware (HW) based encryption key

d

manag as a physical unclonable function (PUF) has been spotlighted as a promising

alternative . PUF provides impregnable security keys through the disordered physical

M

features derived from fabrication processes’ deviations*?. The consequent physical randomness

could offefindividual keys such as a unique fingerprint without external sources. Besides, it

E

facilitates ent with cost-effective and concise methods but a high level of security.

G

There hav merous PUF methods proposed[“]. For example, static random access memory

N

PUF (S 1 utilizes insecure programmed states caused by the program disturb errors as

{

4!

PUF signals. Optical PUF™ exploits random speckle patterns attributed to the complicated

Fl14l

interferen nhomogeneous plastic shade. Edible PU performs counterfeit medicines with

different cent proteins. Besides, quantum dot PUF™ demonstrates disordered flower-like

A
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patterns derived from an inkjet-print process. However, these approaches of PUF emerge limitations

in the aspect of information capacity and integration with the existing security system.

{

Regarding n of PUFs, a strategy should guarantee high randomness, miniaturization, simple
fabrication, r data collection speed. In this regard, scalable organic crystal patterns are a
H I

powerful ential candidate as a random number generator. Organic crystal patterns are facile to

[16,17]

manufactufé by Simple solution-based processes, including inkjet printing , solution spin

(18]

casting™, tion drop casting“gl. Under in situ crystallization process, organic molecules are

site-specifi leated and crystallized by surface treatments on the substrates”>* to form the

oG

desired pattern oMdlarge scales. In contrast, individual organic crystals exhibit unexpected physical

Ul

features s size, morphology, and luminescence in micro scales, applicable for anti-

n

counterfei ption keys. Besides, each organic crystal pattern depends on the size of pre-

defined ar Sibly downsizing encryption keys and boosting the information capacity per unit

area. , simple spectrometers could observe organic crystal’s luminescence

characteristic intuitive image analysis, enabling useful and high-speed data collection.

M

Herein, chaotic phosphorescent patterns are implemented by in situ crystallization of organic

§

molecules onstrated for anti-counterfeiting codes of PUFs. Scalable MoS, films are

[22]

synthesize o-step process ' and pre-patterned as a square shape with each length of 25

um. Two t organic crystal patterns are formed by the solution drop-casting on the pre-

n

pattern s. Organic molecules are preferentially nucleated and crystallized on MoS, owing

{

to the surface energy differences between MoS, and substrate. In addition, MoS, can optimize

photophysical featlires of organic crystals at room temperature. Both organic crystals on MoS,

9

exhibit ph scent emission at room temperature under ultraviolet (UV) light irradiations.

A

This article is protected by copyright. All rights reserved.

4



WILEY-VCH

Moreover, we have analyzed organic crystal micropatterns in digitization and cross-correlation to
examine their randomness and encoding capacity as PUFs. For a precise analysis, the square-shaped
MoS, paMned as a unit area of a PUF. Furthermore, we have suggested the authentication
processes osed phosphorescent organic crystal patterns. As a result, it shows the

potentieﬂt!We € next generation PUFs as a core technology of encryption systems for the future.

2. Results ssions

SC

Chaotic ph cent PUFs are demonstrated based on the inherent random features of organic

U

crystals by in situ crystallization. Figure 1a illustrates an outline of the proposed PUF strategy. Two-

F)

dimensionakh(2D) security labels such as a quick response (QR) code or a bar code are designed in

macrosco for general authentication processes. The desirable 2D labels are composed of

d

microscopic-scal€ organic crystals site-specifically grown on atomic seeds. In image analysis, the

luminescenc cteristics of disordered organic crystals are examined under UV light irradiations

W'

and tra nti-counterfeiting keys. It could offer double-encryption for the general security

labels, readily boosting security safety. Besides, each signal is collected in the form of luminescence,

.

assuring no i erence from residual dust.

O

Figure 1b il es in situ crystallization-based fabrication processes of emissive organic crystal

d[22]

n

patterns. Lagge area MoS; films are formed by a two-step metho and patterned with a desirable

L

design. olution with phosphorescent organic materials is drop-casted on as-prepared

MoS, micropattefins and slowly evaporated under ambient conditions. In this work, 2,5-

Ul

dihydroxytere late (DDT) for green phosphorescence and 5-bromo-2,6-dihexyloxy-1-

A
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naphthaldehyde (Np6A) and 1,5-dibromo-2,6-dihexyloxynapthalene (Np6) for red phosphorescence

are utilized (see Supporting Figure 1)[23'24]. Note that MoS, micropatterns as atomic seeds could

t

P

modulate c crystal formation.

Figure 1c a
|

MoS, seed®@Multiple organic crystals per MoS, seed are formed with random physical features such

harge-coupled device (CCD) images of DDT and Np6A/Np6 crystals on a single

as size, shaPe, andhocation. We extract the features from the emission images and categorize them

G

into 5 parameters: size, aspect ratio, orientation, position, and the number of crystals per MoS,

S

seed. Area s @xel components collected from the region where organic crystals emit light in the

images. Then, a p@ssible oval is assumed and calculated for each crystal. Based on the arbitrary

Ui

ovals, aspe r), a minor axis/major axis ratio, and orientation (o) along the major axis are

N

defined. T r of organic crystals per atomic seed (n) and the probability of n crystals (P,) are

also classified ides, a single MoS, seed is divided into 8 regions every 45 degrees, and the

a

positio

nic crystals is categorized. These parameters are used to estimate the possible

encoding cap f organic crystals/MoS, patterns.

M

To form discrete organic crystal patterns, MoS, should be used as pre-defined atomic seeds for PUF
domains. illustrates the two-step method of scalable MoS, films. A few nanometer-scale

Mo film is d by an RF sputter and annealed with H,S gas at 1000 °(or 1 h, transforming Mo

or

into MoS, The two-step grown MoS, films are characterized by Raman and X-ray

n

photoe troscopies (Figure 2b and c). Raman spectrum of MoS, film emerges at 406.05

1

and 381.30%cm ~ with a peak difference of 22.8 cm?, corresponding to the A;; and Elzg modes of few-

layer MoS 251 Ac ding to the XPS analysis, Mo™* 3ds/; and s* 2ps/; appear at 229.7 and 162.4 eV,

3

revealing t ent bonds of Mo and S. In addition, the atomic structures of the MoS, films are

A
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examined by transmission electron microscopy (TEM). As shown in Figure 2d, the MoS, film is

polycrystalline with multiple small grains of hexagonal lattice structures. In addition, partial

t

Moiré pattér re attributed to the heterogeneity of the MoS, layer numbers.

Figure 2f the optical images of MoS,, DDT/MoS,, and Np6A/Np6/MoS, patterns. It
||

demonstratgs the well-formed discrete organic crystal patterns. To elucidate the preferential organic

crystalizati@h on WloS,, contact angle analysis is performed for DDT and Np6A/Np6 solutions, as

G

shown in Supparting Figure 2a and b. Both solutions spread on the Si/SiO, substrate, resulting in

S

undetecta ct angles. In contrast, DDT and Np6A/Np6 solutions show contact angles of 5.50 +

0.5 ° and 6.56 +1.1°, respectively, on large-area MoS, films, denoting that the surface energy

B

differences n substrate and MoS,. The site-specifical growth of organic crystals may be

A

[20,26]

attributed rface energy differences

Moreover, &is rved that DDT crystals are site-specifically grown on different 2 dimensional (2D)

d

materi as MoSe,, WS,, and WSe, (Supporting Figure 3). To establish the interaction between

DDT m alignment and 2D materials, DDT molecules on the graphene surface are explored by

M

scanning tunneling microscopy (STM). In Supporting Figure 4, bright dots are occasionally attached

I

to the w ed graphene honeycomb structure. These dots are benzene rings of DDT

molecules,fa spacing between dots is possibly alkyl chain distances. This indicates that DDT

molecules aligned along the graphene lattices. Considering this phenomenon, we assume

n

that thi ur on the hexagonal lattice structures of MoS,. As aforementioned, two-step

t

grown Mo$} films comprise abundant small grains, achieving the disorder crystallization of DDT with

U

multiple orientatighs and positions on the MoS, domains.

A
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Next, the organic crystals are examined in the aspect of photophysical properties. Figure 3a shows
photoluminescence (PL) spectra of DDT and Np6A/Np6 with and without MoS, seeds. Intrinsic DDT
crystals e e fluorescence at a wavelength (A.,) of 468 nm, whereas that on MoS, seeds show a

clear red-

pi

eak with green phosphorescence at the A., of 511 nm. Meanwhile, a PL

spectruH PbA/Np6 shows a weak fluorescent component at around A.,, of 449 nm and clear

[

doublets at_A..@f 591 and 634 nm corresponding to the phosphorescent components. On the
contrary, t scent component of Np6A/Np6 crystal is considerably reduced on MoS, seeds.

Each emisgion¥col@r is marked in the Commission International de L’Eclairage (CIE) coordinate

SC

diagram, a in Figure 3b. The inherent emissions at (0.1648, 0.2096) for DDT and (0.4401,

u

0.3048) fo p6 are significantly shifted to (0.2714, 0.5250) and (0.5194, 0.3881) along with

MoS, see respectively. Furthermore, time-resolved PL spectra are measured at room

A

temperatu heir lifetimes are extracted as shown in Figure 3c and Table 1. Both types of

d

organic crystals oS, exhibit extensive lifetimes as compared to pristine status.

We impleme her analysis to elaborate on the variations in photophysical features of organic

V]

crystals on MoS,. Low-temperature PL analysis is performed for DDT and DDT/MoS, to confirm the

origin of algfupt green luminescence of DDT/MoS,. Under low-temperature conditions, most organic

[

molecules r molecular vibration and deactivate the vibrational energy loss, resulting in the

[27,28]

0O

activation sphorescence . DDT is expected to suppress its molecular vibrations and

promote tRe inherent phosphorescent features. Supporting Figure 5a and b present temperature-

q

depend ra of DDT and DDT/MoS,. In DDT, broad doublets, possibly deconvolute into two

{

discrete peaks at @pproximately 446 and 543 nm, emerge at 77 K. A newly formed PL peak at 543 nm

Ul

may be attributeddio the phosphorescence activation of DDT. In DDT/MoS,, PL spectra are constant

A
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regardless of the surrounding temperature conditions, denoting that the phosphorescence of DDT is
stabilized on MoS,. Moreover, in Raman analysis (Supporting Figure 5c), DDT/MoS, shows a
significant 'peak _shift at approximately 1328 cm™ (marked as *), indicating nit* triplet states of

c=031

pi

crystals, MoS, offers the ease condition for crystallization, stabilizing the red

phosphgre ences of Np6A/Np6 (Supporting Figure 6).

1

Figure 3d 4nd e w CCD images of DDT/MoS, and Np6A/Np6/MoS, patterns. The luminescence

G

images of orgapic crystal patterns achieve facile and intuitive image analysis. In these images,

S

individual crystals are distinguishable from each other, readily sorting physical random

features. In Figure¥8d, most DDT crystals seem to be big and obtuse rhombohedron shapes. In Figure

Ul

3e, Np6A/ tals tend to show relatively small and random shapes. Moreover, Np6A/Np6

N

crystals o individual fragments than the DDT crystals on a single MoS, seed. The

macroscopit s y labels seem almost identical from batch to batch, whereas the microscopic

d

organic highly distinguishable and un-replicable. Such irregular micro-organic patterns

are impossibl produce or copy.

)7

Next, we have performed digitization analysis and 2D cross-correlation of chaotic phosphorescent

[

patterns t te the randomness and non-replicability. For high image analysis reliability,

approximate 080 DDT and 3,000 Np6A/Np6 crystals (18k and 97k pixels, respectively) are

collected yzed by a CCD camera. As shown in Figure 4 and Supporting Figure 7,

1

morph res are mainly characterized into 5 parameters; area, aspect ratio, orientation,

t

position, afd the number of crystals per MoS, seed. These parameters are used as raw information

to deduce the possible encoding capacity.

U

A
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As shown in Figure 4, both DDT and Np6A/Np6 patterns show high randomness based on orientation

and position with a flat distribution of 5.6 and 12.5 %. The remaining parameters (area, aspect ratio,

t

P

and crystalnumber) exhibit clumped distributions. The orientation, position, crystal numbers, and
probability to extract the encoding capacity. The thresholds of orientations and position

are 10°"3n regions, respectively. In addition, we have extracted its possible random numbers in

[4

the ranges of mare than 99 % of real cases. Therefore, the encoding capacity (C;) on a single MoS,

seed with gths could be estimated by the following equation,

Ci=pZPn><0”
n

where o, p, . are the number of options derived from orientation, position, the number of

NUSC

crystals pe ed, and the probability of forming n crystals. Thus, the producible C; is 6.116 X

10° for DDII a 44 x 10" for Np6A/Np6. Furthermore, if a security label is defined as an A x B

d

array b S, seeds, the group encoding capacity (C4) could be exponentiated by the

following equ

Cg = (CH)A*"?
If a security | is designed in 1 mm? with abundant MoS, domains, C; is around 10>’ and 107°%°
for DDT a /Np6, respectively, showing the commercialization potential as promising PUF

application§.

Further oss-correlation analysis has evaluated the uniqueness of DDT and Np6A/Np6

th

patterns. Figure resents the heatmaps and the histograms of cross-correlation values extracted

Gl

from 480 4 X and 264 3 X 3 Np6A/Np6 PUF groups. In an identical crystal image (labeled as

A
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intra-distance distribution), the correlation is high, and the coefficient value is close to 1. In different
crystal images (labeled as inter-distance distribution), the coefficient value is nearly 0. In addition,
the cut—Md and false positive/negative rates are calculated by applying the mean (1) and
standard o) to the Gaussian distribution function. Table 2 to 7 present detailed values
obtaineEfr*rwecross-correlation of DDT and Np6A/Np6 patterns with different group sizes. 4 X 4
DDT group (Eiguge 5a and c) shows the false positive/negative rates of 5.248 X 10 and 2.732 x 10
> while 3 /Np6 group (Figure 5b and d) is 2.430 x 10 and 8.444 x 10™. Both groups are

clearly diviw superior intercorrelation values, guaranteed as distinguishable patterns for PUF

applicatio:

As aforemﬁ conventional security labels such as QR codes or bar codes are designed with

SW-based n algorithms. They are convenient and favorable for general authentication on

macrosco However, SW-based labels are vulnerable to be counterfeited and stolen. On the

contrar i bels with un-replicable random microscale PUFs offer superior uniqueness and
are nearly i le to clone. We have proposed a highly secure and commercially available

authentication process with phosphorescent PUF domains (Figure 6). At first, the desirable security

labels wit!MoSz atom seeds are designed. Chaotic phosphorescent patterns based on organic
crystals/M readily fabricated via solution drop-casting. As an image-based PUF manner,
macro-patt ch as QR codes or logos are screened by bare eyes, and then the chaotic
phosphoregent patterns role in double encryption keys. Pattern images are observed by affordable
microscMunder UV light illumination. In evaluation, digitization and cross-correlation

validate the ran ness and estimate the encoding capacity of patterns. At this step, the images are

obtained under fe rent angles and distances to guarantee a decryption process. Each security label

This article is protected by copyright. All rights reserved.
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with PUFs is saved and processed in an Al database. Consequently, during the decoding processes,
the security labels could perform the general authentication process to validate whether the label is

real or fake.

Ipt

3. Conclusi

C

In conclusio tic phosphorescent patterns are fabricated by in situ crystalization of pure organic

crystals a nstrated as anti-counterfeiting codes of PUFs. Organic molecules are site-

S

specifically ed and crystalized on MoS, seeds. Macroscopic phosphorescent patterns seem

U

almost identical from batch to batch, whereas the microscopic organic crystals are highly

4

distinguishakle and un-replicable. This offers double-security by forming the desirable security labels

consisting PUF domains. Moreover, we have performed digitization analysis and 2D cross-

d

correlation of chdotic phosphorescent patterns to estimate the encoding capacity. From a single PUF

domain, the cible encoding capacity is 6.11 x 10° and 2.74 x 10" for DDT and Np6A/Np6,

I\

respect dicates that the security labels with phosphorescent PUFs could achieve superior

randomness, and the no-cloning codes, possibly commercializing. Therefore, chaotic phosphorescent

[

patterns cou romising secure PUFs of the authentication process.

O

Auth
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4, Experimlntal s’tions

Preparatiorescent organic crystal patterns

H I
For MoS, sged atoms, large area MoS, are synthesized by a two-step process. At first, Mo film with a

thickness ofgessmhan 2 nm is pre-deposited by RF sputter. The RF sputter and the deposition time
are 150 W in, respectively. Then, Mo film is sulfurized by a gas phase sulfur precursor H,S at
1000 °Cunwotal gas flow condition of H,S: H,: Ar = 1: 50: 5, consequently forming uniform
MoS, films: patterned as the desirable security label designs with small domains by

photolithography.

For phosp); organic crystals, diethyl 2,5-dihydrocyterephthalate (97 %, from sigma Aldrich)

is purchasgd sed without purification. 5-bromo-2,6-dihexyloxy-1-naphthaldehyde and 1,5-
dibrom loxynapthalene are synthesized. The precursor solutions are prepared by adding
them into di Iformamide with a 1 mg/ml concentration and stirring at room temperature

before the solution drop-casting. To produce security labels with phosphorescent PUFs, the

precursor iutions are dropped on the substrate with MoS, seeds under ambient.

Characteri

Scalable ::!SZ films are examined by Raman spectrometer at A, of 514 nm and X-ray photoelectron

spectro i peak calibration at C 1s of 284.8 eV. A contact angle measurement observes the

surface e fferences. A laser confocal microscope obtains photoluminescence and

corresponding ufnescent color-coupled device (CCD) images at A, of 405 nm. Time-resolved

This article is protected by copyright. All rights reserved.
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photoluminescence (TRPL) measures organic crystals’ lifetimes with impulse response function full-

width half maximum of 240 ps at A of 375 nm.

Digitizatiom
MATLABssaftwameshas proceeded for image analysis. At first, the green (0, 1, 0) and the red (1, 0, 0)
filters exth bright and the dark spots in luminescent images of DDT and Np6A/Np6

phosphoreScent patterns. The threshold is defined by the ‘graythresh’ function and binarized with

C

the ‘im2byf*f n. Here, objects less than 25-pixel size are removed with the ‘bwareaopen’

S

function to prevent residual dust influences. Then, individual organic crystals and the number of

U

crystals pe eds are classified by the ‘bwlabel’ function. Besides, the ‘regionprops’ function

elicits mor@hological features. It possesses various attribute values and properties; ‘Area’ for the

N

region size, ‘MinorAxisLength’ and ‘MajorAxisLength’ for the aspect ratio, and ‘Orientation’ for the

a

heading a he location analysis where organic crystals are formed, thousands of extracted
individ ary images are applied. The position probabilities are obtained for each location by

calculatj average value through the ‘mean’ function after sorting and combining all the

M

individual binarized images.

[

Two-dimensj cross-correlation process

A pattern sh e perceived as identical even in different environmental conditions. Thus, each

pattern is tographed twice for binarized images. In addition, it is demagnified by 5 times through

1

the ‘im ion. A weighted averaging filter is automatically applied by the ‘bicubic’ method

L

as a default. By applying 3x3 size two-dimensional (2D) Kernel Filters, vertical ([-101;-202;-10 1]),

Gl

horizontal ([-1 4 ;000; 12 1)), and diagonal ([-(2-10;-101;012],[0-1-2;10-1;210])

This article is protected by copyright. All rights reserved.
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orientation, in the ‘conv2’ function, the crystal edges are directionally classified. Then, it is analyzed

by the ‘normxcorr2’ function and normalized cross-correlation method to determine the uniqueness.

{

Acknowle
[ |

This resea

[l

ported by the Basic Science Research Program through the National Research

Foundatiofof Kogea (NRF) (2021R1A2B5B02002167, 2021R1A4A5031805, 2021R111A1A01047275

¢

and 2018R A6 3025708).

Uus

Competin

N

The authors no competing interests.

d

Reference

M

[1] V. van der Leest, P. Tuyls, in Des. Autom. Test Eur. Conf. Exhib. (DATE), 2013, |IEEE Conference

I

Pu , New Jersey, 2013, pp. 1137-1142.

D

[2] . L. Comeras, H. Park, J. Tang, A. Afzali, G. S. Tulevski, J. B. Hannon, M. Liehr, S.-J.

amyNat. Nanotechnol. 2016, 11, 559.

thi

[3] , K. L. McCann, C. Qiu, L. E. Gonzalez, S. J. Baserga, T. M. T. Hall, Nat. Commun. 2016,

7, 13085.

9

A

This article is protected by copyright. All rights reserved.

15



(4]

(5]

(6]

(7]

(8]

(9]

(10]

(11]

(12]

(13]

(14]

[15]

WILEY-VCH

R. Pappu, Science (80-. ). 2002, 297, 2026.
M. I Carr’ emboury, R. Arppe, T. Vosch, T. J. Sgrensen, Sci. Adv. 2018, 4, e1701384.

Y. Kudo, R. Ishiyama, in 2017 Fifteenth IAPR Int. Conf. Mach. Vis. Appl., IEEE,

|}£a

2017mppm202-206.

[

t er, B. Judkewitz, I. M. Vellekoop, S. Assawaworrarit, C. Yang, Sci. Rep. 2013, 3,

w X
e :
é

w

. Meissner, A. Forste, V. Jetter, A. Zimmermann, Sci. Rep. 2018, 8, 4738.

oh, I. Drevensek-Olenik, R. Rupp, G. Lenzini, J. P. F. Lagerwall, Sci. Rep. 2016, 6,

N
[¢)]

ﬁUS

. Sgrensen, Nat. Rev. Chem. 2017, 1, 0031.

; I-Sarawi, D. Abbott, Nat. Electron. 2020, 3, 81.

Mé

mati, D. E. Holcomb, K. Fu, W. Burleson, IEEE Trans. Comput. Des. Integr. Circuits

Syst. 2015, 34, 903.

D.E b, W. P. Burleson, K. Fu, IEEE Trans. Comput. 2009, 58, 1198.

Qr

. S. Kim, S. H. Choi, S.-R. Kim, S.-W. Kim, Y. M. Song, R. J. Young, Y. L. Kim, Nat.

20, 11, 328.

tff

, F. Li, Y. Zhao, M. Chen, Z. Xu, X. Zheng, H. Hu, J. Yao, T. Guo, W. Lin, Y. Zheng, B

< <
3 :
c '—I

. Li, L. Qian, Nat. Commun. 2019, 10, 2409.

A

This article is protected by copyright. All rights reserved.

16



(16]

(17]

(18]

[19]

(20]

[21]

(22]

(23]

[24]

[25]

(26]

WILEY-VCH

H. Minemawari, T. Yamada, H. Matsui, J. Tsutsumi, S. Haas, R. Chiba, R. Kumai, T. Hasegawa,

Nature 2011, 475, 364.

't

Wang, G. Dai, W. Deng, X. Zhang, J. Jie, X. Zhang, Nano-Micro Lett. 2017, 9, 52.

. Juarez-Perez, S. Jiang, L. Qiu, L. K. Ono, T. Sasaki, X. Wang, Y. Shi, Y. Zheng, Y.

1

WIBPhys. Chem. Lett. 2018, 9, 1318.

C

J. Ja am, K. Im, J. Hur, S. N. Cha, J. Kim, H. Bin Son, H. Suh, M. A. Loth, J. E. Anthony, J.-

S

J. Park €. ark, J. M. Kim, K. Kim, Adv. Funct. Mater. 2012, 22, 1005.

A. L. Brisen@ S. C. B. Mannsfeld, M. M. Ling, S. Liu, R. J. Tseng, C. Reese, M. E. Roberts, Y.

ui

Yan |, Z. Bao, Nature 2006, 444, 913.

N

ontein, J. Li, L. Huang, L. Jiang, H. Fuchs, W. Wang, Y. Wang, L. Chi, ACS Appl.

<= =
a

aces 2020, 12, 48854.

Y. Lee, J. , H. Bark, 1.-K. Oh, G. H. Ryu, Z. Lee, H. Kim, J. H. Cho, J.-H. Ahn, C. Lee, Nanoscale

<
~
iy

©

orf

Lee, H.-J. Kim, K. Y. Lin, J. Kim, Nat. Chem. 2011, 3, 205.

bi, S. Jo, D. Park, Y. K. Hong, D. Kim, T. S. Lee, Chempluschem 2019, 84, 1130.

Singh, P. Kumar, D. J. Late, A. Kumar, S. Patel, J. Singh, Appl. Mater. Today 2018, 13, 242.

th

, C. Zhu, K. Liu, Y. Jiang, Y. Song, J. S. Francisco, X. C. Zeng, J. Wang, Proc. Natl. Acad. Sci.

J

2017, 114, 41285.

A

This article is protected by copyright. All rights reserved.

17



[27]

(28]

[29]

(30]

(31]

WILEY-VCH

E. Sawicki, H. Johnson, Microchem. J. 1964, 8, 85.

. RmKearng} W. A. Case, J. Am. Chem. Soc. 1966, 88, 5087.

t

@ | Q. Peng, Z. An, D. Wang, Z. Shuai, J. Phys. Chem. Lett. 2019, 10, 6948.

T

B
KI

ayashi, R. Ohtani, S. Teraoka, M. Yoshida, M. Kato, Y. Zhang, L. F. Lindoy, S. Hayami, M.

Na urapChem. — A Eur. J. 2019, 25, 5875.

C

Eijk, G. B. Ekelmans, W. Klinkenberg, A. H. Huizer, C. A. G. O. Varma, J. Chem. Soc.

ari

ns. 1990, 86, 2083.

Author Manu

This article is protected by copyright. All rights reserved.

18



WILEY-VCH

da
Disordered T Excitation
Organic Crystal ™
- _ LA
. 8.0.4.4.9.9.9.9.3 Sy Emission

Security Labels Chaotic Phosphorescent Patterns
b MoS '

Précursor Solution

Green /DDT on MoS,. DDT on MoS, d Np6A/Np6 on Mos,

Probability of n crystals, P_

—
Substrate

T e R P R T T . T e 1 P e R e S P S R P T 2 T o P O, B e i e R, 1
e , i
| ” - i o E
i ) s93e '
: y S ;
o A A |92 ANl d S & kA e == B - ]
! @ *F N 5 N8 :
! Gl i
¥ ’ T ~ !
! Atomic Seed - ' . :
i 1
| ) # of crystlas, . . . i
j Area, a Aspect ratio, r e Orientation, o Position, p |
‘ i

Figure 1. Outli chaotic phosphorescent patterns for physical unclonable function (PUF). a) The

Propos egy with the disordered phosphorescent organic crystal patterns. b) Overall

fabricationgprocess. CCD images of pure organic crystals of ¢c) DDT and d) Np6A/Np6 on MoS, (scale

f

bar: 10 um) ameter classification in organic crystals for digitization analysis.

O

Auth

This article is protected by copyright. All rights reserved.

19



WILEY-VCH

m
Mo Target Scalable Mos, film

o
O

—— Measured Data
» Mo3d » S2p
% f =
£ ! =
: = 2
2 : 2 & an
E . 2 !
«—>A~228cm’ v ‘ﬁ
300 350 400 450 500 240 235 230 25 7 1 165 160 185

Raman Shift {cm) Binding Energy (eV)

BDTon oS,

Figure 2. SSIabIe MoS, film. a) Two-step fabrication process. b) Raman analysis. c) XPS analysis. d)

TEM image, film in plan view. Optical images of e) the patterned MoS,, f) DDT on MoS,, and

g) Np6A/Np 0S, (scale bar: 100 pum).

This article is protected by copyright. All rights reserved.

20



WILEY-VCH

a b 0.9 c
5 — STy — DOT
=: e 0.8r =. 10“ 3 = DDTon Mo$,
= — :m:ﬁ on Mo, = :pi::pg wos.
‘ n

£ ‘E‘ PEA/NDE on MaS,
g 2
c
2 DOT/Mos, 10"
7 =
o Np6A/NpSMoS, g

o
P
b =1
= ]
E £

e
2 =3
= 4

10°
400

Time (js)

Figure 3. ysical properties of phosphorescent organic crystals. a) PL analysis, b) CIE

chromaticity diagram, and c) time-resolved PL analysis of DDT, DDT on MoS,, Np6A/Np6, and Np6A/

Np6 on MoS.. images of d) DDT and e) Np6A/Np6 phosphorescent patterns (scale bar: 100 um).

Insets otographs of DDT and Np6A/Np6 patterns under a 365 nm lamp.

Author

This article is protected by copyright. All rights reserved.

21



WILEY-VCH

Challenge C_ Response R Binarization
CoTTTTTT T &
1 ) 1 =
¥ i.DDT : g
: Excitation : ‘ g
! | D e —
| UV |
B A . Orientation Orientation (deg)
i 355 nm i *
i E HH i .\\ i a" g
: mission ! 3ty . 5
1 1 oL 1 b=}
1 1 LA =)
1 1 — - - REEISIEEEE: - - — g 6
| | 5,178 ¢
l A 6T
l 470 nm I R A 0
: : ' 012 3 4“5 e 789
! ! Position A Position
i ii. Np6A/Np6 |
: l . g
| Excitation : ) £°
| | - 3
i A i Orientation
' 375nm ! "% 45 0 & w
I : Orientation (deg)
! Emission ' " : K 18
.' | 32, =
R T SR —_— o2
| 1 .-_____’.: ______ &
e A s ]
. 600 nm | LSBT s
. : ‘l’ : \\‘ E
 EREEEEEEEEELEEEE Position [}
0123 4567839
Posits
Figure 4. t of image analysis of chaotic phosphorescent patterns. At first, DDT and

Np6A/Np6 crystals emit phosphorescence at wavelengths of 470 nm and 600 nm under UV light

illumin on orientation and position of chotic phosphrescent patterns, the randomness

h

{

and the coding capacity are statistically estimated.

AU

This article is protected by copyright. All rights reserved.

22



a
< 1.0
v g
a
=g
©
£
b=
& 05
|
: 0.0
1stimage scan
c
2 oM
£ 00
§
E 12 00z
'ﬁ § L]
&8
? 000

Figure 5. Heat maps and histograms of 2D cross-correlation values extracted from a, c) DDT and b, d)

Np6A/Np6

3 groups f

et L . . . L
03 04 05 06 07 08 09 10
Correlation Coefficient

01 02

FEU

p6.

d

Author M

(%) uonnquisiq

o

Distribution (%)

WILEY-VCH

c 1.0
o
o
B
@£
(=1
T
E
t
~ 0.5
; 0.0
1stimage scan
12 020
-— -
] 015
[ 010
3 005

e s ! . . L i
61 02 03 04 05 06 07 08 03 10
Comelation Coefficient

This article is protected by copyright. All rights reserved.

23

(%) vopnaquisia

. Total data is obtained from 480 sets of 4 X 4 groups for DDT and 264 sets of 3 X



WILEY-VCH

| Solution Drop Casting | Spectroscopic Analysis | Evaluation |
U
—_— Y —_— "
in situ Crystallization Chactic Phosphorescent Patterns Binarization & Cross-correlation
PUF Generation Artificial Inteligence I PUF codes for User |

ii
*

User Devices

o &

Anti-Counterfeiting Codes Database

- ~—

Figure 6. Prop uthentication process using chaotic phosphorescent pattern PUFs.

Author M

This article is protected by copyright. All rights reserved.

24



WILEY-VCH

Components Aex [NmM] Aem [NM] Life-time [ps]
DDT 355 470 <1.27
DDMZ 355 530 9.27
Np6 375 600 86.17
NpoA@QpoeitgdesS- 375 600 96.79

Table 1. R

1

erature lifetimes of organic crystals. The excitation wavelength (A.,) and

emission elength (A.,) are selected according to PL spectra.

5

Group sizel 1x1 2x2 3x3 4x4 5%5
(samples)j (959) (1,098) (880) (480) (300)
Mean(u) 0.4866 0.3014 0.2160 0.1770 0.1513

—
Standard deviation(o) 0.0716 0.0451 0.0313 0.0263 0.0244
l—
Table 2. In i ce distribution of DDT patterns.
, —

Group size 1x1 2x2 3x3 4x4 5%5
(san@ (959) (1,098) (880) (480) (300)
Mean(u) 0.9314 0.9476 0.9554 0.9559 0.9561

Standard deviation(o) 0.0248 0.0219 0.0235 0.0229 0.0223

Table 3. Int nce distribution of DDT patterns.
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Group size 1x1 2x2 3x3 4x4 5%5
——
‘(salmples) (1,099) (768) (264) (132) (88)
Mean(u) ! 0.3316 0.2457 0.2327 0.2295 0.2332
Standard deviation(o) 0.0444 0.0397 0.0391 0.0364 0.0339
H
Table 4. In&—distance distribution of Np6A/Np6 patterns.
Group size 1x1 2x2 3x3 4x4 5%5
! o
(samples) (1,099) (768) (264) (132) (88)
4
Mean(u) 0.9852 0.9853 0.9843 0.9845 0.9847
Standard deviation(o) 0.0188 0.0134 0.0121 0.0108 0.0108
Table 5. In!a-distance distribution of Np6A/Np6 patterns.
Group sizes 1x1 2x2 3x3 4x4 5%5
-
Cut-off threshold 0.8128 0.7352 0.6379 0.5939 0.5719
False positive rate 1.585x107  1.511x107%  3.844x10™%  5248x10™"  4.222x10
False negative rate 3.293x10%  3.199x10%°  4.537x10%  2.732x10™°  1.458x10™

Table 6. CLSOff threshold and false positive/negative rates of DDT patterns.
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e
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Group size 1x1 2x2 3x3 4x4 5%5
n a
Cut-off threshold 0.7898 0.7978 0.8055 0.8115 0.8030
A 25 44 49 58 64
False positive rate 1.150x10° 1.034x10° 2.430%x10° 3.106x10°  5.826x10°
False negative rate 3.428x10%  3.619x10*  8.444x10%  1.186x10°"  1.747x10°*

Table7.C shold and false positive/negative rates of Np6A/Np6 patterns.

ToC Text

USCF

We have @eveloped chaotic phosphorescent patterns based on an organic crystal and MoS,

A

heterostrumPUFs. The phosphorescent patterns on MoS, seem similar in macroscopic scales,

whereas e nic crystal exhibits highly disorder features in microscopic scales. In image

analysis, a ding capacity as a single PUF domain achieves more than 10" on a MoS, small
fragme
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