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INTRODUCTION

THIS CHAPTER DESCRIBES telemedicine/tele-
health applications in public health, in-

cluding epidemiologic surveillance, remote
sensing, geographic information systems, and
health promotion/disease prevention. The
work summarized here reflects recent devel-
opments in this field at the national and inter-
national levels. In addition, suggestions are
presented for future research and planning and
policy priorities related to dominant, emerging
issues in public health.

Information technology has provided the
means for integrating and analyzing diverse
data sources in a spatial-temporal context. This
approach supports the development of predic-
tive models and timely intervention. Online
media capabilities and the increasing number
of application portals provide opportunities for
governments, health care organizations, busi-
nesses, and individuals to devise creative so-
lutions to persistent health problems of indi-
viduals, communities, nations, and the world.

The realities of differing socioeconomic, ed-
ucational, cultural, health, and medical care
systems, however, must provide the contextual
basis for assessing the potential benefits that
can be realistically achieved through the use of

information technology and the problems of its
use. These variations apply to geographic re-
gions and population segments in the United
States as they do to various countries. Indeed,
the fundamental public health challenge ahead
is to transform information, specifically unfil-
tered and widely available health information,
into knowledge that can be used to promote
the health and well-being of people globally.

EPIDEMIOLOGIC SURVEILLANCE

Epidemiologic surveillance is advancing
rapidly, both in terms of international collabo-
ration through integrated global health net-
works and through the development of so-
phisticated monitoring technologies. The
growing use of geo-encoded information and
geographic information systems (GIS) is trans-
forming spatial analysis and mapping in epi-
demiology.1,2 For example, GIS is being used
in a variety of research efforts:

1. Geographical distribution and gradients
in disease prevalence and incidence.

2. Geospatial and longitudinal disease trends.
3. Identification of differential populations

at-risk based on risk factor profiles.



4. Differentiating and delineating risk fac-
tors within a population.

5. Population health assessment.
6. Intervention planning; assessment of var-

ious intervention strategies and their ef-
fectiveness.

7. Anticipating epidemics.
8. Real-time monitoring of diseases, locally

and globally.

GIS can be used with new applications to
augment planning, monitoring, analysis, and
research capabilities in public health. GIS facil-
itates the standardization and integration of di-
verse data resources, and it permits the man-
agement and convergence of various disease
surveillance activities.

Epidemiologic surveillance contains infor-
mation on the incidence and prevalence of dis-
eases, relevant demographic data, physical en-
vironment profiles, geo-referenced acute and
chronic disease patterns within a defined pop-
ulation or defined geographic area that, to-
gether with a variety of ecological and socioe-
conomic factors, might account for these
trends. These data sets can be amalgamated
into a common data set for efficient multivari-
ate analysis, trend analysis, and the search for
causes.

A GIS-based method for acquiring, retriev-
ing, analyzing, and managing data differs from
traditional modes of disease surveillance and
reporting. It facilitates the aggregation and in-
tegration of disparate data from diverse

sources so it can guide the formulation of pub-
lic health programs and policy decisions.

As shown in Figure 1, any disease entity can
typically be depicted as having multiple eti-
ologies and risk factors, and can point to a 
multicausal disorder with various health 
consequences and socioeconomic implications.
Possible data sources for such model include
existing literature, geo-encoded health status
databases, environmental information ob-
tained through GIS, health system utilization
patterns, and clinical signs and symptoms, all
within a defined population1,2 or geographic
area. In addition, geo-encoded information (not
depicted in Fig. 1) from supermarkets, phar-
macies, and other relevant retailers, as part of
a comprehensive community network, would
allow monitoring of purchase patterns for such
items as prescription drugs, over-the-counter
medications, dietary supplements, food, and
other consumables. Aggregating these data
with risk factor statistics and other health in-
formation could guide strategic community
health interventions and planning initiatives.
Figure 1 depicts how these complex data
sources can be integrated via a multifaceted
software “integrator.”

A comprehensive surveillance system of this
type facilitates the monitoring and tracking of
various health risk factors in the population,
and it can suggest ways of reducing such risk.
The resulting information provides multifacto-
rial evidence to guide decision-making and ef-
fective public health strategies.
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FIG. 1. A hypothetical model for disease surveillance and policy action.
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VECTOR-BORNE DISEASE DECISION
SUPPORT, GIS, AND REMOTE SENSING

The relationship among environmental fac-
tors, such as climatic change and vector-borne
disease (VBD) outbreaks, is an area of increas-
ing importance at regional, national, and inter-
national levels. Both traditional and emerging
infectious diseases continue to pose threats
worldwide, at least in part, because of frequent
and rapid international travel. Observed and
predicted climatic changes, too, have increased
the need to understand the relationships be-
tween infectious disease and climatic and geo-
graphic regimes as changes in vegetation, in-
dustrial pollution, and other ecological factors
have created or altered habitats for vector
borne diseases.

Vector-Borne Disease Decision Support Systems

The basic components of a vector-borne dis-
ease decision support systems (VBDDSS) con-
sist of geophysical information derived from
remote sensing data and in situ sensors, as
shown in Figure 2. This system can fulfill sev-
eral functions:

� Accept remotely sensed data and apply the
algorithms for estimating habitat conditions
from satellite data.

� Provide the ability to incorporate online
sources of information, such as socioeco-
nomic data, other archived data, or data col-
lected in near real-time in situ.

� Contain regional baseline environmental
GIS databases, as appropriate.

� Use these data and derived parameters as in-
puts to process models that predict future
conditions.

� Integrate the results to generate map-like,
value-added products tailored to user re-
quests.

Benefits of this system include facilitating de-
velopment of cause-and-effect relationships be-
tween parameters as well as simulating con-
tingencies. 

GIS

GIS provides the basic architecture and 
analytic tools to perform spatial–temporal
modeling of climate, environment, disease
transmission, and other factors helpful in un-
derstanding the spread of vector borne dis-
eases. Remote sensing provides the environ-
mental input into these models. With a remote
sensing component, GIS could significantly im-
prove the management of vector borne disease
events by providing:

� Predictive capabilities based on climate and
environmental models;

� Remediation measures through rapid and ef-
ficient allocation of resources; and

� Preventive methods by providing the ability
to evaluate scenarios.

The discussion here focuses on the develop-
ment of a GIS-based decision support system.
Information management has four distinct
phases: (1) data collection; (2) information ex-
traction; (3) information synthesis (modeling);
and (4) decision support. Data collection in-
volves data acquisition and processing. Data
sources can be imagery, in situ measurements,
and reports or communications from the field
regarding prevailing conditions. In the infor-
mation extraction phase, the data are examined
to obtain the desired information, such as geo-
physical parameters or environmental condi-
tions. This information, in turn, supports and
sustains the synthesis or modeling phase. In
this phase, decision makers can modify the
model parameters and develop alternative sce-
narios to test and, when necessary, alter or de-
velop better informed action plans.
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FIG. 2. A vector-borne disease decision support system.
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GIS provides the ability to analyze informa-
tion in a geographic context by spatially regis-
tering data within a single processing environ-
ment. Historically, GIS has been used as a
“map-maker.” However, in recent years, the
power of GIS as an analytical tool has grown
substantially. Capabilities include interactive
visualization, analysis of spatial data, and cus-
tom modeling for special applications. The
value of GIS for VBD applications is its ability
to integrate disparate sets of data. It supports
multidisciplinary analysis and enables the pre-
diction of disease outbreaks.

A number of issues must be considered when
developing GIS, including data quality, confi-
dentiality, and methodological pitfalls.3 The
currency and completeness of data incorpo-
rated into the system must be maintained. The
scales of data used must be appropriate for the
model or application they support. For exam-
ple, 1-km imagery will not be appropriate for
mapping wetlands and likewise, a 1:5000 land
cover GIS is not necessary for climate model-
ing. Investigators must acquire correct data at
appropriate and corresponding scales. Meth-
ods must be developed to ensure that no indi-
vidual will be identified through hospital
records or through isolated cases, which allow
personal identification.

Remote sensing

Space-based imaging systems are commer-
cially available. Some imagery, such as the Ad-
vanced Very High-Resolution Radiometer
(AVHRR) sensor carried on the National Oce-
anic and Atmospheric Administration’s orbit-
ing satellites, can be downloaded from the In-
ternet. Others, such as Canada’s RADARSAT,
must be purchased at a per-scene basis.

The sensors work in different regions of the
electromagnetic spectrum—radar, near in-
frared, through the optical bands. Similarly, the
spatial resolutions vary widely—from kilome-
ters (AVHRR) to 4 m and less (1-m images can
be obtained from Space Imaging’s IKONOS
satellite). Unlike satellite-based sensing sys-
tems, aerial systems usually offer the benefit of
higher spatial resolution (each image pixel rep-
resents a smaller piece of the ground). They do
this, however, at the expense of less ground

coverage and the often-challenging logistics as-
sociated with aerial collection.

Development of algorithms for converting
remote sensing signatures to physical mea-
surements has been going on since the first
satellite sensors were launched in the early
1970s. The algorithms fit into four general cat-
egories: (1) direct extraction; (2) time-series
analysis; (3) spectral feature analysis; and (4)
data assimilation techniques.

Direct extraction involves manual or auto-
mated approaches to converting imagery sig-
natures to a geophysical value. For example,
multispectral imagery can produce accurate
land cover/land use maps using a combination
of supervised classification algorithms and
manual refinement. Time series analysis in-
volves identifying the change between two im-
ages collected over the same area at different
times. It can identify changes in land use pat-
terns in an automated manner by looking for
cues regarding the cause(s) of the change. Spec-
tral feature analysis is the generation of linear
combinations of spectral bands to form intu-
itive metrics, such as “wetness” and “green-
ness,” rather than simply a radiometric value
for a specific optical band. Examples of these
techniques include Tasseled Cap4 and the Nor-
malized Difference Vegetation Index.5 More re-
cently, the concept of data assimilation has
emerged to produce the next generation of al-
gorithms. This iterative process combines im-
agery with proven process models to estimate
geophysical properties.

Many disease vectors cannot be observed di-
rectly. However, the presence of the vector, or
the conditions under which the vector thrives,
can be inferred through such indicators as habi-
tat or habitat change. For example, flooded pas-
tures observed in multispectral or Synthetic
Aperture Radar (SAR) imagery may indicate
increased potential for mosquito breeding as
demonstrated in Kenya.6

Remote sensing alone will not provide all the
necessary information for detecting or predict-
ing the effects of VBDs, but a number of stud-
ies (Table 1) have demonstrated the potential
for correlating remotely derived information to
VBD outbreaks. For example, Colwell7 showed
significant correlation between sea surface tem-
perature and a cholera outbreak in Bangladesh.
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AVHRR imagery was used to produce 1-km
spatial resolution temperature maps of the Bay
of Bengal, and these temperatures were com-
pared with reported cholera cases. Another
study8 demonstrated how landscape elements
could be used to predict mosquito abundance
and subsequent malaria outbreaks in Mexico.
In this study, Landsat imagery was used to pro-
duce land cover maps that were correlated with
mosquito populations to identify the statistical
landscape conditions most likely to have the
highest mosquito abundance.

The characteristics of the data source (reso-
lution, revisit time, availability) as well as the

maturity of the algorithms (amount of valida-
tion), both play a key role in the value of an al-
gorithm for vector borne disease application.

A summary of existing commercial satellite
systems is provided in Table 2. This is not a
comprehensive list of commercial satellite sys-
tems, but rather a list of those that could sup-
port the algorithms useful in VBD research.

The rapid development and proliferation of
commercial satellite imaging systems is pro-
viding new sensors that deliver better resolu-
tion and more spectral bands of information.
For example, RADARSAT 2 will provide SAR
imagery at a nominal resolution of 3 m, versus
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TABLE 1. RESEARCH USING REMOTE SENSING DATA TO MAP DISEASE VECTORS

Disease Vector Location Sensor

Cholera Water/food supply USA, Latin America Ocean Color Scanner
(now SeaWiFS)

Cholera Water/food supply Bay of Bengal AVHRR
Dracunculiasis Cyclops spp. Benin, Nigeria TM
Eastern equine Culiseta melanura Florida, USA TM
encephalomhelitis

Filariasis Culex pipiens Egypt TM, AVHRR
Leishmaniasis Phlebotomus papatasi SW Asia AVHRR
Lyme disease Ixodes scapularis New York, USA TM
Lyme disease I. scapularis Wisconsin, USA TM
Malaria Anopheles albimanus Mexico TM
Malaria An. albimanus Belize SPOT
Malaria An. spp. Gambia AVHRR, Meteosat
Rift Valley fever Aedes & Cx. spp. Kenya AVHRR
Rift Valley fever Cx. spp. Kenya TM, SAR
Rift Valley fever Cx. spp. Senegal SPOT, AVHRR
Schistosomiasis Biomphalaria spp. Egypt AVHRR
Trypanosomiasis Glossina spp. Africa AVHRR
Trypanosomiasis Glossina spp. Kenya TM

AVHRR, Advanced very high resolution radiometer; SAR, Synthetic aperture radar; SPOT, Satellite pour l’obser-
vation de la terre (French); TM, Thematic mapper.

TABLE 2. SELECTED EXTANT COMMERCIAL SATELLITE SYSTEMS

First Number of Nominal spatial Swath size
Sensor launch Bands spectral bands resolution (km)

Landsat MSS/TM 1972/1987 MS 7* 80 m/30 m 185
Landsat ETM1 1999 Pan/MS 7* 13 m Pan/25 M MS 185
SPOT 1986 MS 4* 10 m Pan/20 M MS 60
IRS 1988 MS 4–6* 6 m Pan/23 m MS 148
IKONOS 1999 MS 4* 1 m Pan/4 m MS 11
RADARSAT 1995 C-band SAR 1 10–100 m 45–500
ERS1/2 1991 C-band SAR 1 12/5–100 m 100
SeaWiFS 1997 MS 8* 1000 m 2800
AVHRR MS 4* 1100 m 2399
Terra 2000 MS 14* 15/30/90 m 60

* VNIR/SWIR/TIR
MODIS 2000 MS 36* 250–1000 m 2330

AVHRR, Advanced very high resolution radiometer.



10 m for RADARSAT, and will be useful for
identifying areas of standing water. Forthcom-
ing commercial hyperspectral sensors such as
Orb View 4 may provide improved real-time
performance of existing multispectral algo-
rithms, and will support new approaches to
solving key information requirements related
to geology, hydrology, agriculture, and air
quality.

The DSS event management system

The decision support system discussed here
can be a component of a larger event manage-
ment system as shown in Figure 3. It comprises
four stages: (1) planning, (2) mitigation, (3) re-
sponse, and (4) recovery/preparedness. 

In the planning stage, the DSS provides the
ability to monitor environmental conditions
and habitats and perform environmental fore-
casts. If conditions were determined to be con-
ducive to VBD development, the mitigation
stage is entered where the DSS will perform a
series of modeling activities based on the plan-
ning inputs. This will help decision makers de-
velop mitigation plans for a pending outbreak.
These plans include not only environmental
and health forecasts but also economic and re-
source forecasts.

Based on the forecasts, decision makers can
formulate a response that reduces the impacts
of the VBD. In this stage, the infected are cared
for, vector elimination programs begin, and the
public is alerted to the presence of an outbreak.
In the last stage of recovery/preparedness, the
environment is restored, potentially harmful

material is removed (such as tires in the case of
Rift Valley fever), and hospital inventories are
stocked with appropriate supplies. This four-
stage process is essentially iterative. Through
experience and identified shortcomings, the
models can be improved, thereby ultimately
improving the management of future VBD
threats and events.

In brief, effective VBD management requires
simultaneous consideration of environmental,
socioeconomic, and anthropogenic factors. GIS
provides the infrastructure for an end-to-end
VBD decision support system for monitoring
and responding to the critical phases of VBD.
Remote sensing can provide environmental in-
formation and support larger scale models. The
VBDDSS could significantly enhance the abil-
ity of local, national, and international com-
munities and governmental organizations to
plan for future outbreaks. A VBDDSS would
not only benefit the stakeholder community
but would also provide valuable analytic ca-
pabilities in other related domains such as bio-
surveillance and health care forecasting.

INTERACTIVE HEALTH
COMMUNICATION FOR 

HEALTH PROMOTION AND 
DISEASE PREVENTION

This final section is devoted to the use of in-
formation technology to inform, influence, and
motivate individuals, populations, and organi-
zations on health, health-related issues, and the
adoption of healthy lifestyles. The various ap-
proaches and applications can advance and
support primary, secondary, and tertiary
health promotion and disease prevention agen-
das. The efficacy, as it relates to the actual value
of these applications, however, is yet to be de-
termined.

In general, the design of the various modal-
ities, such as content organization, media sup-
port, and methods, is predicated on various
cognitive and behavioral theories, models, and
evidence. Collectively, these concepts parallel
the considerations involved in the genesis of ef-
fective distance-education programs, which is
a similarly emerging and dynamic field of en-
deavor.
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FIG. 3. Decision support systems (DSS) as part of com-
prehensive event management system.
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Health literacy and knowledge are necessary
for achieving personal responsibility for health
and greater health self-management and em-
powerment. Whereas access to information is
now within reach, people’s ability to search, fil-
ter and manage health information effectively
continues to be a major societal challenge. Fig-
ure 4 summarizes and illustrates some of the
essential considerations and steps to achieve
this objective.9

Elevating health knowledge and literacy of
the public poses local, national, and interna-
tional challenges of vast complexity and pro-
portion.10 An illustration depicting some of the
patterns of interactivity and expectations that
might be considered in developing interactive
communication applications is shown in Fig-
ure 5. This diagram brings attention to various
factors that are likely to have significant influ-
ence over the use and effective deployment of
information health communication (IHC) ap-
plications, as will be explained.

The potential for IHC applications to influ-
ence personal and population health services is
substantial. The key areas that should be mon-
itored and studied include the effect on patient
care, and patient relationships with clinicians
and health care providers, health care systems,
and public health systems. The potential for in-
corporating information-processing programs

that can operate autonomously and adapt to
the needs of users remains largely undeter-
mined. Similarly, data-mining and expert soft-
ware systems hold promise that has yet to be
fully realized.

IHC CHALLENGES

The U.S. Science Panel on Interactive Com-
munication and Health11 prepared a blueprint
for addressing the extensive potential that IHC
possesses for improving people’s health. The
scope and breadth of the challenges involved
mirror those of distance education and e-learn-
ing. They include the design of courseware for
Web-based education and the development of
interactive health programs that meet the needs
of the user. For instance, the demand for cus-
tomization of learning modules tailored to the
way an individual student learns best parallels
the demands of the health consumer, who ex-
pects applications that address his or her indi-
vidual needs. And, of course, the cultural and
linguistic contexts, not only the type or content
of information, represent challenges at the in-
ternational level.

There is limited research pertaining to the ef-
fectiveness of IHC and e-learning applications
in the health sector. This precludes informed
and definitive conclusions, particularly per-
taining to lowering or containing health care
costs, predictability, improved health out-
comes, and awareness of alternative care deci-
sions. In addition, evaluative norms, bench-
marking and comparative approaches between
telematics-based applications and approaches
that are more traditional remain to be tested.

PUBLIC HEALTH APPLICATIONS 41

FIG. 4. Interactive Health Communications.

FIG. 5. Relationship between health status and risk fac-
tors.
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TABLE 3. INFORMATION HEALTH COMMUNICATIONS SYSTEMS CHARACTERISTICS

Intended major
functions

Relay information—
individualized
health information
on demand.

Enable informed
decision-making—
applications deal-
ing with health
decisionmaking
process and/or
communication
between health
care providers and
individuals (fami-
lies, patients, care-
givers, etc.)
regarding preven-
tion, diagnosis or
management of a
health condition.

Promote healthy
behaviors—appli-
cations promoting
adoption and
maintenance of
positive health
behaviors
(individual/com-
munity).

Promote peer infor-
mation exchange
and emotional
support—
examples include
online Internet
applications that
enable individuals
with specific
health conditions,
needs, or issues to
communicate with
each other, share
information and
provide/receive
peer and emo-
tional support.

Factors influencing
utilization

Increasing telecom-
munication and
computing capacity—
rapid advances in
capacity, power,
speed and trans-
mission options
present vast
opportunity.

Increasing computer
literacy and
access—exponen-
tial rise in users
continues un-
abated; universal
access still
remains a destina-
tion and not a
reality.

Increasing consumer
demand for health
information and
shared decision-
making—demand
fueled by array of
factors including
greater consumer
involvement in
medical/health
decisions.

Increasing emphasis
on primary and
secondary preven-
tion—Major com-
ponent of national
health policy strat-
egy; IHC may be
effective tool for
advancing this
agenda.

Major barriers to
widespread use

Health care provider
resistance—
perceived threat to
professional
autonomy and
authority.

Lack of financial
incentives to
change behavior—
without
reimbursement
providers have lit-
tle incentive to
encourage use of
IHC.

Lack of access to
infrastructure and
inability to utilize
applications—bar-
riers to access fol-
low socioeconom-
ic, geographic and
other delimiters.

Substantial
implementation
and maintenance
costs—cost paral-
lels degree of
sophistication of
the applications.

Benefits to users

Improved access to
individualized
health
information—
interactive
technologies offer
potential for cus-
tomization to sup-
port needs of spe-
cific groups.

Broader choice for
users—media
design flexibility
enables mixing of
text, audio, visual
modalities tailored
to learning style of
users.

Potential improved
anonymity of
users—privacy of
individuals
accessing informa-
tion can be
protected, while
improving quality
of information.

Greater access to
health information
and support on
demand—applica-
tions accessible
anywhere,
anytime via the
Internet.

Risks to users

Inappropriate treat-
ment or delays in
care—
inaccurate/inap-
propriate informa-
tion may
confound or com-
plicate treatment
decisions and
delay care.

Damage to patient-
provider relation-
ship—inappropri-
ate use of
applications or
information
obtained may
undermine trust
and prompt con-
flicts and motivate
consumers to seek
care from
questionable
providers.

Violations of privacy
and confiden-
tiality—unintend-
ed diffusion of
sensitive informa-
tion obtained
through IHC
interactions may
lead to adverse
consequences.

Wasted resources
and delayed inno-
vation—absent
cost-effectiveness
data, applications
may be
implemented
which drain
resources,
preventing devel-
opment of
improved
systems.

(cont’d)



Based on theoretical constructs and analysis,
and evaluation, nevertheless, extensive oppor-
tunities exist in this field for research. Studies
of this nature can improve IHC applications on
a number of levels and establish the differen-
tial impact they can bring to improving per-
sonal and population health. Findings will in-
fluence the usefulness and efficacy of future
generations of IHC applications and minimize
the possibility of adverse consequences. In ad-
dition, evidence gathered through these pro-
cesses will define and guide advances in the
quality of future applications.

A basic question is whether the new modal-
ities of IHC represent a simple repackaging of
existing health-related and surveillance prac-
tices but in newer, enhanced media channels,
or are they truly enhancing and advancing the
practices of associated health profession disci-
plines. At issue is whether telehealth systems
can synergistically integrate multifaceted in-
tervention, prevention, assessment, and treat-
ment to achieve improved personal, as well as
local, national, and international community
health. Telehealth operations that are confined
to specific single purpose (but that share infor-

mation) contribute to the ultimate health im-
provement goals.

Synergistic and value-seeking opportunities
associated with telehealth require full-spectrum
assessment, intervention, and evaluation of
health status and outcomes of populations. Us-
ing aspects of lifestyle choices and behaviors as
an illustrative example (Fig. 5) the question
posed involves the extent to which telehealth ap-
plications that focus on serving a defined popu-
lation actually operate across the continuum as
contributors, integrators, or transintegrators.

INTERNATIONAL PUBLIC HEALTH

Since 1995, global health networks have
given priority to six project areas for testing
and advancing the goals of interoperability and
standardization of global health networks. The
principal project areas identified also have spe-
cific countries that are leading the coordination
efforts. Table 4 summarizes key aspects of se-
lected international collaboration among de-
veloped countries.

Demographic and economic similarities
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IHC, Information health communication.

Promote self-care—
facilitate self-man-
agement of health
problems or sup-
plement existing
health services by
facilitating remote
health monitoring
and care.

Manage demand for
health services—
specific informa-
tion tool kits and
other resources to
support wellness,
self-care and self-
efficacy/advocacy
to enhance effec-
tive utilization of
health care services
and reduce unnec-
essary services.

Increasing trend to
reduce cost of
health care
services—imple-
mentation of pre-
ventative health
programming has
potential for major
cost savings
(,90%).

Increasing telecom-
munication and
computing ca-
pacity—rapid
advances in capac-
ity, power, speed
and transmission
options present
vast opportunity.

Lack of convincing
data on effective-
ness—much more
data are needed.

Ability to promote
greater communi-
cation—potential
to increase interac-
tion and social
support among
users and between
consumers and
health profes-
sionals.

Expanded dissemi-
nation and currency 
of information—
applications reach
ever-increasing
audience and
updating of infor-
mation is virtually
immediate.

Unintended errors—
assumptions in
the development
of more sophisti-
cated applications
may prove
erroneous leading
to unintended
errors.

Widening of
technology and
health gap—
failure to achieve
universal informa-
tion and technol-
ogy literacy and
access to Internet
will lead to tiered
system.

TABLE 3. INFORMATION HEALTH COMMUNICATIONS SYSTEMS CHARACTERISTICS (CONT’D)



among developed nations suggest sets of com-
mon challenges that would benefit from col-
laboration internationally. For instance, the em-
phasis on national health policy agendas for
health promotion and disease prevention
makes exceptional sense in most developed
countries. There are obvious differences, how-
ever, in terms of priorities with the health and
disease outbreak challenges faced by develop-
ing nations. Therefore, although international
collaboration in the development and ad-
vancement of global health networks is essen-
tial, national priorities and possibilities will
vary for the foreseeable future. In addition, the
dimensions of health and quality of life that
such efforts are attempting to influence may
need greater definition. For instance, health-re-
lated quality of life indicators encompass an ar-
ray of determinants ranging from health per-
ceptions, pathology indicators symptoms, and
organ system functional capacity to individual
preferences, attitudes, and values.12

In 1996, the Cooperative Health Information
Network (CHIN) initiative followed soon after
with the establishment of the first telemedicine
networks in Europe. The principal objective was
to develop organized, technologically accessible
health information networks throughout Eu-
rope. The longer term objective was to link these
networks to create comprehensive, integrated
health tele-informatics systems that would pro-
vide broad information services to users.

RECOMMENDATIONS

The topics listed below are intended to serve
as points of reference for initiating further anal-
ysis and discussion. They encompass various
domains, and present an agenda for research
and policy action. The basic assumption un-
derlying these recommendations is that in-
creased access to reliable health information
from various sources will enable individuals
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TABLE 4. SELECTED INTERNATIONAL HEALTH NETWORK APPLICATIONS

Objectives Coordinating bodies Targeted goal(s)

Advance a global public health Canada, United Improved access for health professionals and 
network States, European institutions to publicly available information 

Commission, WHO pertinent to the outbreak and control of public
health hazards and infectious diseases.

Focus on cancer—improve Canada, France Database linkages will be used to facilitate knowledge 
prevention, early detection, and the European sharing concerned with best practice for disease pre-
diagnosis and treatment Commission vention, screening, quality control and treatment,
through global networks. while facilitating discussion and consultation con-

cerning strategies and treatment protocols among
hospitals and health systems.

Focus on cardiovascular dis- Italy Database linkages will be used to facilitate knowledge
ease—improve prevention, sharing concerned with best practice for disease pre-
diagnosis and treatment vention, screening, quality control and treatment,
through global networks while facilitating discussion and consultation con-

cerning strategies and treatment protocols among
hospitals and health centers.

Omnipresent, multilingual France and Italy Determine feasibility of creating worldwide network of
telemedicine surveillance and public and private telemedicine centers offering 
emergency services ever-present multilingual services.

Standardize and create fully Germany, United Establish requisite approaches to ensure consistent
operational, integrated global Kingdom, Euro- health nomenclature, standards, privacy and security
health networks pean Commission, of data and efficient access tools and online trans-

WHO lation services.

Advance international use of France and Italy Assess feasibility of creating portable, interoperable
digitally encoded health data solutions for encoding electronic health records on
cards (i.e., SMART cards data cards.

WHO, World Health Organization.
Additional information can be found at www.dfait-maeci.gc.ca/english/geo/europe/medica/report-e.htm#2.2.



and communities to take effective measures to
prevent disease and promote health and well-
being. While it is clear that progress has been
made on a number of fronts, many of the rec-
ommendations presented by Bashshur in
199534 concerning the metrics for evaluating
the effectiveness and sustainability of tele-
health/telemedicine applications are still rele-
vant.

Evaluation

� There is an important need to investigate the
effectiveness and efficiency of computerized
information and network systems for con-
sumers in relation to their participation in
health and health care-related activities.

� Decisions must be made regarding informa-
tion monitoring, storing and standardiza-
tion. Standardized protocols should be eval-
uated and defined when necessary.

� Strategies are needed that address national
and international health and information lit-
eracy.

� Health self-efficacy, motivation, literacy, and
knowledge levels of the general public will
be an important determinant of the extent to
which the personal responsibility for health
becomes a reality. In addition, the determi-
nants or criteria should be used as indicators
of progress in this endeavor.

� Cultural differences must be identified per-
taining to telemedicine/telehealth use and
associated outcomes. Criteria should be es-
tablished to determine best telehealth and
telemedical practices within disparate de-
mographic, cultural, and socioeconomic
populations to assure sensitivity and respect
for culture, social background, and ethnic
differences.

� Health status benchmarks must be estab-
lished to determine the extent to which
telemedicine/telehealth utilization influ-
ences health outcomes, reporting (surveil-
lance), interventions, and evaluations of
health-related applications.

Cost

� Managing the rising cost of health care and
finding ways to contain them continues to be
a dominant force shaping the health care 

system everywhere. Hence, technology-
enabled approaches to service delivery must
be investigated fully. Indeed, services de-
manded/expected by consumers must be
determined and the telemedicine applica-
tions evaluated on a cost/benefit basis.

� Comprehensive cost modeling must include
assessment of the costs associated with dig-
ital permanence (storage, archiving, retrieval
and maintenance of digital assets, i.e., data
and consumer-owned information).

Quality

� A consensus operational definition and cer-
tification of service quality must be devel-
oped and enforced to protect consumers.
Certification of network providers is an im-
portant consideration for protecting clients,
particularly in terms of safety and privacy.
Quality parameters are necessary and must
be established so consumers can report prob-
lems.

� Benefits of telemedicine must be measured
against established and tested baseline
health indicators and benchmarks. These ev-
idence-based approaches would serve as
valuable indicators for the value and quality
of service provided by participating net-
works.

Privacy/legal/security/ethical domains

� The Interdisciplinary Telehealth Standards
Working Group has established a set of core
standards to guide telemedicine services and
resources. The intent of these principles is to
protect clients receiving telehealth services,
to give health care professions a common
ground, and to provide a basis for review-
ing professional standards, clinical stan-
dards, and the need for telehealth guidelines
by professions and by government agen-
cies.35 They provide a useful context for con-
sidering future issues.

� The assumption has been that patient med-
ical records, regardless of form, belong to the
patient, yet physicians often retain patient
records and charge for copying the record
for the patient. Ownership of medical record
information poses an interesting and impor-
tant health policy issue that is distinct from
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the issue of privacy. The question of owner-
ship of digital information (created by indi-
viduals, either through the use of interactive
health communication portals or through
their own record keeping) must be resolved.
As individuals take a more active role in
monitoring their personal health and encode
such information in their own health
records, the ownership of this information
must be resolved.

� Legal and ethical obligations of organiza-
tions offering interactive health information
applications for the public must be deter-
mined and established to meet current and
future demands.

Research

� A systematic and comprehensive research
agenda must be developed and supported
by government agencies and health care pro-
fessions for the ongoing assessment of
telemedical services. Cooperative public and
private funding will be necessary to under-
write the scale and duration of research
needed.

� Manpower development remains a critical
issue and educational programs at colleges
and universities must keep pace with the
evolution of global health network systems
and other telemedicine applications. In-
creased efforts must be directed at disease
prediction and mobilization/intervention
before the actual outbreaks of diseases

Technology

� The convergence and compression of data
and information sources and resources poses
an exceptional challenge. Effective strategies
for creating secure network systems and
data repositories that provide and protect
continuous access and confidentiality must
be developed.

� Telemedicine networks must be funded,
managed, and administered to provide uni-
versal access.

Additional priority areas for consideration

� Telemedicine activity around the world is
developing at a rapid pace. Although these

projects are being developed in relation to
the needs of a specific community, overlap-
ping goals and activities do exist. Identifica-
tion and indexing of all ongoing projects
within the international community is an es-
sential starting point. An international clear-
inghouse of telemedicine activity needs to be
developed to promote and allow for resource
sharing and effective collaborative efforts.

� Telemedicine operations and systems that
use multidimensional health approaches
and disciplines should be identified, and
outcomes based on target population goals
must be assessed quantitatively and qualita-
tively.

� Health applications most conducive to
telemedicine operations based on providers
of care, patients/customers, and employer
perceptions and satisfaction variables must
be identified.
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i. The basic standards of professional conduct govern-
ing each health care profession are not altered by the
use of telehealth technologies to deliver health care,
conduct research, or provide education. Developed by
each profession, these standards focus in part on the
practitioner’s responsibility to provide ethical and
high quality care.

ii. A health care system or health care practitioner can-
not use telehealth as a vehicle for providing services
that are not otherwise legally or professionally autho-
rized.
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iii. Services provided via telehealth must adhere to basic
assurance of quality and professional health care in ac-
cordance with each health care discipline’s clinical
standards. Each health care discipline must examine
how telehealth impacts and/or changes its patterns of
care delivery and how this may require modifications
of existing clinical standards.

iv. The use of telehealth technologies does not require ad-
ditional licensors.

v. Each health care profession is responsible for devel-
oping its own processes for assuring competencies in
the delivery of health care through the use of telehealth
technologies.

vi. Practice guidelines and clinical guidelines in the area
of telehealth should be developed based on empirical
evidence, when available, and professional consensus
among all involved health care disciplines. The devel-
opment of these guidelines may include collaboration
with government agencies.

vii. The integrity and therapeutic value of the client-
health care practitioner relationship should be main-
tained and not diminished by the use of telehealth
technology.

viii. Confidentiality of client visits, client health records
and the integrity of information in a health care in-
formation system is essential.

ix. Documentation requirements for telehealth services

must be developed that assure documentation of each
client encounter with recommendations and treat-
ments, communication with other health care
providers as appropriate, and adequate protections
for client confidentiality.

x. All clients directly involved in a telehealth encounter
must be informed about the process, attendant risks
and benefits, and their rights and responsibilities, and
must provide adequate informed consent.

xi. The safety of clients and practitioners must be en-
sured. Safe hardware and software, combined with
demonstrated user competency, are essential compo-
nents of safe telehealth practice.
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