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Abstract—This paper presents an extension of our previous 
work on optimal allocation of external suppliers to manage the 
risk of leakage in the intellectual property (IP) of a product. The 
optimal outsourcing decision problem is modeled as a 
bi-objective minimization problem with one objective being the 
estimated risk of loss of IP of a product due to outsourcing (IP 
leakage) and another being manufacturing cost of the product. 
A number of extensions are made in the problem formulation, 
including 1) unified probabilistic modeling of IP loss, 2) 
consideration of manufacturing process sequence to model the 
effect of partial observation on the compromise by a supplier, 3) 
modeling nonlinear effects on the increase in the probability of 
compromise by a supplier performing (and observing) multiple 
manufacturing processes, and 4) generalization to 
multi-supplier cases. A case study on a hinge mechanism for a 
cellular phone is presented, where a multi-objective genetic 
algorithm is used to generate the Pareto optimal supplier 
allocations exhibiting the trade-offs between the two objectives. 

I. INTRODUCTION 
UTSOURCING is a practice often used by companies to 
reduce the in-house manufacturing costs, thereby 

maximizing profitability and maintaining competitive edge in 
the market. These benefits can be greatly undermined if the 
outsourced suppliers leak the intellectual property (IP) of the 
products to the competitors, who can produce unlawful 
imitation of the products. According to the Office of the 
United States Trade Representative, IP-theft worldwide costs 
American companies $250 billion a year [1]. 

Prevention of IP leakage through the outsourced suppliers 
is not an easy task. While original equipment manufacturers 
(OEMs) typically put in place outsourcing contracts that seek 
to inhibit IP leakage, the OEM rarely have direct control on 
the IP security mechanisms at the suppliers’ end. It is 
therefore of great value for OEMs to perform risk assessment 
of IP leakage in spite of the leakage inhibiting mechanisms 
being in place. Such assessment would allow OEMs to 
selectively manage the risk of IP-leak while enjoying the 
benefit of cost saving through outsourcing [2]. 

Suppliers can compromise the information associated with 
the outsourced parts and manufacturing processes by 
imitating the parts and/or the processes without permission of 
OEM or by providing the information to the competitors of 
OEM. In either case, simply compromising the information is 
not necessarily damage the IP value of the product. If the 
parts and processes do not play important roles in the IP value 
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of the product, the damage of such compromise is minimal 
and perhaps the economical advantage of outsourcing would 
overrule the potential risk of IP leak. On the other hand, if the 
parts and processes play key roles in the IP value of the 
product, the potential damage of compromise can be so large 
that it overrules economical advantage of outsourcing. 
Therefore, optimal decision on outsourcing depends on 1) 
how likely a supplier compromises the outsourced parts and 
manufacturing processes, and 2) how likely the compromise 
leads to the damage in the IP value of the product. We assume 
1) can be estimated by historical data of a supplier and 2) can 
be estimated by textual analysis of patent claims of the 
products and insights from experts. 

This paper presents an extension of our previous work [3], 
where the optimal outsourcing decision problem is modeled 
as a bi-objective optimization problem with one objective 
being the estimated risk of loss of IP of a product due to 
outsourcing and the other being manufacturing cost of the 
product. While loss of IP causes financial damage and thus 
ultimately is a form of cost, quantification of the cost of IP 
leakage is a very complicated task that is subject to many 
unpredictable and/or unforeseeable factors, hence our treats 
risk of IP leakage as a separate objective than the 
manufacturing cost.  A number of extensions are made in the 
problem formulation, including 1) unified probabilistic 
modeling of IP loss, 2) consideration of manufacturing 
process sequence to model the effect of partial observation on 
the compromise by a supplier, and 3) modeling nonlinear 
effects on the increase in the probability of compromise by a 
supplier performing (and observing) multiple manufacturing 
processes, and 4) generalization to multi-supplier cases. A 
case study on a hinge mechanism for a cellular phone is 
presented, where a multi-objective genetic algorithm [4] is 
used to generate the Pareto optimal supplier allocations 
exhibiting the trade-offs between the two objectives. 

II. RELATED WORK 
Due to its relevance to modern economy driven by global 

supply chain networks, supplier selection problems (also 
known as vendor selection problems) have been extensively 
studied by the operations research community. A classic work 
by Dickson [5] identified 23 criteria for supplier selection, 
with top 5 being price, quality, lead-time, technical service, 
and delivery reliability. Later studies found these criteria are 
still applicable for global supply chains [6,7]. These criteria 
serve as basis of multi-criteria supplier evaluation/selection 
methods such as data envelopment analysis (DEA) [8-10], 
analytical hierarchical processes (AHP) [11-13], and 
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multi-objective optimization [14-17]. Researchers also have 
expanded the scope of supplier selection problems to 
integrate the models of volume discount [18-20], inventory 
management [21, 22], supplier sync and just-in-time delivery 
[23, 24], and multiple products and product life cycles 
[25-27]. These work, however, do not incorporate the risk of 
IP leakage from suppliers as a decision criterion.  

While many papers reported management strategies for 
information protection in global supply chain network 
[28-31], they are on guidelines and best practices, and do not 
provide quantitative supplier selection criteria to prevent IP 
leakage nor mathematical modeling of the risk of IP leak. To 
the best of our knowledge, there has not been any work on 
mathematical approaches for supplier selection to prevent IP 
leakage other than our previous work [3]. Previous work in 
the literature views outsourcing as a binary decision: 
outsource a part to a supplier or not. Our method, on the other 
hand, considers partial outsourcing as possible options, 
where multiple non-IP critical manufacturing processes on 
the same part can be outsourced to different suppliers while 
IP-critical processes are kept in-house. 

III. METHOD 
Consider an example garden-care product consisting 

attachment head and ground piece, with each part having an 
additional feature as in Fig. 1a. The manufacturing process 
tree for the product (Fig. 1.b) consists of five processes: 
� Process p1: manufacturing of base part of the head piece 
� Process p2: manufacturing of hole feature on head piece 
� Process p3: manufacturing of base part of ground piece 
� Process p4: manufacturing of pin feature on ground piece 
� Process p5: assembly of completed parts 

Let us assume the product also has three patentable claims 
as listed in Table I. An example outsourcing scenario of this 
product is where Process p1 is outsourced, but Process p2 is 
done in-house at a later stage, along with Processes p3, p4 and 
p5. This scenario takes advantage of low manufacturing cost 
for process p1, while reducing the risk of IP leakage 
associated with claim 3. This is because features associated 
with claim 3 (hole and pin) are manufactured in-house. We 
will use this example to illustrate our optimization model. 

 
Fig. 1 example garden-care product: (a) parts and features, (b) manufacturing 

process tree. 

A. Assumptions 
We consider a product composed of a number of parts. A part 
is composed of a base part and features (as in Fig 1a), each of 
which can be manufactured in-house or by different suppliers. 
The following is assumed:  

� Manufacturing process plan of the product is given as a 
process tree consisting of np processes pi, i = 1, 2, ..., np. 

� Intellectual properties associated with the product are 
documented as claim ck, k = 1, 2, …, nc, in a patent 
document (draft or approved).  

� Outsourcing base parts or features to supplier sl, l = 2, 
3,…, ns, reduces their manufacturing costs at some rate 
compared to in-house manufacturing (denoted as s1). 

� A process can be outsourced to only one supplier, 
whereas one supplier can perform multiple processes.  

� IP leakages occur only through the compromises of 
manufacturing processes by suppliers. 

� The compromise of a manufacturing process is caused 
only by 1) a supplier who performs the process, or 2) a 
supplier who receives the parts after the process is 
performed (i.e., a supplier who performs a downstream 
process in the process tree). This means a process can 
possibly be compromised by multiple suppliers.  

� The IP compromise of a process is independent from the 
IP compromise of another manufacturing process, even if 
they are caused by the same supplier.   

� One incidence of the IP leakage associated with a claim 
by a supplier completely destroys the IP of the claim; 
another IP leakage incidence by another supplier does 
not do any additional harm.  

 

TABLE I 
PATENT CLAIMS OF GARDEN-CARE PRODUCT  

Claim Description 
1 An attachment head attaches to a lawn-mowing machine 
2 A ground piece performs a weed-disinfection operation during 

mowing 
3 A pin-feature on the ground piece has a mechanism that engage 

with a hole-feature on the attachment head that allows for safe 
operation and  detachment 

 

B. Model Parameters and Design Variables 
We refer P as a set of manufacturing processes in the 

process tree, C as a set of claims in the patent document, and S 
is a set of available suppliers. The design variable x = (x1, x2, 
…, xnp) is the outsourcing decisions associated with each 
process, where xi � {1, …, ns} is the index of the supplier 
chosen to perform the manufacturing process pi. This 
representation ensures each process is outsourced to only one 
supplier. The optimal outsourcing decision problem is posed 
as a bi-objective optimization problem as: 
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where f1(x) is an objective function estimating the loss of 
intellectual property of the product and f2(x)  is an objective 
function estimating the manufacturing cost of the product, 
according to the outsourcing decisions specified by x.  

Based on the assumption that one incidence of the IP 
leakage associated with a claim completely destroys the IP of 
the claim, we define f1(x) as weighted sum of the maximum 
probabilities such incidence over all claims:  
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where wk � [0,1] is the (estimated) fraction of the IP value of 
claim ck in the IP of an entire product (i.e., all claims) and �k is 
the probability that IP of claim ck leaks from the suppliers that 
have manufactured or seen parts of the product:  

	 
1
( ) Pr Sn

k kll
A�

�
�x         (3) 

where Akl be an event that IP of claim ck  leaks from supplier 
sl. Since events Akl, l = 1,…, nS are generally not disjoint (i.e., 
multiple suppliers can leak the IP of the same claim), �k can 
be computed recursively as: 
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where Ekl = Ak1� Ak2�� Akl.  Since that IP of claim ck leaks 
from supplier sl due to the compromise of any processes in the 
process tree, Pr(Akl) in equation 5 is given as: 

	 
 	 
1
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kl kili
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where Bkil is an event that IP of claim ck leaks due to the 
compromise of process pi by supplier sl. Since events Bkil, i = 
1,…, nP are generally not disjoint (i.e., compromises of 
multiple processes can cause the leak of the same claim), 
Pr(Akl) can also be computed recursively in a similar manner 
to �k., using an individual event probability:  

	 
Pr ( )kil ki ilB � �� � x         (7) 
where �ki � [0,1] is the probability that IP of claim ck leaks 
given the compromise of process pi, and �il(x) � [0,1] is the 
probability that process pi is compromised by supplier sl.  

We assume probability �ki can be estimated by analyzing 
the association between claim ck  and process pi in the patent 
document and insights from experts. The association between 
a process and a claim is determined as follows: Process pi is 
associated with claim ck if 1) pi manufactures any feature 
mentioned in ck, 2) pi assembles any part mentioned in ck, or 3) 
pi assembles part(s) with any feature mentioned in ck. 
Naturally, �ki = 0 if process pi is not associated with claim ck, 
and �ki � (0,1] if process pi is associated with claim ck, in 
which case the numerical value must be estimated by experts 
based on her engineering knowledge.  

Since a supplier can compromise a process by performing it 
or by “seeing” it (a supplier performs a downstream process 
in the process tree), probability �il(x) is given as:  

( ) ( ) ( ) ( ) ( )il il il il il� � � � �� �  �x x x x x       (8) 
where �il(x) � [0,1] is the probability that process pi is 
compromised if it is outsourced to supplier sl, �il(x)  � [0,1] is 
the probability that process pi is compromised if it is “seen 
by” supplier sl, and:  

1 if 
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where Ql(x) is a set of the indices of the processes that are 
seen but not manufactured at supplier sl, given as:  
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where Ml(x) is a set of the indices of the processes that are 
outsourced to supplier sl  and Ui is a set of the indices of the 
manufacturing processes that are upstream of pi in the process 
tree of the product. The set Ml(x) is given as: 

Ml(x) = {i | pi � P, xi = l}       (12) 
Given the process tree as a directed graph, set Ui can be 

computed as a set of nodes reachable from pi in the reverse 
direction of edges. Note that if �il (x) = 1, then �il (x) = 0 and if 
�il (x) = 1, then �il (x) = 0, since a process cannot be performed 
and seen by the same supplier.   

A supplier is more likely to compromise processes if it is 
performing or seeing multiple processes associated with the 
same claim. We assume the increases of the probabilities �il(x) 
and �il(x) are proportional to a power of the number of 
processes associated with the same claim as pi and performed 
or seen by sl:  

max min min
1 2( ) ( ) ( ( ) ( ), )il il il il il il ilbow w v x w u x� � � ! �� �  x  (13) 

max min min
1 2( ) ( ) ( ( ) ( ), )il il il il il il ilbow w v x w u x� � � " �� �  x  (14) 

where bow() is a “bow”-shaped function, given by: 
1/( , ) 1 (1 )r rbow y r y� � �         (15) 

and vil(x) � [0,1] is the fractions of the number of processes 
associated with the same claim as pi and performed by sl, 
uil(x) � [0,1] is the fractions of the number of processes 
associated with the same claim as pi and seen by sl, �il

min, 
�il

max � [0,1] are the minimum and maximum values �il(x) 
can take, respectively, �il

min, �il
max � [0,1] are the minimum 

and maximum values �il(x) can take, respectively. wv and wu 
are weights for vil(x) and uil(x), respectively, and !il, "il > 0 
are the powers of increase in �il(x) and �il(x), respectively. 
Since performing a process should increase the probabilities 
of compromise more than seeing it, we should have wv ≤ wu 

The fractions vil(x) and uil(x) are given as  
( )1( )
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where Bi is a set of the indices of the claims that are associated 
with process pi, Rk is a set of the indices of the processes 
associated with claim ck. Sets Bi, Rk, are given as: 

{ | ,  0}i k kiB k c C �� � #          (18) 
{ | ,  0}k i kiR i p P �� � #          (19) 

The manufacturing cost objective f2(x) is defined as: 

2 1
( ) ( ) ( )pn

i i ii
f a d e

�
� � ��x x x        (20) 

where ai � [0,1] is the fraction the manufacturing cost of 
process pi in the total manufacturing cost of the product, di(x) 
� [0,1] is a discount factor of the supplier that performs 
process pi, and ei(x) � [1,$) is a cost penalty factor for 
outsourcing related processes to different suppliers. Factor 
ei(x) is intended to model the fact that some features in one 
part are more economically manufactured together by one 
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supplier via net forming processes, than manufactured 
separately by different suppliers: 

{1,2,... }( ) p
j i

j ni ij
x x

e g�
#

�%x         (21) 

where gij is a cost penalty on process pi if it is outsourced to a 
different supplier. It is typically possible to negotiate a better 
discount from a supplier by assigning them processes with 
higher values. We assume a linear model for the discount: 

& 'max min min( ) 1 ( ) ( )
l i i ii x x x xd b d d d� � � � x x    (22) 

where dl
min and dl

max are the minimum and maximum 
discounts obtainable from supplier sl, respectively, and bl(x) 
is the fraction of total manufacturing cost assigned to sl, as: 

( )
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i l
l ip M
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�

�� x
x          (23) 

C. Sample Results 
Consider the garden care product in Fig. 1 having the data: 
� Two external suppliers are available (ns = 3).  
� In-house manufacturing s1 is completely secure (αi1

min = 
αi1

max =!i1 = "i1 = βi1
min = βi1

max = 0 for all i).  
� Supplier s2 has 50-70% risk for processes manufactured 

(αi2
min = 0.5 and αi2

max = 0.7) with !i2 = 0.5 and "i2 = 1 for 
all i, and 25-50% risk for processes seen (βi2

 min = 0.25 and 
βi2

 max = 0.5) with (i2 = 0.5 and )i2 = 1 for all i.  
� Supplier s3 has 40-50% risk for processes manufactured 

(αi3
min = 0.4 and αi3

max = 0.5) with !i3 = 0.5 and "i3 = 1 for 
all i, and 20-30% risk for processes seen (βi3

 min = 0.2 and 
βi3

 max = 0.3) with (i3 = 0.5 and )i3 = 1 for all i.  
� Weights in the bow function are wv = 0.667 and wu = 0.333 
� The probabilities of IP leak of a claim given the 

compromise of a process (�ki) is shown in Table II.  
� All claims are equally important (w1 = w2 = w3 = 0.333) 
� The cost fraction for a manufacturing process (ai) and the 

cost penalty for process separation (gij) are shown in Fig. 
3. All gij’s are equal to 1 if not shown in Fig. 2. 

� In-house manufacturing gets no discount (d1
min = d1

max = 
0). Supplier s2 gives 20-24% discount (d2

min = 0.2 and 
d2

max = 0.24). Supplier s3 gives 16-20% discount (d3
min = 

0.16 and d3
max = 0.2). 

TABLE II 
PROBABILITY OF IP LEAK FOR GARDEN-CARE PRODUCT  

Claims Process 
P1 P2 P3 P4 P5 

c1 0.7 0 0 0 1.0 
c2 0 0 0.7 0 1.0 
c3 0 0.7 0 0.7 1.0 

 
Fig. 2 Process cost fractions and separation penalty for garden care product 

Since there are only 5 design variables in this example with 
3 possible choices for each, the total number of possible 

outsourcing scenarios is 35 = 243. This allows for generation 
and examination of all of them via exhaustive enumeration in 
order to generate the Pareto-plot in Fig. 3. The Pareto-plot 
shows the best possible outsourcing scenarios and their 
corresponding trade-off between the manufacturing cost and 
the risk of IP leakage. It should be noted that when 
considering products of realistic level of detail, the total 
number of all possible scenarios is (sn), which quickly 
becomes unreasonably large for full enumeration. However, 
only the Pareto-optimal scenarios are of interest. The case 
study presented in next section will use a multi-objective 
genetic algorithm (MOGA) [8] for exploration of the 
Pareto-optimal scenarios without need for full enumeration. 

 

 
Fig. 3 Pareto-Optimal outsourcing scenarios for garden care product 

IV. CASE STUDY 

A.  Problem Data 
A cellular phone slide hinge mechanism manufactured by 

LG Electronics (Fig. 4) [32, 33] is considered. The patent 
includes six main claims (nc=6) as summarized in Table III.  

Eleven manufacturing and assembly processes (np=11) are 
considered in this study. The process sequence tree, fractional 
of total cost, and the feature separation penalty factors are 
shown in Fig. 5. Three external suppliers and in-house 
manufacturing are assumed (thus ns=4). The patent claims are 
used to construct the process compromise risks in Table IV 
and the claim weights in Table V. In-house manufacturing is 
assumed to be completely safe but gets no discount. Values of 
the risk and discount parameters are listed in Table VI. 

B. Result and Discussion 
A Multi-objective genetic algorithm based on NSGA-II [34] 

is employed to generate the Pareto-optimal outsourcing 
scenarios shown in Fig. 6. Some note-worthy outsourcing 
scenarios from Fig. 6 are listed in Table VII. Qualitative 
analysis of these scenarios is summarized as:  
Scenario a: All processes are manufactured in-house, which 
provides minimal risk of IP leakage, but maximal cost 
Scenario b: All processes are outsourced to the supplier that 
provides the best discount. Note that both supplier 1 and 3 provide 
the same discount in this case study, but supplier 1 is perceived to be 
slightly more secure than supplier 3 
Scenario c: Only a small number of the processes are outsourced. 
Additionally feature separation was employed in the elastic member 
(processes 7 and 8 outsourced to different suppliers). This results in 
a small reduction in cost at a small trade-off in risk of IP leakage 
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Scenario d: Several processes are outsourced. However, the more 
critical ones are kept in-house. Supplier 2 which is perceived to be 
more secure gets more processes. It is also observed in this scenario 
that distributing processes to multiple suppliers reduces the overall 
risk of IP leakage even if some suppliers have higher risk (supplier 3 
offers same discount as supplier 1, but has slightly higher risk) 
Scenario e: All the processes are outsourced except the 
sub-assembly and final assembly.  
Scenario f: All the processes are outsourced except final assembly.  

 
Fig. 4 Main parts and features of the slide hinge mechanism 

TABLE III 
PATENT CLAIMS OF THE SLIDE HINGE MECHANISM  

Claim  Description 
1 A slide part includes the housing (P11) in which a setting hole is 

formed in a back surface of the housing, and a slide guide (P21) 
sliding along the guide bar (P12) mounted on the body part 

2 A cover plate (P41) combines with the inside of the housing 
(P11) to cover the setting hole 

3 A guide locking protrusion is formed on an outside surface of 
the slide guide (P21), and a guide locking projection is formed 
on an inside surface in the housing (P11). P11 and P21 lock  

4 An elastic member (P51) in which one end is connected to the 
cover plate (P41), and the other end to the guide frame (P31) so 
that sliding of the slide part may be elastically performed 

5 A passage hole (P42) is formed in the cover plate so that a 
flexible printed circuit board electrically connecting the body 
part with the slide part may pass 

6 An elastic member(P51) connected with the cover plate (P41) 
includes a plastic jointer(P52), and an engagement hole(P43) is 
formed in the cover plate so that the plastic jointer may be 
combined to perform a rotation 

 
Fig. 5 Manufacturing processes for the slide hinge mechanism 

 

From a managerial standpoint, all the Pareto-optimal 
scenarios between scenarios c and e may be attractive 
candidates. While the final executive decision on which 

scenario to choose remains subject to qualitative perception, 
plots such as Fig. 6 provide the decision-maker with a 
visualization of the risk verses cost tradeoff, as well as the 
outsourcing allocation to achieve it. 

 

TABLE IV 
IP LEAKAGE RISKS FOR THE SLIDE HINGE MECHANISM 

claims 
Process 

p1 p2 p3 p4 p5 p6 p7 p8 p9 p10 p11 

c1 0.5 0.5 0 0 0 0.5 0 0 0 0 1.0 

c2 0.5 0 0.5 0 0 0 0 0 0.8 0 1.0 

c3 0.5 0 0 0 0 0.5 0 0 0 0 1.0 

c4 0 0 0.5 0 0 0 0.5 0 0.8 0.5 1.0 

c5 0 0 0 0.5 0 0 0 0 0.8 0 1.0 
c6 0 0 0.5 0 0.5 0 0.5 0.5 0.8 0 1.0 

 

TABLE V 
CLAIM WEIGHTING FACTORS FOR THE SLIDE HINGE MECHANISM 

Claim 1 2 3 4 5 6 
wk 0.18 0.18 0.16 0.18 0.1 0.20 

 

TABLE VI 
RISK AND DISCOUNT PARAMETERS FOR THE SLIDE HINGE MECHANISM 

Supplier αmin αmax βmin βmax ! " ( ) dmin dmax 
In-House 0.00 0.00 0.00 0.00 0.0 0.0 0.0 0.0 0.00 0.00 

1 0.30 0.45 0.15 0.20 0.5 1.0 0.5 1.0 0.20 0.24 

2 0.20 0.30 0.10 0.17 0.5 1.0 0.5 1.0 0.16 0.20 

3 0.31 0.46 0.16 0.21 0.5 1.0 0.5 1.0 0.20 0.24 

 
Fig. 6 Pareto-optimal outsourcing scenarios for the slide hinge mechanism 

TABLE VII 
SELECTED PARETO-OPTIMAL OUTSOURCING SCENARIOS 

Process Scenarios 
a b c d e f 

p1 In-House Sup-1 In-House In-House Sup-2 Sup-2 
p2 In-House Sup-1 In-House In-House Sup-2 Sup-2 
p3 In-House Sup-1 In-House Sup-2 Sup-1 Sup-1 
p4 In-House Sup-1 In-House Sup-2 Sup-1 Sup-1 
p5 In-House Sup-1 In-House Sup-2 Sup-1 Sup-1 
p6 In-House Sup-1 In-House Sup-2 Sup-1 Sup-1 
p7 In-House Sup-1 Sup-2 Sup-1 Sup-3 Sup-3 
p8 In-House Sup-1 Sup-1 Sup-1 Sup-3 Sup-3 
p9 In-House Sup-1 In-House In-House In-House Sup-2 
p10 In-House Sup-1 Sup-1 Sup-3 Sup-1 Sup-1 
p11 In-House Sup-1 In-House In-House In-House In-House 
f1 0.000 0.763 0.140 0.282 0.432 0.533 
f2 1.000 0.760 0.957 0.878 0.834 0.813 

V. SUMMARY AND FUTURE WORK 
This paper presented an optimization-based approach to 

achieve risk-averse outsourcing for intellectual property 
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protection. Partial outsourcing was considered as a possible 
option, where multiple non-IP critical manufacturing 
processes on the same part can be outsourced to different 
suppliers while IP-critical processes are kept in-house. The 
estimated IP-loss was modeled based on the probability of a 
supplier to compromise manufacturing processes and the 
probability of such compromises lead to the leakage of IP 
associated with a claim in the patent document. It was 
modeled that a supplier can compromise either the processes 
performed by the supplier or the processes “seen” by the 
supplier – occurred upstream of the process tree. It was also 
modeled that a supplier would be more likely to compromise 
a process if it was performing or seeing multiple processes on 
the same part. The manufacturing cost was modeled based on 
the in-house manufacturing cost of each part and the discount 
rates of each supplier form the in-house costs.  As a negative 
effect of partial outsourcing, it was modeled that outsourcing 
multiple processes on the same part to different suppliers 
could increase overall manufacturing cost, by preventing the 
utilization of net forming processes.  

We envision the future work would include: 
� Estimation of probability �ki based on the natural 

language processing of patent documents.  
� Estimation of �il(x) and �il(x) based on the standard best 

practices for information security such as ISO 27002 [35] 
and qualitative ranking system such as AHP [11-13]. 

� Inclusion of process tree as a design variable. 
� Inclusion of traditional supplier selection criteria such as 

part and product quality, lead time, inventory level, 
volume discount, multiple product types. 

� Extension to other types of outsourcing such as software, 
healthcare, service, and business processes.   
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