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Introduction

This processing manual provides guidance and instructions for the processing of
digital materials at the Bentley Historical Library (BHL). Procedures, tools, and the
overall digital processing workflow are subject to change due to advances in
professional best practices, the development of resources in the digital curation
community, and the Bentley Library’s ongoing collaboration with the University of
Michigan Library Information Technology division. In addition to revisions that take
place as BHL Digital Curation Services implements digital processing procedures,
this manual will be reviewed on an annual basis.

The BHL Digital Processing Manual details procedures that will take place from the
initial transfer and appraisal of content to archival custody through the eventual
deposit of material in a long-term digital repository. Digital Curation Services
advocates a More Product, Less Process approach to handling digital records and
emphatically notes that processing archivists and student processors will not be
able to deal with content on an individual file level. The BHL digital processing
workflow instead relies upon a number of micro-services that will perform batch
operations on digital accessions. In addition to traditional archival procedures such
as the appraisal, arrangement, separation, and description of content, digital
processing for long-term preservation requires the following:

Migration of content from removable media
Capture

Virus scans

Renaming

File format conversion
Personally-identifiable information scans
Creation of ZIP archives

File characterization

Message digest calculation

The various steps in the digital processing workflow produce log files that will be
preserved as metadata for the digital accession. It is of the utmost importance that
the steps and procedures outlined in this manual—from file naming conventions for
log files to settings used in application—be strictly followed by all BHL employees
engaged in the processing of digital content. In addition, processing archivists and
student processors will produce descriptive, administrative, and preservation
metadata that will permit the Bentley Library to generate a Metadata Encoding and
Transmission Standard (METS) document for each digital deposit.

Progress on each digital deposit will be tracked with the Bentley Historical Library
Digital Processing Checklist, a document that will reside in the \ Metadata\ folder.
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Workflow: Overview

The basic workflow for processing digital records will involve the following steps:

1.

7.

UARP/MHC reaches an agreement with a donor/creator regarding the
transfer of digital content to the Bentley Historical Library.

Archivists are provided access to digital materials (either remotely or via
removable storage media).

A preliminary review of the digital materials will be performed (if it has not
taken place prior to the transfer agreement) to determine if they warrant
additional processing and long-term preservation by the Bentley Historical
Library. Archivists will also confirm the presence of sensitive materials that
will require restrictions under applicable laws and/or BHL policies.

Create an accession record in BEAL. If some/all of the digital content will not
be processed for long-term preservation, note these materials in the
separations.

Digital Curation Services will manage the creation of and access to
appropriate processing directories in the Interim Repository.

Content will be migrated to the appropriate processing directory in the
Interim Repository.
a. Depending on the source/transfer method, archivists will use one of
several tools identified and tested by Digital Curation Services.
b. Processing directory will include a \Metadata)\ folder.
c¢. Create a separations folder (titled: Collection]D_Name) in \bhl-
root\Separations)
d. Note the unprocessed location in BEAL and record the capture of
content in the PREMIS preservation event spreadsheet.

Following a More Product, Less Process approach, the archivist/student
processor will conduct the following operations:
a. Change filename to the Deposit ID (the collection ID plus a four digit
number, i.e. 87134_0001)
b. Virus scan (Save log file in the \ Metadata\ folder and record event in
the PREMIS preservation event spreadsheet.)
c. Backup of content
d. Normalization of folder/file names (Save log file in the \ Metadata\
folder and record event in the PREMIS preservation event
spreadsheet.)
e. Scan for personally identifiable information (PII) (Save log file in the
\Metadata\ folder and record event in the PREMIS preservation event
spreadsheet.)
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f. Appraisal and analysis of content (If email is present, archivist may
need to convert file format to MBOX to review messages in an MBOX
viewer.)

g. Add file extensions to unidentified files with TRiD (Save log file in the
\Metadata) folder and record event in the PREMIS preservation event
spreadsheet.)

h. Separation of unnecessary or superfluous content

i. Use TreeSize to identify and move content to appropriate
folder in \bhl-root\Separations\

ii. Save log file in the Metadata folder and record event in the
PREMIS preservation event spreadsheet.

i. Arrangement (only if needed)

j- Run bhl_batch.bat to create preservation copies of material in at-risk
formats.

i. Text/office documents: MS Word, Excel, and PowerPoint
documents will be migrated to 2010 Office Open XML; PDF
documents will be converted to PDF/A.

ii. Raster Images: BMP, PSD, PCD, PCT, and TGA will be converted
to TIFF.
iii. Raw Camera Images: 3FR, ARW, CR2, DCR, MRW, NEF, ORF,
PEF, RAF, RAW, and X3F will be converted to JPEG (for access)
iv. Vector Images: Al, EMF, and WMF will be converted to SVG; PS
and EPS will be converted to PDF/A.
v. Audio files: WMA, RA, SND, and AU will be converted to WAV.
vi. Video files: FLV, WMV, RMVB, and RV will be converted to
MPEG4 (with H.264 encoding).
vii. Email will be converted to MBOX.
viii. Database files: ACCDB, MDB, SQL Server and Oracle DB will be
converted to SIARD open XML.

k. Create ZIP archive files (if necessary) and finalize packaging of
content for deposit in a long-term preservation repository

. Content characterization with DROID

8. Content will be transferred to a post-processing location
a. Restricted content: \bhl-archive\ (“dark” storage location)
b. Unrestricted content: \bhl-root\deepblue_deposits) in the Interim
Repository

9. Complete metadata forms
a. Deep Blue deposit spreadsheet
b. PREMIS preservation event spreadsheet
c. EAD descriptive and administrative metadata template

10. If the content is unrestricted, Digital Curation Services will coordinate its
deposit in Deep Blue.
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11. For unrestricted material, place a copy of the deposit (with \Metadata)
folder) in \bhl-archive\.

12. Description:
a. Create/update finding aid
b. Create/update catalog record
c. Update BEAL record

13. Clean up:
a. Manage disposition of separations, per the transfer agreement.
b. Delete backup copy
c. Delete version from ‘Unprocessed’ and \deepblue_deposits)
directories (if applicable).
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Phase 1: Accessioning Digital Content

The transfer of digital content may be preceded by discussions with donors, an
initial exploration of material, and the signing of a transfer agreement and/or deed
of gift. Archivists may also learn of digital content in the course of routine
operations or be approached by creators/donors who are interested in providing
the Bentley Library with digital content of archival value.

Communications with new or existing donors in regards to the transfer of digital
materials to the Bentley Historical Library should be conducted in the same fashion
as those for paper or analog records and manuscripts. Digital Curation Services has
created a matrix of interview questions for both MHC and UARP to utilize with
donors. In addition to inquiring about digital materials, record-creating practices,
and storage environment(s), archivists should also direct donors/creators to
information regarding:

e The library’s approach to digital curation and the extent of its responsibilities
and obligations for ensuring the long-term preservation of and access to
digital content.

e Sustainable file formats, naming conventions, and transfer methods.

In addition, if a creator/donor has an existing transfer agreement, it will be
important to update this agreement to reflect the Bentley Historical Library’s
current policies regarding the transfer and accession of digital content. Transfer
agreement and deed of gift documents will need to be reviewed on an annual basis
to ensure that they accurately reflect the current state of the library’s policies,
practices, and procedures.

1.A: Digital Components in Transfers to the Bentley Library

BHL archivists will receive digital content (or access to digital content) in a variety
of manners. Generally speaking, the digital components of transfer to the Bentley
Library will reflect one of the following pakages:

1. ‘Hybrid’ collections in which removable media (CD-ROMs, DVDs, floppy disks,
USB drives, etc.) are interfiled in boxes with paper records/manuscripts. The
presence and/or extent of this content may be unknown to the library at the
time of the transfer.

2. ‘Hybrid’ collections in which digital content (on removable media, network
shares, or other source) forms a separate and distinct component of an

accession and is known to exist by the library.

3. Digital collections in which the library receives only digital content stored on
removable media (including external hard drives, laptops, NAS boxes, etc.) or
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accessible via a network share or other online resource (including email
accounts).

4. Digitization projects in which the Bentley Library or a third party has
converted paper/analog materials to a digital format.

1.B: Initial Assessment of Content for Processing and Long-Term Preservation

Professional staff at the Bentley Historical Library will conduct the initial review
and accession of digital transfers. Decisions at this stage will be important in
determining if digital content warrants migration to the Interim Repository
processing space and be prepared for long-term preservation.

1. If the contents and relative value of a digital transfer are already known (for
example, as a result of a review conducted during negotiations with
donor/creator), the archivist may proceed to create an accession record.

2. If the contents of the digital transfer are not known or are of unknown value,
archivists must conduct a review to determine if time and resources should
be expended to process the material. For removable media interfiled with
paper materials in hybrid collections, MHC/UARP supervisors may need to
help student processors reach an appraisal decision.

3. The decision as to whether or not content will be migrated to the Interim
Repository and be processed should be based on the following criteria:

a. Traditional appraisal criteria such as collecting priorities, provenance,
functional analysis, content analysis, etc.

b. Redundancy: is the informational /evidential content of the digital
material available elsewhere in a reliable format or authoritative
source? Will these alternative versions suffice for the needs of
researchers and the Bentley Library?

c. Preservation issues such as data corruption, formatting problems,
obsolete file types, etc. Archivists should consult with Digital Curation
Services in regards to any questions or concerns about preservation
issues.

Archivists will use TreeSize Professional to attain a high-level overview of the
content and structure of a transfer’s digital components. Quick View Plus and VLC
Media Player may then be used to view text/image files and audio/video files,
respectively. At the conclusion of this review, the archivist should reach a
determination as to whether all or part of the transfer will be migrated to the
Interim Repository and be prepared for long-term digital preservation. To ensure
accurate statistics, any portion of the transfer that will not be processed
should still be included in the separation record.
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1.B.i: TreeSize Professional—High-Level Analysis of Content and Structure

The archivist must first gain a high level understanding of the structure and
contents of the transfer. Files in an IFS drop box may require the archivist to
download a copy to his/her local desktop. It may be possible to review content
stored in other storage systems (such as SharePoint or CTools) in its native
environment; refer questions/issues to Digital Curation Services. To review content
on removable media, external drives, or a network share in an efficient manner,
archivists will conduct a scan with TreeSize Professional.

1. Select the appropriate directory.
B
File Edit Branch ¥iew Sort  File Search  Tools  Help
“e Local Disk (1)

| % &

ma
ma
@
N

Please select a drive or Folder that should be

@' Deskbop

+ D My Documents

+ j My Computer
[ R Pa—

2. Review the directory structure; TreeSize allows you to expand the main
directori to various sublevels i 1-6 i or to fulli expand all subfolders.
A TreeSize Professional - Size - Wwmware-host\Shared Folders\Deskt
. File Edit Branch \iew Sort File Search Tools  Help
|20 Vivrmware-hostyShared FoldersDesktop! Archived_Public_wWebsitel,
()| % @ B8 42 82[0 | wo we ca[

1 ToLevel 1 skropharchived_Public_'Wwebsite  Size: 236.5 M
er: Everyone

ToLevel 2 X
Tolevel 3 Shared Folders'\Desktopiar | | @ char

ToLevel 4
education
Tolevel 5 Extensio

Tolevel & D = .

Facultystaff D Q-_] :
Full Collapse home . E‘j '
I

Full Expand  Shift+CtrH+=

3. Scroll through the directory tree. Folder names may identify the function and
likely contents of folders and subfolders. The archivist should note
directories that may be of interest, out-of-scope, or require additional review.
Adjust the right and bottom boundaries of the window to expand the view.
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¢ | 2 Vmwiare-hostishared FoldersiDocuments\CDL Web Archivingl, v R
Dt || e % @ B3 AR ALIL | ke me cB|f)

I Vermware-hastd Bttirchiving  Size: 4.5K8  Allocated: 45KB  Files: 1

4.6 MB \vmware-host\Shared Folders\Documentsi€DL ©* | | @ Chart | E= Details | ¢ pxt
595.2 KB Bentley wWeb Archiving Guidslines o _
- o " BoHR
[ 116.0KB Web Archiving Guidelines 3
= 47a.2ke [BFies] Hame
3 22.7MB Case Study ) Bentley Web Archiving Guidel
) 278.3KB Conferences [) Case Study
=) 63.6MB CrawlIssues [) Confersnces
[ 267KB 07092010 () Crawl Issues
[ 55.0MB CrawlLogs ) Farulty_Websites
3 69KB CSSissues () Going Public
) MARC records

= zome LsA
100.5KB ) MHC web archives
M| =) Hotes

Mews and Information

[5) OAI_Metadata
Marne: FEe %% Free [ Other Universities
e 39968 20.9GE [NSER: () Policy
0! 15876 463GE MZI % ) Presentations
E-+d 931 GB so0 G [INEEEEIN

) Quality Assurance

4. View the TreeSize file extension report to get an overview of the various
formats present in the extension. TreeSize will automatically group content
based upon file types (i.e. Audio Files, Video Files, Office Files, etc.). Archivists
should identify the predominant file types in the accession (office documents,
graphic images, video, audio, etc.) and see if there are large numbers of
unfamiliar file formats present.

@ chart | = Details Users | (1} Age of Files | (% Top 100 Files |

Hiskory
TYE BSHEHR |=E You may need to click this
Extension b ths"llgﬂ to VTEIE%atEyC ELLE&#PS' Files | |
+ Container Files 22.6 MB 22.8 MB 8.9 % 3
- Graphic Files 6.9 MB 76.9 MB 30.2 %o T8
DIZ._W Jif 4.5 KE 4.5 KB 0.0 % 1
DIQ-J Jipg 75,9 ME 75,9 MB 20,8 % 7z
.IL_‘] .prg 957.0KE 955.0 KB 0.4 % 5
+ Internet Files 2128 KB 219.0 KB 0.1 % 24
= Mail Files 155.7 KB 156.0 KB 0.1 % 1
L& mbox 155.7 KB 156.0 KB 0.1 % 1
- Miscellaneous Files 3.5 MB 3.5 MB 1.4 % 21
B E none 5701 KB &72.0 KB 0.3 % 9
l:‘ .htrnl~ 15.1 KB 15.5 KB 0.0 % 1
O ord 0.3KE 1.5 KB 0.0 % 3
l:‘ B ek, 2.6MB 2.6 MB 1.0 % 7
D .textclipping 0.0KE 0.0KE 0.0 %% 1
-/ Office Files and Documents 92.9 MB 92.9 MB 36.5 % 254
.hﬂ] o5 100.4 KB 1010 KB 0.0 % z
|:||E_1 .doc 17.4 MB 17.4 MB 6.9 % S0
.Eﬂ .daocx 29.4 MB 29.4 MB 11.6 % g3

This step is intended as a high-level overview; archivists should not worry
about identifying every extension. Consult with Digital Curation Services if
you have any questions or visit http://www.fileinfo.com/ to look up specific
file extensions.

1.B.ii: Quick View Plus—Review Text-Based Documents and Images (as necessary)

Quick View Plus may be used to examine a variety of text-based/document and
image file formats. Please note that Microsoft Forefront Endpoint Protection will
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detect viruses and malware as files are accessed. It is very important that it is kept
up to date and that real-time protection is turned on (under the Settings tab). The
“Advanced” settings should also be adjusted so that Forefront Endpoint Protection
will scan archive files and removable drives.

1. Inthe Folder Pane, use the mouse or arrow keys (right and left arrows may
be used to expand/collapse subfolders) to navigate to the appropriate

directory.
= Quick View Plus

File Edit Wew Go Window Help

[ €& —

3

A 3% Floppy (A:)
s Local Disk (22
) .droidé
&J 5090497 ef27d53a780ed
= E} Documents and Settings
[ Administrator
() all Users

L B N WO ~JRRN | R Y P

[£

| &3
W= nrmirisrearne  C=nll 1 lzare ek L ser |

2. After a folder is selected in the Folder Pane, a list of its contents (both
subfolders and files) will be displayed in the File Pane. Use the mouse or
arrow keys to open a sampling of the files and verify their content/potential
value. Content will be displayed on the right-hand side in the Viewing
Environment.

"L intro_webarchives. html - Quick Yiew Plus

File Edit view Document Go Window Help

I[P N — b 0) [T (0 )« Fit to Window Width (text only)

_ ) COL Web Ardl A

=) Bentley

Lo @) web.

{3 Case Stuc

: EE?;LT;i:— Viewing Environment

- {0 Faculty

[+ Going Put

E {3 MARC rec

RIS REEE—FEen BENTLEY HISTORICAL LIBRARY
= UNIVERSITY OF MICHIGAN

53] banner . gif I
:‘}bhldesign.css File
[ bhllayout css Pane
[ bhiprint.css

@ indesc. bl

i intro_webarchives.htm
@Drint\ugu.jpg

& | UMwebarchives.html
E weharchives, himl

+ Home
Research
webarchives, html~ Exhibits
Reference
University Records

1.B.iii: IrfanView: Review Raster Image Files (if necessary)

IrfanView is a freeware/shareware application that can be used to view over 70
different image formats.
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1. Start IrfanView; go to Files > Thumbnails to open the thumbnail browser.

e TrfanView

Edit Image Options View Help
Open... 0
Reopen Shift+R

Open with external editor 4
Open as 3

Thumbnails T

2. Use the navigation tree on the right hand side, browse to the deposit
directory, and select any folder that contains images.

EJ IrfanView Thumbnails =N =R
File Options View 5Stop Exit
[ z)

+ DVD RW Drive (D:
/=51 bhl-archive (\ibhl-an
-3 bhl-root (\\bhl-root.m.

+[:| Temporaryltems

+[:| ~snapshot

o | backup
deepblue_deposits
metadata_all
+-|__| separations
~-[_] unprocessed

3. Irfanview will automatically load thumbnail images of all image files into the

viewing pane.
mlﬁanV\ewThumbnails EI@

File Options View 5top Exit

‘ Zhunprocesseditesth2011113_0001 Y mageshrawh L ———— e - |
—D Documents = :

D July
B3| May
(] pefs
=1 Images

m,

[_] Metadata
[_] video

w1 FILFS - Conw
4 T 3 o

4. Click on a thumbnail to display a full-scale image if a closer look is required
or use the navigation pane to browse to other folders.

1.B.iv: Inkscape—Review Vector Images (as necessary)

Inkscape is a free vector image editor and viewer that can be used to open
individual files. To view PS and EPS files, Ghostscript must also be installed and both
Ghostscript and the ps2pdf script must be included in the PATH environment
variable. In addition, .Al and .WMF files may be associated with Inkscape (via the
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“Open with...” dialogue in the right-click context menu or by going to Control Panel >
Programs > Default Programs > Associate a file type or protocol with a program).

Once Inkscape and its dependencies have been installed and the PC is properly
configured, the archivist may either double-click on the vector image, or navigate to
it by selecting the Open icon (or File > Open menu item).

Q CAEMLetteringC52.ai - Inkscape EI@
File Edit View Layer Object Path Text Filters Extensions Help
0 S Bl ee Db Q@@ Deal FEF »
E: 7 @ | LB ? £7 | x|0000 ff v|oooo 5 w000l & »
o A =
T R A P P 1 P e O 1O O @

| ;
B
&\ i ?-u
ﬁ N et
Q -

a

a-
l:‘ o =
O :
Qe * L
® - -

N Y

L 4

» T 2 % 4
D}E N 7 N B
< [ b
E::Irli:uke E:: 0:100 [ &3 a -CAEMLetteringCS2 |Z| Alt: click to select und. ?:292:22 1M =

1.B.v: VLC Media Player—Review Audio and Video Files (as necessary)

VLC Media Player is an open-source media player that supports a wide range of
audio and video codecs and file formats.

1.

2.

13

The archivist may open a single file, a disc (CD or DVD), or an entire folder (in
which case, multiple files will be added to a playlist).
& VLC media player

WEGEM Playback  Audio  Wideo  Tools  View  Help

[¥] GpenFie... Chrl+C
B Advanced Open File, .. Chrl+Shift+0
[T Open Folder... Chrl4+F
(=) Open Dist... Cri+D
& Cpen Metwork Stream.., Chrl+M
Open Capkure Device, .. Chrl+iC

Play controls are located at the bottom of the window; in addition to Play,
Pause, and Stop buttons, the archivist may fast forward or reverse progress
by adjusting the slider on the progress bar. Click the arrow keys to move to
the next/previous item in a playlist.
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3 Progress bar (and slider) »

Pay D [e[mon] [E=I) [@]2¢) O ]

Pause
Faith - State oF _the: itate rnpd 1.00x | 00:34/06:15

Previous/next in playlist

1.C: Identification of Restricted Content

Information gained from the BHL Transfer Agreement and/or communication with
the donor/records creator should identify sensitive content that should be
restricted according to applicable laws (FERPA, HIPAA, etc.) and BHL policies. The
initial review of material should confirm the presence of this restricted content and
may uncover additional sensitive content.

1. Due to the impossibility of checking all files, restrictions will be broadly
applied—i.e. all files in a directory will be restricted if any are found to
contain sensitive content,

2. Be sure to note applicable restrictions in the BEAL accession record,
metadata templates, and finding aid.

3. For collections that contain both restricted and unrestricted content, the
archivist may need to divide the collection into two separate deposits: one of
which will be deposited in the public digital repository while the other will
be deposited in the dark archive. Consult with Digital Curation Services for
more information.

1.D: Creating the Accession Record

Accession records for hybrid/all-digital collections will be created according to the
basic guidelines for paper and analog collections. As usual, archivists will note the
unit (MHC or UARP), donor number and name, staff received, accession date,
description, separations, gift agreement, and other fields. The archivist will also note
the location of the unprocessed content in the Interim Repository.

As of October 2011, additional fields must be added to BEAL so that information on
the size, extent, and initial appraisal of the transfer may be recorded. In a departure
from prior procedures, the archivist will attempt a more accurate tally of the digital
content’s extent. For removable media, this may entail counting the number of
carriers (floppy disks, CDs, DVDs, etc.). For external hard drives, USB drives,
network, shares, or other online sources, it may be possible to tally the number of
files and volume (in bytes) for the transfer. The Separations section will also be
modified so that archivists may record more accurately the extent of separated
digital content may be recorded.
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In cases where archivists are aware of the contents (or value) of a digital transfer, it
may be that the creation of the accession record will follow the migration of content
to the Interim Repository.
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Phase 2: The Migration of Content to the Interim Repository

If content will be processed, archivists must notify DCSS of the incoming collection.
To effectively allocate storage space within the Interim Repository space within ITS
Mainstream storage, Digital Curation Services will manage the creation of
directories as well as user access and permissions.

Digital Curation Services has identified various tools to migrate content into the
Interim Repository. If any issues arise during the transfer of digital content,
archivists should consult with Digital Curation Services. The following storage
environments and carriers have been identified as common sources for transferred
digital content:

e Removable media (CD-ROMs, CDs, DVDs, floppy disks, ZIP disks, USB drives,
external hard drives, etc.)

Network Attached Storage (NAS boxes, shared network storage, etc.)
C-Tools websites

SharePoint sites

Web-based storage (file servers, drop boxes, FTP sites, etc.)

Email accounts

Other

Procedures and tools for migrating content from different sources will vary. In all
cases, the following guidelines should be observed:

e No changes should be made to the content and organization of digital files on
the original media/storage location. Digital Curation Services will explore the
purchase and use of hardware write blockers in the near future.

e Every attempt will be made to preserve the original order of content
(including directory structure) as it was saved on the original media/storage
location by the creator/donor.

¢ Original physical media provided to the BHL will be photographed and this
digital image will be retained while the media is discarded.

2.A: Establishing Directories and Gaining Access to the Interim Repository

As content is migrated to the Interim Repository, it will be saved in an appropriate
Collection Directory. There will be one directory for each record group and
manuscript collection held by the BHL. These directories will be named according to
the following convention: Collection]D_Name (where the ID is an official BHL
Collection Identifier and the name is a short, human-readable adaptation of the
collection title. Example: 87274 _President).

If the Collection Directory does not exist, Digital Curation Services will create it and
adjust folder permissions accordingly. If the Collection Directory already exists,
Digital Curation Services will adjust permissions so that the processing archivist has
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full access. The University of Michigan ITS Windows Support team may assist Digital
Curation Services in the management of user permissions.

In addition to the digital components of the transfer, each processing directory will
contain a \ Metadata\ folder into which the archivist will save log files and the
following templates (available on the Digital Curation CTools site):

e FEAD XML template to record descriptive and administrative metadata for the
entire digital deposit.

e Deep Blue spreadsheet template to record descriptive metadata that will be
used in the batch ingest of content into Deep Blue.

e PREMIS Event spreadsheet template to document all preservation events
performed by BHL.

Example of a Processing Directory:

& Y:\unprocessed\2011012_Castagnacci

File Edit View Faworites Tools  Help

Q Back - > ir p ) Search Folders ¥ [ x m m -
Address || ¥ \unprocessedi201 1012_Castagnacc

Mame Size  Type Date Modified
|Z)Background_Material File Folder ar10f2011 2:46 PM
) Castagnacci_20100219_RiverGalleryPromotion File Folder a/10f2011 2:46 PM
) Castagnacc_archivediwebsite_20080227 File Falder g/1ef2011 9:04 AM
|2 Classroom_Instruction File: Folder a/10f2011 2:46 PM
|Z)Collaboration_MichaelGould File Folder a/10f2011 2:46 PM
|)Digital_Reproductions File Falder S/10f2011 2:46 PM
) Interviews File: Folder a/10f2011 2:46 PM
IJMetadata File: Falder a/16f2011 12:54 PM
|[JRestrictedCantent File Falder S/10f2011 2:46 PM
|2 Studio_Work, File: Folder a/10f2011 2:46 PM

Digital Curation Services will also establish a collection directory in the \bhl-
root\Separations) so that unnecessary/superfluous content may be removed (see
section 3G for more information).

2.B: Migration of Content from Removable Media

The transfer of content from removable media (which includes, but is not limited to:
CD-ROMs, CDs, DVDs, 3.5” floppy disks, ZIP disks, USB drives, and external hard
drives) presents numerous challenges to the processing archivist.

Material in hybrid collections is particularly challenging because it requires the
archivist to maintain the relationship between the content on removable media to
the boxes in which the media was originally located. Furthermore, large collections
of removable media may require the processor to arrange content (by constructing
a directory hierarchy) as it is migrated from the physical media.
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Due to a lack of equipment, the Bentley Library is currently unable to process 5.25”
and 8” floppy disks.

Upon the successful migration of content to the Archivists will record ‘unprocessed
location’ in accession record.

In addition, the archivist will record the migration of content in the PREMIS Event
spreadsheet in the \Metadata) folder. The transfer of material into BHL custody
corresponds to the “capture” PREMIS event (“the process whereby a repository
actively obtains an object”). Information for this event will include:

e Date

e QOutcome (“passed”)

The Bentley Historical Library has identified two applications that may be used to
migrate content from removable media (i.e. floppy disks, data CDs and DVDs, USB
drives, external hard drives, etc.): the Duke DataAccessioner and DirSyncPro.
Separate tools will be used to migrate content from audio CDs and movie DVDs.

2.B.i: Option 1—Duke DataAccessioner

The Duke DataAccessioner provides a simple graphical interface for the migration of
content removable media to the Interim Repository. Because it was designed for a
specific workflow in the Duke University Archives, the Bentley Library will not use it
precisely as it was intended. Most significantly, the DataAccessioner has a
tendency to create unwanted folders; archivists should consult with Digital
Curation Services to ensure they are correctly completing metadata fields and
selecting the appropriate destinations for migrated content.

NOTE: The DataAccessioner is unable to move files with some non-alphanumeric
characters in their filenames. If this is the case, you will need to delete any content
that was moved into the Interim Repository and run a complete migration with
DirSyncPro.

1. Open the DataAccessioner; you must complete the metadata field to run the
program.
| £ Duke Data Accessioner E@
File Adapters Metadata Managers Help

‘four Mame | Michael Shallcross

Accession # | 2010124 _Rackham

Collection Title |Rackham Graduate School

| Accession Directory | Z:\unprocessed

| 8 [ |Display: Size Last Modified

The DataAccessioner will create a folder that corresponds to the “Accession
#” inside of the Accession Directory. This entry may be a number, text, or
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both. If a folder entitled “Accession #” already exists, the DataAccessioner
will migrate content alongside the existing materials in that folder. You may
use the same “Accession #” for multiple transfers.

Depending on the nature of the collection, the archivist may need to migrate
content to a subfolder of the main processing directory. Simply enter that
subfolder’s name as the “Accession #” and use its parent folder as the

Accession Directory.

To select the Accession Directory, click on the eponymous button,

[ Accession Directory ]
browse to the appropriate directory, and click Set as Accessions Directory.

| £: Open @I

Look in: .-_*bhl—mot['l,\bhl—mot.m.storage.... | ? ""'E|

[ . Temporaryltems
o 5t | backup
Recent Items . deepblue_deposits
metadata_all

! . Separations
Desktop

. ~snapshot
K
k , ) - -
My Documents Folder name:  |Z:\unprocesse: Q Set as Accessions Directory P
o Files of type: :m| Files - [ Cancel ]

Now select the content to be migrated. Click the “Load source disk /
directory” button and browse to the target. Click Select Disk / Directory to
Migrate when done.

[ Accession Directory ] Z:\unprocessed
. B [ |Display: Size Last Modified
£ Open @
Look in: | testFiles vi : ] *’E
D l Executive Committee Maternals 2009 [§ Slg gl
-i)# . Facebook download J Images
Recent Items , FILES | Images 2
! ] T b
Desktop Folder name: | rials 2009 [ Select Disk/Directory to Migrate
.'h-‘ Files of type:  [all... +| [ Cancel

NOTE: A specific directory must be selected for migration. The
DataAccessioner will not migrate individual files. As a result, the
DataAccessioner will create a subfolder in the Accession directory that
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corresponds to this directory. Please take this into consideration when
configuring the migration.

Archivists may include/exclude specific files and/or folders from the
migration. All content is included by default; to exclude material, click on the
file or folder name and then click the red “stop” button. If you select a folder,
all files and subfolders therein will be excluded.

.j |D|5|:|Iay Size Last Modified

Executive Committee Materials 2009

Er Agendas
| ] colloquiurm Ad MDaily. doc
| ] Colloguiurn Schedule 5.11,10.doc
------ d Colloquium arrangements, doc
= @ Partnerships
------ || Research in Bioethics Event.doc
------ d Research in Bioethics FORUM PLANMING 4.09.doc
B Planning Documents

------ -] BIOETHICS Poster.doc

------ ,j BIOETHICS poster2 (3).doc

ioethics Colloguium May 21 EXPENSES. doc

Click the blue icon to re-include a file or folder.

| @@Display: Size Last Modified

=~ Executive Committee Materials 2009

=" Agendas
------ Ij Colloguium Ad MDaily.doc
------ -] Colloguium Schedule 5,11, 10.doc
------ ,j Colloquium arrangements. doc
= [@ Partnerships
------ o] Research in Bioethics Event,doc
------ |j Research in Bioethics FORUM PLAMMIMNG 4.09.doc
=+ Planning Documents

------ -] BIOETHICS Poster.doc

------ ,j BIOETHICS poster2 (3).doc

sthics Colloguium May 21 EXPEMSES.doc

Archivists may also change the Disk (or Directory) Name for the subfolder

containing the migrated files:
Source Data Metadata

Disk Mame

Executive Committee Materials 2009 [ Recommend Disk Name ]

The Recommend Disk Name option will provide a simple identifier (“Disk
0001) for the folder title. Note that the DataAccessioner will not permit two

directories with the same name to be migrated to the same accession
directory.
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Metacata Error @

IQI Disk with the name Executive Committee Materials 2009 already exists,

5. Click the Migrate button to proceed with the migration. A progress bar at the
bottom will track the migration.

[F Migrate Cancel | [ Clear Disk Information || Clear All |

Successfully migrated data.

If any files are unable to be transferred, a warning will appear. In such a case,
delete any content that was successfully transferred and perform a new
migration with DirSyncPro.

6. The DataAccessioner will create an XML manifest in the destination
directory; be sure to delete this file.

Marne Date modified Type
Executive Committee Materials 2009  11/3/2011 11:52 AM  File folder
=] 2010124_Rackham.xml 11/3/201112:46 PM XML File

Note the directory structure of this newly migrated content; improper
metadata entry can add several unnecessary levels of folder hierarchy.

Z:\
Unprocessed\
+2010124_Rackham)\
Executive Meeting Minutes 2009\
Agendas\
" Minutes\

Partnerships\

2.B.ii: Option 2—DirSyncPro

DirSyncPro is a freely available multi-platform application that can synchronize
directories in two locations.

1. Open DirSyncPro; a new job (Job 1) should be present. If not, create a new job
by selecting File > New from the main menu.

2. Select the new job (Job 1) and click edit.
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@ DirSyncProJobset.dsc - DirSync Pro 1.44

= |[E
File Run Tools Help
HeEHE OOO0O GO €0
A’Na _' Edit "* Dawn] ’ ]Copy”ﬂ Remnue] ’IZ‘aII”D none] ’ g Expand ” . Collapse]
@Jobs\vl
¢ R € Edit Job 1 ==
Basics | I I I I I Log I Schedule | Advanced I Acﬁons|
Label & Paths

7 Label 2010124 Rackham

Dir A|C:\Users\Michael S\Desktop\testFiles\Executive Committee Materials 2009

|7 Dir B|Z:\unprocessed\2010124_Rackham
5 Indude subfolders

3. Enter label and path information:

a. The Label should be CollectionID_Name (i.e. 2010124_Rackham).

b. Dir A is the source directory (i.e. the content you want to move into
the Interim Repository); browse to the appropriate folder or drive
letter.

c. Dir Bis the target directory in the Interim Repository where content
will be moved.

d. The ‘Include subfolders’ box should be checked.

4. Adjust the Sync Mode to Synchronize A -> B (custom). DOUBLE CHECK TO
ENSURE YOU HAVE SELECTED THE APPROPRIATE MODE!

€U Edit: Job 1 (=23
Basics | I I I I I Log I Schedule | Advanced I Acﬁcns|
Label & Paths

F Label| 2010124 Rackham

Dir & C:\Users\Michael 5'DesktoptestFiles \Executive Committee Materials 2009

|£7] Dir B|Z: \unprocessed\2010124_Rackham
‘1 Indude subfolders

Sync using this mode

e Sync Mode: L * Mirror A -> B (incremental) -

“ Mirror A ->B ({incremental)

w Mirror B -> A (incremental)

@ Synchronize A <-> B {incremental)

# Backup A > B {full)

< Restore B -= A (full)
Information #* Contribute A -> B (incremental)
Set up the direpp Contribute B - A {incremental
mono-directiont l 4 Synchronize A -> B (custom)
fesdupdent fles e SyroToNEE > R e

5. Adjust custom settings under the following tabs:
a. Copy: check Always copy all files
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P Edit: Job 1

Basics| Copy | Conflict resolution || Filkers | Deletic

Copy these files and dirs

| Always copy all files I
14
|

b. Deletion: uncheck boxes for After sync delete... Orphan files/dirs in the
destination. There should be no boxes checked under this tab!

C.

@ Edit: Job 1
Basics | Copy | Conflict resalution Filters| DE|9ti0n|Baclo.|p Log || Schedule | Ad:

after sync delete
¢ Orphan files in the destination ifiles that do not exist in the source)

5% Orphan dirs in the destination {dirs that do not exist in the source)
¢ Force deleting excluded files From Dir &

5% Force deleting excluded directories from Dir &

¢ Force deleting excluded files From Dir B

5% Force deleting excluded directories from Dir B

OPTIONAL: To exclude certain files or directories from the transfer,
you may create exclusion rules under the Filters tab. (By default, all

files and directories will be included.

P Edit: Job 1

Basics | Copy | Conflick resolution| Fi|t3f5|DeIetion Backup || Log | Schedule | Advanced || Actions

-j’ Filkers

: | Inchude

=+ [ By Pattern

P Dirs matching: *'
| Files matching: **

| Mew A ﬁ [ @ Expand “ - Collapse]

Infarmnation

Wou may (rejdefine here filkers For inclusion and exclusions of files and directories if the Sync Mode under the
tab Basics is set ko 'custom’, 'Edit’ and 'Remowve’ buttons get awvailable only i a filter is selected. Filker tree
nodes get graved out if they do not contain any filker,

[ Vo | @cancel |

i. Click ‘New’ on the main Filters screen
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Basics | By Pakkern

Filker type
T Filter by
(&) [ File/dir pattern
O a4 File size
In-/Exclude
T what to do
(| Include
() | % Exclude

ii. Check the ‘Exclude’ radio dial

iii. You may create rules based upon pattern in the file/directory
names or by file size.

1. You may include the names of specific files or

directories iou would like to exclude.
Basics | By Patkern |

Pattern

} Pattern“
(® | | File
() |7 Directory

2. Exercise caution when entering names so that you
do not inadvertently exclude important content.

6. When settings are correctly adjusted, click the Analyze button to see a

preview of the transfer.
P DirSyncProJobset. dsc - DirSync Pro 1.44

File Run Tools Help

HJrEdE @000 606 @

[ ;New][ J_ Edit] [* Up][* Down] [ [ ]Cop\;”ﬂ Remmre] [lz‘ all IE
@ Jobs

=8 [ c714

-- [=5] Paths: Source:|\wmware-hostl Shared FoldersiDeskopioukputis:
-- In-/Excludes: Include Dirs: ¥, Exclude Dirs: ", Include Files: *,

" s Mode: Synchronize B - & {custom), Copy Options: Copy Al+-Coj
i [T2] Schedules: Hone

a. DirSyncPro will produce a preview of the transfer, identifying the
number of files and directories to be transferred.
b. Files are shown directly beneath parent subfolders. If you would like
to remove any files from the transfer:
i. Highlight the files (to remove an entire directory, you will need
to highlight the folder as well as any files it contains).
ii. Right click and choose Remove all selected from Q.
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Open parent Folder

(.3 Remove this From

=) EMLErial .3 Remove all of this mode from g 2B

|5 inbox 16| Asm
Remove all selected Fram

(e . 2 AD

=1 [spam] HomeGrown Festival, KE

(AT |

VAR AR AR AR AR AR

7. When you are satisfied with the transfer preview, click the Synchronize
button.

@ DirSyncProJobset. dsc - DirSync Pro 1.44

B EHE DO G

Summary | view | Filtsr |

Analyzed  Syncing Always Tew

Murnbet of files: 75 &4 64 0
Murnber of dirs: 30 28 8 0
Total: 105 92 92 1]

a. The progress bar on the bottom of the window will track the
transfer’s status.

Progress
6 Total: 01:04 f 01:51
_l Current: e-host)Shared FoldersiDeskiopioutputisample emailimaillDPRoutput 1201 Ot s b BT R Pt s e e N TN |

b. The summary page will show that files and directories from Dir A are
now mirrored in Dir B.

P DirSyncProJobset. dsc - DirSync Pro 1.44
File Run Tools Help

H=EHA QOO0 GG V&8O

summary | view | Filter |
Analyzed  Syncing Always Mew Modified Larger Larger&Modified To be deleted  Conflicks
Number of files: 75 B4 B4 1} 1} 1} 1} 1} 1}
Number of dirs: 30 28 28 1} 1} 1}
Total: 105 a2 a2 ] 1} 1} 1} 1} 1}
Dir & Date Size Mode Cir B Date Size
D5 _Stare 19-11-1015:20) 6.0KE <BE> D5 _Stare 19-11-10 15:20) 6.0 KB| A
) backup 22-09-1013:00]  1366) <> | backup 26-09-11 12136, 0B|
14] Attach.tsb zz-09-1012:48) 1.2KB[ <G> |[14] Attach.tab zz-09-1012:48] 1.2KB
) Inbox 2209101248 1708 <he> ) Inbox [26-09-11 12:36) 0B
Attach zz09-1012:143) 1366 <he> attach 26-09-11 12:36) 06

al] MGO0169-20100814-1210.jpg 17-08-10 10:06|434.4 KB <ht> |&l] IM&00169-20100814-1210.jpg 17-08-10 10:06] 434.4 KB

4| Thumbs.db 22-09-1012:43| 5.5k6| <G> [[%] Thumbs.db 2z-09-1012:49) 5.5KB
I_) SharePoint 28-10-10 16:48 136 6| <We> | SharePoint 26-09-11 12:36) 0B
I Attach 28-10-10 16:48) 1366 <hi> ) Attach 26-09-11 12:36) 0E

8. Select the Message tab near the bottom of the screen to see if any errors
occurred in the transfer. Adjust the message queue filter to only display
‘Errors.’

a. Click OK.
b. Manually transfer files, if needed.
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P DirSyncProJobset. dsc - DirSync Pro 1.44
File Run Tools Help

LHerEHE 0000 GG W&

Wiewy these filesidirs in the messagesqueus: /—h\
[]&® Infc's [ /0 warnings €9 Errors | File operations ’V RESEt{ v Ok }@ Clean]
Time Message

(

c. When done, click Clean to clear all messages.

9. Ifa project requires multiple transfers from different sources, edit the job to
include the new source directory and repeat the above steps. Be sure that
no options are selected under the Deletion tab

2.B.iii: Handbrake—DVD Movies

Use HandBrake to rip movies from DVD and convert to MPEG4 files (with H.264
encoding). In depth procedures are in progress.

1. Save to desktop and then transfer to ‘Unprocessed’ area.

2. Quality control: use VLC media player to verify that video file opens/plays.

2.B.iv: Windows Media Player—Audio CDs

Use Windows Media Player to rip audio tracks from CDs and convert to
uncompressed WAV files. In-depth procedures are in progress.

1. Save to desktop and then transfer to ‘Unprocessed’ area.

2. Quality control: use VLC media player to verify that audio files open/play

2.C: Photographing Removable Media

The BHL will dispose of removable media except in extraordinary cases. To provide
proof of content’s provenance and authenticity, all removable media will be
photographed and this image (or images) will be preserved alongside the content.

1. Fill out Digital Media Photography Form with appropriate information for
collection. Be sure to indicate the aspect (i.e. front, reverse, side, case) you
are photographing.
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2. Take photograph(s). The Bentley Library currently has a Canon Powershot
(available at the reference desk) that may be used to take pictures.

a. Be sure that the image captures metadata (i.e. writing, labels, etc.) on
the removable media and/or its packaging.

b. There may be some glare on the form due to overhead lighting; try to
capture as little glare as possible.

c. Repeatsteps 2 and 3 as necessary for each aspect of the media (front,
reverse, case, side) that has metadata.

3. Transfer contents of removable media to the interim repository with an
approved transport tool (see section 2.B above), being sure to preserve the
original directory structure.

a. Each piece of removable media (floppy disk, DVD, CD, etc.) will be
saved to its own folder in the processing directory. The organization
of these folders may depend upon the nature of the collection.
Discuss arrangement issues with Digital Curation Services.

b. Name the folder after the piece of media.

i. Iftitle on media/case differs from the title displayed in
Windows Explorer/Mac Finder (i.e. in the container’s
metadata), use the most logical

ii. If no name is provided (or given name is inappropriate), the
archivist should supply one based upon the series and content.
iii. Use under-scores (_) instead of spaces in folder names.

4. Attach the camera to the computer with USB cord.
a. Navigate to the photo and open by double clicking.
b. Inspectthe image to make sure that the metadata is readable.
c. Retake the photograph if necessary.

5. Save the image as a TIFF file.
a. Create a \media_image\ folder within the deposit’s \Metadata\ folder.
b. Save as a TIFF file within this \media_image\ folder.

i. If only one photograph of the media is required, the
photograph should be named identically to the media. (Ex:
CMU_Public_Radio_2002.TIF)

ii. If there is more than one photograph of a disk, indicate the
aspect photographed at the end of the filename. (Ex:
CMU_Public_Radio_2002_FRONT.TIF).

iii. Example:
201012_0001
Metadata

media_image
"~ CMU_Public_Radio_2002_CASE.TIF
' CMU_Public_Radio_2002_FRONT.TIF
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2.D: Migration of Content from Other Sources/Storage Environments

Digital Curation Services will be responsible for transferring content from other
sources.

Upon the successful migration of content to the Archivists will record ‘unprocessed
location’ in accession record.

In addition, the archivist will record the migration of content in the PREMIS Event
spreadsheet in the \Metadata) folder. The transfer of material into BHL custody
corresponds to the “capture” PREMIS event (“the process whereby a repository
actively obtains an object”). Information for this event will include:

e Date

e QOutcome (“passed”)

The following tools and guidelines will apply to the migration of these materials.

2.D.i: Tools

1. Use DirSyncPro for content in networked storage or mounted drive. Follow
guidelines for the transfer of content from removable media.

2. Use SETP for content in IFS drop box
3. Use WebDAV client for content in CTools

4. Use Bamboo Bulk Export for content from SharePoint

5. For email: procedures TBD

6. For other content management systems: procedures TBD

2.D.ii: Conventions

1. Strive to preserve original order of content by maintaining directory
structure /hierarchy of materials.
2. Preserve naming conventions for directories/folders.
a. Upper-level folders may likely correspond to series or sub-series.
b. If a major directory lacks an appropriate name (i.e. “Stuff”), the
archivist may supply a name in accordance with DACS.
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Phase 3: Processing

To prepare digital records for long-term preservation by the Bentley Historical
Library, archivists will submit content to a series of batch processes in addition to
traditional procedures such as arrangement and description. Given the potentially
large volume of content that archivists must handle, the Bentley Historical Library
will take a More Product, Less Process approach to digital processing so that solitary
files are reviewed, arranged, and acted upon only when absolutely necessary. Aside
from the review of content that is necessary for archival description, materials will
be processed in batches.

As a preliminary step, be sure to change the processing directory name to the
Deposit ID (provided by DCS). Example: 2010124_UUGD -->2010124_0001.

3.A: Microsoft Forefront Endpoint Protection—Perform a Virus Scan

1. Map to \bhl-root\ so that it is mounted as a Z:\ (or other letter) drive.

2. Perform a ‘Custom’ scan and select the appropriate processing directory in
the Interim Repository.
a. Ifclean:
i. Take a screenshot of the MS Forefront result screen.
ii. Save image as virusscan_MS_v#-###-##_#_YYYYMMDD.jpg (or
.png) in the \Metadata) folder.
1. Example:
virusscan_MSv1-113-61-0_20110922.1og
2. Replace periods with hyphens in the version number.
Find version under the Update tab.

b. If infected files are found:

i. Perform recommended action. (NB: DCSS policy needs to be
articulated to determine if infected files will be cleaned or
immediately deleted.)

ii. Save appropriate excerpt from log file (MPLog(...).log) as
virusScan_YYYYMMDD.log

1. Example:
virusScan_20110922.log

2. Replace periods in version number with hyphens. Find
version under Update tab.

iii. Log file may be found at:

1. Windows XP: C:\Documents and Settings\All
Users\Application Data\Microsoft\Microsoft
Antimalware\Support

2. Windows 7: C:\ProgramData\Microsoft\Microsoft
Forefront\Client Security\Client\Antimalware\Support
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See example of log file below:

B MPLog-06012011-092144.log - Notepad

File Edit Format Wiew Help

Resource Path:C:hDocuments and SettingshadministratoriLocal settingshTempiSMyxilys.com. part ~
extended Info:5866324352432

End Scan

2011-05-19T14:41:55. 6622 DETECTIOMEVENT virus:DOS/EICAR_Test_File
i7e:C\DOCUME~LYWADMINI~L Y\ LOCAL S~L\Temp My xilys . COM. part

2011-05-19T14:41:55. 6932 DETECTIONM_ADD Wirus:DOS/EICAR_Test_File
17 :CiNDOCUME-LWADMI NI ~L N LOCALS~L\Temp OMy xi1vs . COM. part

Begin Resource Scan

Scan ID:{98D77CCH-58C8-4ES7-9200-0A964 FAASASAT

Scan Source:s

Start Time:0OMon 0Sep 01% 02011 10:41:59

End Time:OiMon 0Sep 01% 02011 10:41:59

Explicit resource to scan

Resource Schema:file

Resource Path:C:\DOCUME~LNADMINI-1NLOCALS-1TemphSMyxilys. CoM, part

Result Count:l

Threat Mame:wirus:DOS/EICAR _Test_File

I0:2147519003

Severity:s

number of Resources:l

Resource Schema:file

Resource Path:C:hDocuments and Settingshadministratorilocal SettingshTemphySMyvxilys.CoM. part

Extended Info:5866324352432
End Scan

iv. After completion, perform recommended actions if infected
files are found.

3. Record information in PREMIS event spreadsheet:
a. Date

b. Outcome

i. Passed: No viruses or malware detected; if anything has been
detected, MS Forefront safely cleaned file.
ii. Failed: Virus/malware detected and infected file(s) were
deleted. List all files that were deleted in the ‘File’ column.
1. This list only needs to include the relative path of files.
2. Exclude path information specific to the interim
repository (i.e. | | xxxx\bhl-
root\unprocessed\87142_0001)\).

c. Software Version Number: the virus definition number may be found
on the Update tab of MS Forefront.

3.B: Backup Content

The Bentley Library will make a backup of all digital deposits so that, in the event of

inadvertent deletions or other unintended modifications, archivists may return to
original versions of all content.

1. For collections under 20 GB (usually transferred via removable media,
network shared drive, SFTP, WebDAV, etc.), create a backup directory in

\bhl-root\backup\ using the DataAccessioner or DirSyncPro. (See sections
2.B.1 and 2.B.2 for directions on using these tools).

For collections over 20 GB (typically transferred on external hard drive or
other removable media), files stored on the original media will constitute the
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backup. As of Novemeber 2011, the Bentley Library does not have sufficient
resources to create a backup of all content in ITS Mainstream storage.

3.C: ReNamer—Normalize File and Folder Names

Use ReNamer to normalize file /folder names and thereby remove all non-
alphanumeric characters (except _and -).

1. Load the preset rule configuration file (“NormalizeNames_v2").

&' ReNamer

File Settings BEEE=EM Help
] Add FI|E MormalizeFilenames  Crl4-1 s
Chrl+s test =

Save As
*Add =F  manage.. Ctr+pP ’,

Rule Browse. ..
Imnport. ..

2. Check settings:
a. Under Settings > All Settings > Rename, be sure that the box marked
“Overwrite files with New Names” is unchecked.
b. Under Settings > Filters, be sure that the following boxes are checked:
i. Add files within folders
ii. Add folders as files
iii. Include subfolders

ilter Settings =

Default behavior for adding folders:
Add files within folders

ay Add folders as files
Include subfolders
[Include hidden items
[ Include system items

[] Skip roct folders when added as files

3. Click ‘Add Folders’ and browse to the appropriate processing directory in the
Interim Repository.

4. BE SURE TO CLICK Options > Sort by path for renaming folders on the menu

bar in between the Rules and Files panes. This step will ensure that folders
are renamed in an appropriate order.
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H Files  =F Filterz  $% Export

5 Autosize colurins Shift+5
o validate new names Shift+i
analogies_draft_for_comments-1.pdf wr [1.2) Fixe conflicting new narmes Shift+F
@b Highlight changed names Shift+H

iez.pdf.sml
1wl

i Analyze sample kext Shift+8
apply rules to the dipboard Shift+C
Zount rarked and selected Files Shift+1
Shift+R,

2| Sort by path For renaming folders

Click ‘Preview’ to see what will happen when the ReNamer rules are applied.

Remove files/folder that do not require normalization from the view.
a. Onthe menu bar in between the Rules and Files panes, click Files >
Mark > Mark Only Changed (Inc. Case). This step will unmark all files
and folders that do not require renaming.

El Files == Filters  £% BExport % Options 1
----- a

Ha
o, Ind
|
Clear v O UnMark Shift+U
Select 4 Invert Marking Ins

Mark Only Changed (Inc. Case)
X Mark Unly Changed (Exc, Case

b. On the same menu, click Files > Clear > Clear Not Marked to remove all

files and folders from the list that do not require renaming.
B Files =- Filters % Expott % Options

oy i
]
Mark 3
Clear Al Ctrl+Del
Select 0 Clear Renamed
Clear Failed
» Clear Valid
Clear Invalid

Clear Marked
Clear Mot Marked

If you are satisfied with the Preview results, click ‘Rename’ to normalize
filenames. (Click ‘Continue’ when informed that parent folders must always
appear below their contained items.)
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,‘g Add Files Lg:] Add Folders = ﬁ Preview =

& Add = Remove & Up & Down

Rule Statement Lo
1 Replace Replace all 1" with "_*, "@&" with """, "8 with "_", “$" with """ with "
2 Cleanlp Replace with spaces "_", Fix spaces [skip sxtension) 1
3  Replace Replace al """ with "' " [skip extension) b
< I %

El Files  =F Filters %% Export % Options

State | MName Mew Name
-+ Prewitt Lecture.doc Frewitt_Lecture.doc -~
- Honest Mumbers Rationale.dac Honest_Mumbers_Rationale. doc
=  Worddocs ISR Era 9501 Lenova ‘Worddoes I5R_Era_95-01_Lenovo
=+ Prewitt Lecture doc Prewitt_Lecture.doc: =
- Honest Numbers Rationale.doc Honest_Numbers_Fiationale. doc

op-up window will confirm the operation’s success.
Prewitt_Lecture.doc
Honest_Mumber: susladss
Pl Information
Prewitt_Lecture. q
Haonest_Mumberd j) 255 file(s) successfully renamed.
‘wiorddocs_|SH_|
The_misfits. gif
Permy_wing_Reg
MI_Diff-DLF_Pres e ~ -
Malfeasance_by Innuendo.doc
ICPSR 40th Anniversan. doc

LSS S 18] (8] 18] 18] (8] 18] 18] >
LLEEEEEELL LT

If any folders have failed to rename or if you notice any problems in the
results, you can undo the operation in the main program menu under
File > Undo.

Information

&' ReMamer

Setkings  Presets  Help i ) Undo operation results: T witl
Mew Project ChrlHM |[$ 255 out of 255 file(s) restored successfully! sion)
| Undo Shift-+Ctrl+2 .
=k= Filn
Paste Shift+CErl4+-y [ = =

9. Exporta list of all new and original files names via the menu bar between the
Rules and Files panes. Click on Export > Export file paths and undo paths.
‘Bl Files  =- Filters %% Bxport % Options |\‘"‘”‘I
Export file paths and undo paths I

Export file paths and new names

Import file paths and new names

Import files from text-list or play-list

10. Save the list to the \Metadata) folder with filename
nameNormalization_YYYYMMDD.csv.
Example: nameNormalization_20110922.csv

11. Record the renaming procedure in the PREMIS Event spreadsheet.

a. Date
b. Outcome: Should always be passed

NOTE: This document is intended solely for reference use. 11/16/2011



c. Software version number: if different from template (find the version

under Help > About).

3.D: Identity Finder—Scan for Sensitive / Personally Identifiable Information

Run Identity Finder to detect and redact personally identifiable information (PII:
Social Security, credit card, and driver’s license numbers).

34

1. Start Identity Finder; the first time, the IF Wizard interface will open. Choose
the “Open Advanced Interface” option. Custom scans of digital deposits will
always require using the advanced interface.

Identity Finder Wizard

EA Identity Finder Search Wizard

information that can be used to commit idertity fraud.

skip this wizard and use the main interface

@ |8

Start Continue
Search Search
Now Wizard

identity

pen
Advanced
Interface

Identity Finder helps you prevent data leakage by finding and protecting personal

This Wizard is an easy way to corfigure a basic search. Advanced users may

| Cancel

|| e

2. Click the Identities tab to select the types of PII for which Identity Finder will
scan. Select identifier-types by clicking on each icon. The Bentley Library will

scan for:
a. Social Security numbers
b. Credit card numbers
c. Bank account numbers
d. Driver license numbers

AnyFind and OnlyFind Identity Types

(| [ |Location Date Mod... | size | |0/ 1dentity Match

I/i"i'\\ =" D Identity Finder -
P fan | genties Locations -~ Configuration _ Tools
[ | [ | L | [ |
Sodal | Credit |Password| Bank Dateof Phone E-Mail Personal Passport Mothers World- | Custom MultiFind
security~| Card~ | Values~ lAccount|License~ | Bith~ Number~ Address~ Address~ Number~ Maiden~ Wider | Typew  Mode~

Advanced

|# | Preview Pane

=

x

There are no items to show.

Date Modified: N/A
Size: NJA
Owner: NJA

W, | Moitem selected

No Item Selected

Ready

g
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3. Click the Locations tab to specify where and what content Identity Finder will

scan. Under the Search Locations submenu (left side), choose “Files” and
“Emails.” Under the Location Options submenu, select both “Compressed
Files” and “E-mail Attachments.” Under the File Locations submenu, select
“Custom Folders.” Click immediately below the icon and select the option to
“Customize Folder List.”

- S\I=2=BE Identity Finder - @ x
—/ Main Identities Locations Configuration Touols 0
= = —
Ooza 8 8@ 8 &85 (B[
U [ ™) = G e =
Files E-Mails |Browsers Registry Databases My My wl Custom | Remote Compressed E-Mail
4 = B B w Computer Documents Folders = ‘Machines = Files = Attachments

Search Locations File Location v | Enable Custom Falder Search ions
| O |L°‘3ti°” Date M... |Size | | Dll |E| Customize Folder List I B
L

There are no items to show. e

A window to View and Manage the Custom Folder List will open; browse to
the digital deposit’s directory in the Interim Repository and then click “OK.”
NOTE: Identity Finder may only be used to scan content in \bhl-root)\;
using this software on another file server (such as \bhl-archive\) will
violate the terms of the library’s software license.

View and manage the Custom Folder list

Include or Exclude the following Folders when searching

Folder: | (H =l ) Add asExdusion | Add |

Folder Location Scope

Browse For Folder x

Please select a folder to search:

. metadata_all -
> | Separations
4 . unprocessed
. 10483_governor
87198_Rackham
4| | 2010124 Rackham
. Agendas @
> | Partnerships

4

Eriee | 2010124 _Rackham |

Remove | | Remove Al
OK Cancel |

T R [T Cancer | | Help |

Once the appropriate folder has been selected, click the
“Add” button. Then click “OK” at the bottom of the window to complete the
custom folder selection.

NOTE: This document is intended solely for reference use. 11/16/2011



36

Wiew and manage the Custom Folder list
e

Include or Exclude the following Folders when searching

Folder: | || = Add as Exdusion

3

Folder Location

Scope

z:\unprocessed2010124_rackham

Indlude in Search

4] i

| »

|| Cancel || Apply | Help

” «

“Logging,

Click the Configuration tab to adjust Identity Finder settings. Click on
Preview Pane,” and “Properties Pane” to enable these options.

Click on “Settings” to customize Identity Finder scans.

!.fl'n\l =" Identity Finder
—/ Main Identities Locations Configuration
o o=
== | | §
scheduling | Logging Mask Preview |Properties
B @ Matches = Pane Pane

Advanced Options View

Taols 9

Reset
View

™= X

®

Check fc "
Updates

Results
Columns ~

When the “Settings” window opens, select Email from the sidebar menu.

Adjust the default settings so that Identity Finder is configured to “Search
additional Outlook PST data files” and “Search the specified file extensions as

MBOX files”; both should occur “Only when found during file search.”

Seftings o @
I
Profile =
=] View and manage E-mail applications to search Specify MBOX File Extensions
Popular L
Performance Include the following E-Mail locations when searching @ ;ﬁxtj::ﬂi?s TrEEEE s
Actions Search Exchange and Outlook profiles File Extension: I:l
AnyFind
MultiFind Extension Explorer File Type
mbox MBOX File
File Types
@
E-Mails
Browsers Registry | Search additional Outlook PST data files
Databases @ Only when found during file search
‘Whenever located in spedified file locations (even when file search off)
Custom Folders Search Outlook Express and Windows Mail
Remote Machines Search Mozilla Thunderbird | Remove | |Remaove Al |
OnlyFind Identities Search MBOX files and folders
Search the specified files and folders as MBOX files:
Ignare | oK ' Cancel | | Help |
W search the spedfied file extensions as MBOX files: ‘ Manage |
Scheduling @ Only when found during file search
Logging Whenever located in specified file locations {even when file search off)
Resources
| OK | Cancel ‘ | Apply ‘ | Help

a. To identify MBOX file extensions to be searched:
i. Click the “Manage” button
ii. Enter “mbox” in the “File Extension” text box
iii. Click “Add” and then “OK.”
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b. NOTE: do not select options for “Exchange and Outlook profiles,”
“Outlook Express and Windows Mail,” and “Mozilla Thunderbird”—
these all refer to local folders on the desktop workstation, not content
in the Interim Repository.

c. Be sure to click “OK” at the bottom of the screen in the main
“Settings” windows to save all changes.

8. To initiate a scan, select the Main tab and click the “Start” button.

RS BN
‘;"/I Main ﬁes Locations
®)® | @ EJ [=]

Start Stop Filter Collapse Status
= Results All Rows Window
Search Display

9. A status window will appear with information about the progress of the
Identity Finder scan.

Identity Finder Status x
o)v |
. . 2 ni
identity oy
.\.‘ N

Searching: z:\unprocessed2010124_rackham'partnerships'ssn. et

Progress: | — 55.56% Overall: | 0303

Locations Containing Identity Matches Total Locations Searched: 0/6 Total Identities Found: 0

[[)Files: 6 [ Messages: 0

Compressed: i} @Aﬂadﬂmenm: 1]

Social Security: 0 Bank Account: 0

I:‘Credit Card: 0 EDriver License: O

10. When the scan is completed, Identity Finder will present a scan summary;
click the “Advanced” option.

Identity Finder Search Summary

Identity Finder has completed its search and found an
Identity Match that requires your attention,

Search Results Summary

Total locations searched during this session: 9
Locations containing at least one match: 1

Total number of matches across all locations: 1

Please choose how you would like to proceed:

= ICINEY

Advanced Save As Reminder
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11. If any PII was found, the scan results will be displayed under the Main tab.
Each line reflects a location where PII was found. The “identity Match”

column will indicate if each file has one or multiple matches.

Click on an item to see a preview of the PII in the Preview Pane (on the right-
hand side). If it is necessary to view a complete version of a file, double click

on an item to open it with an associated application.
TN R

—/ Main Identities Locations Configuration Tools 0

fEEHER O @R

Start Stop Filter Collapse Status Shred Scrub Secure Quarantlne Regycle Ignore
ke Results All Rows Window
Search Display Actions
| | |Lomﬁon |Date |Size | | | |IL:Ienﬁt\|I Match |# | Preview Pane X
(] IE_]Z:'v_lnprocessed'\best'n,FILES'\O...'npharmacy.doc 11/1/2... 154KB [=11915-1933 1 457-55-5462

[ Bz: nprocessed\test FILESTT. . \busadmin.doc 11/1/2... 297K8  [2) [yMultiple Matches 2 |goo oo 4oy
|: 1947-1950 1
1968-1976

1 276872123
| ;Z:\unprooessed‘\hest‘lssn.b(t 11f3/2... 39 bytes [&E1457-55-5462 1

mj ssn.bet - Motepad
File Edit Format View Help

¥57-535-5462

987-65-4320
S5n.txt

Text Document 276872123

Ready

12. Check each instance to verify if the PII is legitimate or a false positive. To
ignore false positives, right-click on an item and select Ignore > This Item
Location from the context menu OR check the box next to each item and click

the “Ignore” icon.

n =1 B Identity Finder - =X
Main Identities Locations Configuration Tools
®»® $EEHER O B
. boxes and
Start Stop Filter Collapse Status Shred Scrub Secure QJuarantine Recycle Ignore
~ Results All Rows Window “ click icon
Search Display Actions
|D|Lomﬁon |Dabe... |Size | |D|I::|er1ﬁt\,uI Match |# |Preview Pane X
% |E|_12:\unprocessed\,hest\FILES‘l,O...\pharmacy.doc 11/1/2... 154KB -1915 1933 1 Please select one of the
iz nprocessed testFILESTT. . {pusadmin.doc 11/1j3... 357 k8 iipie Matches 33 Matches in this lacation,
Shred
B \Eg'pq@gessed\mstwsn.mt Reaci-lonly 11/3/2... 39 b\} SEete
Owner: 5-1-53-21-839522115-158... Hidden | = .
CQuarantine
Locations: 3 Matches: 4 =J
| ocations: ches: 4 :f Regyle

. . . Ignore L4 This Item Locati
1. Right click on item | —————— @

Manage Ignore List’

Previous match Read-only

j busadmin.doc Date Mog
Hidden

Microsoft Word 97 - 2003 Document
B Next match

8 (B F el

2 Locations Selected Selart all rows

ions: 3 Matches: 4 .2
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13.If a scan uncovers valid PII, the Bentley Library will “scrub” (i.e., redact) the
information from the original file. This action will replace the numbers in the
sensitive information with a string of X’s.

To “scrub” PII from a file, either right-click and select Scrub from the context
menu or check the box next to each item and click the “Scrub” icon.

TN DR Identity Finder - B X
—/ Main Identities Locations Configuration Tools 0
—_ — R | g |
Start Stop Filter Collapse Status Shred Scrub Secure Quarantine Recycle Ignore
= Results All Rows Window = '
Search Display 2. Check box andselick icon
| 0 |Lomtion |Date |Size | |D |I|::Ientit1-I Match |# | Preview Pane x
) IE_HZ:'\unprocessed'\hest'nFILES'\O...'»pharmacy.doc 11f1/2... 154KB F=11915-1933 i 457-55-5462
o |E_I]Z:\;_lnprocessed\,test\FILES\,T...\busadmin.doc 141j2... 237KB (2] [EyMultiple Matches 2 987-654320
[11947-1950 1
3 1965-19765 ,  |278872123
iM | Z:\unprocesseditestisen. tet 113/, 39 byte == :
- Shred
1. Right click on item <
Secure
CQuarantine
Recycle
s Date Modifi Ignore * \crypted with EFS
Text Document Si 5 ad-only
Owry dden
Launch ]
1 Location Selected — i Ens: 3 Matches:4 .

Click “Yes” when asked if you are “sure you want to scrub the identity match
information from this file?”
Identity Finder

Serub Information From Text File

Scrubbed information cannot be recovered. Are you sure
you want to scrub the identity match information this file?

ssn.bdt

Always scrub files

@ Display full item

A window will open to announce the successful redaction of content.
Identity Finder

Scrub File

The selected item was successfully scrubbed.

Don't show this again

14. After PII has been removed from the deposit, go to the Configurations tab,
click on the “Logging” item and select “View current log.”
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Main Identities Locations Configura

l@:im

Settings Schedulmg'Loggmg Mask Preview |Pr
Matches =1 Pane

Advanced Optid | 7 | Enable Logging
|D|L°‘3ﬁ°” I View Current Log I t

7 | Z:\unprocessed

View Any Log
|§| Customize Log Settings

The log file will open in Notepad; choose File > Save as... to store it in the
deposit's Metadata folder. The log files are generated with the pattern:
IDF YYYY-MM-DD_HH-MM-SS.log

Add “piiScan_” to the file name (i.e. piiScan_IDF_2011-11-07-12-32-58.log).
Include

15. Record PII scan in the PREMIS Event spreadsheet.
a. Date
b. Outcome: should always be passed—either no PII was found or PII
was successfully redacted.
c. Software version number: if different from template. To find the
version, click the Identity Finder button (very top left corner of
window) and then click the “About” button.

16. If you will process another deposit, close the program so that a separate log
file will be created. It is not necessary to save the scan results to file.

3.E: Appraisal

This step will involve a high-level assessment so that the archivist may arrange
(only if necessary!) and describe the content. Unless working with a collection of
extreme significance, archivists and student processors will avoid item-level
appraisal and make decisions at the series/folder level. More Product, Less Process!

3.E.i: TreeSize Professional—Analyze Content and Structure

In this step, the use of TreeSize Professional will be more advanced and in-depth
than the procedures used for the initial appraisal of content. NOTE: When using
TreeSize, always be aware of what directory you are analyzing. If you select and
examine a subfolder, you will have to choose the main collection directory in the
Directory Tree in order to analyze or conduct a search on the contents of the entire
deposit.
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1. Browse to the appropriate directory in the interim repository.

Help

File Edit Branch V¥iew Sort  File Search  Tools

|==o Local Disk (C:) vl

w1 | L] A
- |@|’“" % & 88 42 Browse For Folder,

Please select a drive or Folder that should be

Deskbop

D Iy Documents
vj Iy Computer
— L PR

TreeSize Professional will immediately scan the directory.

2. The Directory Tree (located in the top left of the window) will provide a high

level overview of the directory contents.
a. To view the subfolders within an individual folder, you may click on
the + sign next to the folder’s name:
=7) 68.0GB Y:.unprocessed\2011012_Castagn: *

= = 1.9 GE Background_Material
3 8111 ME  GlousterMassachusetts

) unprocessed|2011012_Castagnace,  Size: 63,0 GB
9/16/2011  Owner: shallcro

= 68.0GE Y:unprocessed.2011012_Castagn: ™ 3 360.5MB Ttaly
o) 1.9 GE Background_Material 760.5MB [2 Files]
%) 36.7GB Classroom_Instruction -3 36.7GB Classroom_Instruction

b. You may also expand all folders in the directory to a specific sublevel
(i.e. open 1 to 6 levels of folders) or fully expand every folder in the

directory.
A TreeSize Professional - Size - Wymware-host\Shared Folders\Deskt

Fil= Edit Branch View Sort  File Search Tools  Help

|lh \iwmware-hostyShared Folders!Desktop! Archived_Public_Websitel,

(2)m|e % @ 88 42 83[1 | ke me a8

Tolevel 1 skkoplarchived_Public_‘Website  Size: 236.5 M
_ ToLevel 2 er: Everyone

= Ta Level 3 #hared Folders'DesktopAr * | | @ char

ToLevel 4 —
education

Tolevel3 Extensio

ToLevel & |:| =

FulExpand ShteCtle= |00 oo O .

Full Collapse home . E_k] .

I

c. You may view the size of each directory by selecting the Size toolbar
item; be sure to select the Auto option so that the TreeSize will display
the most appropriate units (kilobytes, megabytes, or gigabytes).

(@)e % @ 5 2 43[3 | e me ca70)

: ‘E"‘
5@Y;ﬁﬁﬁessedﬁzm1012_Castagnacci'l, Size: 68.0GE  Allocated:

g Owner: shallcro Auto
=) 68.0GB Y:\unprocessed\2011012_Castagn: ™| | @ Chart
EHCD 1.9GE Background_Materisl = =3
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d. Select the File toolbar item to view the number of files in the directory
and each subfolder. -
B e % @) 8 4[]

I unprocessedi 2011

9j16/2011

astagnaccil,  Sizi

Owner: shallcro

=3 792 Files y:\unprocessedi2011012_Castag)
El[ﬁ &7 Fles  Background_Material
: >[ﬁ 45 Files  GlousterMassachusetts
153 20Files Ttaly

e. To see alist of a particular folder’s contents (files as well as
subfolders), click the ‘Details’ tab. You may sort the contents of this
list (alphabetically, chronologically, or by size, depending on the filter)
by clicking any of the items at the top of the list (Name, Size, Last
Change Date, etc.).

¥ iunprocessediZ011012_Castagnaccl,  Size: 68.0GE  Files: 792 Folders: 33 Last Change: 9/16/2011  Last Access: 10/18/2011  Owner: shalcro

=) 68.0GB Y:\unprocessed:2011012_Casta **

‘ @ Chard §= Details }Z’;’c Extensions " 8 Users ” f;',‘ Age of Files ” Top 100 Files " = History|

(=8 1.8GR Rackaoround _Material

y Tl eorder folder contents b clicking on these calcgories
RsEELE s

| =B 811.1 MB GlousterMassachusetts | =

. Mame = Size I~!\Ies Folders = % of Parent | Last Change
TS eI

) 760.5M8 [2 Fies] | || &K] castagnacci_GlousterPhotographs_0DL.tF 18.0ME 1 o {62004

&) 36768 Classroam_nstruction ] Castagnacci_GlousterPhotographs_002.6F  18.0ME 1 ] 7i6{2004

B 9.4 68 Collaboration_MichaelGouid @ Castagnacci_GlousterPhatographs_003, ki 18.0 MB 1 a 7l6/z004
@0 2368 Digtal_Reproductions - GH] Castagnacci_GlousterPhotographs_004.6F  18.0ME 1 o 7i6[2004
=i — o ||| B Castagnacci_GlousterPhotographs_00S.6F  18.0MB 1 1] 7i6/2004

Under the Chart tab, select the Tree Map item for a visual representation of
the relative size of directories as well as significant concentrations of file
formats. Use the mouse to hover over different segments and receive
additional information (folder path, size, and number of files /folders).

=7 68.0GB Y:unprocessed'2011012_Casta ™ | \'ﬂ Age of Files ” Top 100 Files ” = History |
¥ = —
] 1,968 Background_Material > @ chart | §= Detais " ‘e Extensions " £8 Users |
) 8111 MB  GlousterMassachusetts = N —
= = L] @ == m
LI ren s MR T2 Eilac] o)
(_ | i} l |
Mame = Size Free a Freg
LR 39,966 205G5 ST
xY:\ 1.58 TB 450G6 NS %
= 931 GE 7ea e [NEEEE
] il | 3
Free Space: 450 GB (of 1,58 TB) 792 Files 0 Excluded 4096 Bytes per Clusker (NTFS) o

4. Select the Age of Files tab to identify the date range of content.

a. Scan settings may be adjusted under Tools > Options.
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Toals | Help

Update Al Scans

T

q Group all Scans in a Yirtual Rook
TreeSize File Search

Schedule TreeSize Task
Manage Scheduled Tasks
AddiRemove Software 5

Configure Windaws Syskem Restare

Sl B LY W

Empty Recycle Bin
Defragment. Disks

A 58 Connect Network Drive

Options...

On the Age of Files options, place a checkmark next to “Create
Statistics for age of files” and select Last Change Date from the drop
down menu. The BHL will use this setting because the “creation date”
metadata may be reset to the date of the migration. In addition, the
last change date reflects the moment in time at which the digital
object acquired the structure and informational content that will be
the subject of long-term digital preservation.

Startup Mizcelaneous Age of Files File Groups

Creste Statistics for age of files: Last Change Date s
Last Access Date

1 £ hharthis) “

-

ast Chang
Creatlon Da’[e

You may add or remove intervals for the Age of Files scan by clicking
the “+” and “-” buttons. Intervals of 1, 3, 5, and 10 years will provide a
useful overview of file ages. (Note: if you adjust these settings in the
midst of a directory analysis, you will need to click the “Rescan”
button at the bottom of the window for them to take effect.)

1 g YEars) v ﬂ E]

3 g Years) w . E]
5 g Years) w E]
10 g Year(s) v E]
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b. After the Age of Files tab is selected, TreeSize will produce a bar graph

C.

to visually represent the date range of files (based on the date of last
change). This view may be used to identify the Bulk Date Range that
will be included in the deposit’s descriptive and administrative
metadata.

| @ chart | B= petais | 3%, Extensions | 88 Users @ Top 100 Files | @ History |
l% E6 |8 |[%E i

p_unprocessed.CAEN_images' (\\bhl-root.m.storage.umich.edu'bhl-rootiunprocessediuarp_unprocess
Last Change Date

__________________________________________ 509 GB s e s e
35,000 760 %

30,000 L i

sstoocplETT T

SR 1 e e e )

To identify precisely the date range for materials, view a list of all files
associated with the most recent (i.e. “1 Year”) and oldest (i.e. “> 10
Years”) intervals. (NOTE: the most recent and oldest intervals may
vary, depending on your collection.)

i. Position the very tip of the mouse at the base of each column
(where it meets the graph’s horizontal axis) and double-click. It
may take several attempts to find the exact spot.

ii. TreeSize will then automatically conduct a search for all files
with a “Last change date” that corresponds to the selected
intervals. A custom search result window will open; click the
Last Change column header to sort the file list from oldest to
most recent. Click again and the list will be sorted from most
recent to oldest.
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Custom Search | Search Options

Marme Find all files whose full paths match
———————— the patterns given here
(wildcards 7 and * are allovwed)

Size [ Attributes Use Exclude Patterns

Date

Cnner Search Subfolders

Mame Path Siz
@ MCPANORAMAZODD, TIF ‘iiunprocessediuarp_unprocessed\CAER_im. .. 8,866.1 KB 6/6f2000 1232 PM
@ MCPANORAMAZODD, TIF ‘iiunprocessediuarp_unprocessed\CAER_im. .. 8,866.1 KB 6/6/2000 12:32 PM
@ YANESSA1999, TIF Wiunprocessediuarp_unprocessed\CAEN_im... 2,170.6KE 6/7/2000 4:56 PM

Iﬂj SERVICECENTERZ000.JPG  ¥:iunprocessediuarp_unprocessed\CAER_im... 1,323.0KE  6J7/2000 4:56 PM

Iﬂj SERVICECENTERZ000.JPG  ¥:iunprocessediuarp_unprocessed\CAER_im... 1,323.0KE  6J7/2000 4:56 PM

IS—}J INSIDEMACZ000, PG Wiunprocessediuarp_unprocessed\CAEN_im... 1,567.2KE  &/7/2000 4:57 PM

Iﬂj 4440eecs2000,IPG ‘iiunprocessediuarp_unprocessed\CAER_im. .. 1,544.4 KB 6/7/2000 4:59 PM

iii. These search operations will provide the Inclusive Date Range
that will be included with the deposit’s descriptive and
administrative metadata.

5. Use the ‘Extensions’ tab to review the various file formats in the collection.
a. View by format groups (i.e. Graphic Files, Video Files, etc.); click the +
button next to the individual file groups to see a list of all associated
extensions.

@ chart EE Detailm Users \:f.', Age of Fies | 1 Top 100 Files Hiskory

™S HR [=E

Extension Size Allocated Percent Files Desc
= Y¥ideo Files 34.5 GB 34.5 GB 85.0 % 83 File
. £ mov 34.5GB 34.5GB 85.0 % 83 WLC

O Graphic Files 4.1 GB 4.1 GB 10.0 % 429 File
BiE - 2.2 GB 2.2 GB 5.5 % 60 AIF

O Gl jpg 1.5 G 1.56GB 3.7 % 344 IPEC

l:‘ @ kif 3421 MB 342.2 MB 0.8 % 20 TIF

BE 4.4 MB 4.4 MB 0.0 % 5 EPS

- Office Files and Documents 2.0GB 2.0GB 5.0 % 59 Doc
Bl oo 2,0 GB 2.0 0GB 5.0 % 55 Ada

. @ Jdocx 7756 KB 780.0 KB 0.0 % 3 Micr

] W] . doc 27.0KE 250 KB 0.0 % 1 Micr

+ Miscellaneous Files T67.5KB 7688.0 KB 0.0 % 2 Unk
+ System Files 61.0 KB T2.0KB 0.0 % 8 S5ys
+/ Configuration Files 0.1 KB 4.0 KB 0.0 % 1 File

b. Click the Group item on the toolbar to see a unified list of all file

formats.
@ Chart | B= Details | o Extensions | S8 Users | (L Age of Files | ] Top 100 Files

RSHE

iskory

Extension Size Allocated Percent Files | Description

. & mov 34.5 GE 34.5GE 85.0 % 83 WLC media file {.mov)

|:| -1 2.2 GB 2,266 5.5 % 60 AlFie

I:‘ -_ .pdf 2.0 GE 2.0GEB 5.0 % 55  Adobe Acrobat Document

] EH .ipg 1.5GE 1.5GEB 37 % 344 IPES Image

] G .t 3421 MB 42,2 MB 0.5 % 20 TIF Image

BE e 4.4 MB 4.4 MB 0.0 % 5 EPSFile

BE 787.5 KB 788.0 KB 0.0 % 2 FCPFile

. 1] .docx T75.6KB TE0.0KB 0.0 % 3 Microsoft Office Word Document
B = .ds_store 61.0KE 72.0KB 0.0 % & DS_STORE File

D .E_I] .doc 27.0FKB 28.0KE 0.0 % 1 Microsoft Office Word 97 - 2003 Docur
B & ini 0.1KE 4.0KE 0,0 % 1 Configuration Settings
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c. You may click the Size and Files column headers to sort the list and see
the largest file types by file size and number, respectively.

Extension Percent Files Extension Size Percent
B L o 34.5G8 | a0 &3 L1E1 ipg 1568 | 37w 344
O a 2268 | s55% &0 A mov 568 | Es0%e 53
O e 2.0 GB 5.0 % 55 HE & 2268 55% &0
CIER ra 1568 | 3.7% 44 O por 2068 | S50% 55

d. Be aware of any system, configuration, or miscellaneous file formats
that do not merit long-term digital preservation and which should be
separated from the final deposit.

Remove unnecessary content such as .DS_STORE and thumbs.db files as well
as Mac resource forks (files that begin with “._").
a. You may need to add “.ds_store,” “*thumbs.db,” and “._*” as custom
search terms in TreeSize. (Enter them one at a time in the text box on
right side and then click “Add Pattern.”)

A TreeSize Professional - File Search

Eile Edit Search View Tools Help

Custom Search | Search Options

Name Find all files whaose full paths match *thumbs.db 0
e the patterns given here # Start Searching
Date (wildcards 7 and * are allowed) -

.ds_stare
Size [ Attributes  [V]Use Exclude Patterns
Chner search subfolders
Marne: Path

Be sure no other search parameters (i.e. Date, Size / Attributes, and
Owner) are set. You will not receive accurate search results if they
are!

If any are found, select Move Checked on the right side of the search
window. Choose the “Move checked files to path” option and then
browse to the Separations directory in the Interim Repository in the
Destination bar. Be sure to select the “Preserve directory structure”
option (but do not select the option to include drive letters).

NOTE: This document is intended solely for reference use. 11/16/2011



Choose Destination gl

Please choose & destination and configure the move options for the files that you
harve checked.

% Move Operation
(") Move checked files to Recycle Bin
() Delete checked files from disk
() Move checked files to ZIP file
@ Move + | checked files to path or burn to disc
() Pass files to executable as parameter

Destination: |¥:\Separationsi2011123_001 (]
¥ Move Cptions

|:| Delete empty directories after moving

Preserve directory structure

[(]ineiude directary with drive letter ta avaid name calisions

|:| Automatically rename existing files
|:| Preserve permizsions of the original file

|:| at original location pointing to nevy location

¥ Logging

[ Execute l ’ Close ] [ Cancel ]

Click Execute to move the unnecessary files from the collection.

b. Depending on the collection, it may be necessary to remove
hidden/system files. Consult with DCS if there are an abundance
of these files are in the collection.

c. Once .DS_STORE and thumbs.db files are removed, it is important that
you do not add additional ones to the collection. Disable the creation
of .DS_STORE (for Mac) and thumbs.db files (PC):

i. Mac: http://support.apple.com/kb/ht1629
ii. Windows XP:
http://www.howtogeek.com/howto/windows /prevent-
windows-xp-from-creating-the-thumbsdb-thumbnail-cache-
files
iii. Windows 7: Disable with the Group Policy Editor:
1. Click the Start menu icon
2. Enter gpedit.msc in the search box; hit Enter.
3. When the Group Policy Editor opens, click on/expand
the following:
a. User Configuration
b. Administrative Templates
c. Windows Components
d. Windows Explorer
4. Right-click the entry "Turn off the caching of thumbnails
in hidden thumbs.db files"
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5. Select Edit from the menu
6. Select the Enabled option and click OK.

7. Conduct a search for duplicate content.

a. Given the time required to manually review, identify, and verify
‘official’ versions of material, the Bentley Library will not
deduplicate accessions by default.

b. Atthe same time, a duplicate search may reveal high concentrations of
duplicate material in particular folders (which may be separated if the
processor/supervisor determines that ‘official’ versions reside
elsewhere in the collection.

i. Do not use the “Deduplicate” feature of TreeSize—it will
insert .LNK files into the collection. The ‘Move Checked’ tag
may be used instead, but it requires a careful review of all
‘checked’ items.

3.E.ii: Quick View Plus—Review Text-Based Documents and Image Files

Use Quick View Plus to conduct functional and content analyses of material. Quick
View Plus should be used to ascertain the general nature of content in the digital
deposit; it is neither necessary nor recommended to attempt viewing all files—
especially in a large deposit. It may be useful for the archivist to identify specific
directories/files for review with Quick View Plus view when conducting review with
TreeSize Professional.

1. You can use arrow keys to navigate through content in the “Folder Pane” (top
left panel of default view). The Interim Repository should be mounted as a
network drive under the computer’s C:\ drive.

2. Use arrow keys to navigate through “File Pane.”

a. Supported file formats will automatically load in the viewing
environment.

b. Some formats may require additional applications to view/play.
Contact DCS if you are unable to access content.

c. Toview a single column of files in the File Pane, reduce this panel’s
width.

3. You may use the Find Text box to search for keywords in a single document.
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. guidelines.php - Quick View Plus

File Edit View Document Go ‘Window Help —= -
Find Text" box
— g ~ - ) S
=oil||[] €& @ =¥ | @] & [ [eseach IR R E B/H|E

1) Shared Documents A
=+ Documents =
() €DL Web Archi

{3 Bentlgy e
o CaseE’t‘é’]}de ne

{C3) Corference

() Crawl Issue

{C5) Faculty_Wh
< I >

D5 _Store
# accesshml Fila Pane
access.php

? Bentley Historical Library Web &
5 bhl_banner_20110630.jpa

= Beference
= University Records
= Wlichigan History

Viewing Environment

5] bhi_banner_20110630_edit.jpg « Search
& bhiguidelines. html
'@ bhiwsbarchives. html Home = Fesearch Tools = Bentley Historical Library Web Archives = Cruidelines

. i Guidelines for the Bentley Historical Library Web Archives
inde=:.php The Benlley Historical Library was sstablished in 1935 by the University of Iic higan
Regents to carry out two functions: to serve as the official archives of the Untversity and to
docurnent the history of the state of ichigan and the activities of its people, orzanizations
and woluntary associations. The University &rchives and Records Program (TARF) and
Michigan Historic al Collections (WHC) are corraitted to the preservation of rec ords and
pape rs of historical significance, regardless of format

3.E.iii: IrfanView: Review Raster Image Files (if necessary)

IrfanView is a freeware/shareware application that can be used to view over 70
different image formats.

1.B.iii: IrfanView: Review Raster Image Files (if necessary)

IrfanView is a freeware/shareware application that can be used to view over 70
different image formats.

1. StartIrfanView; go to Files > Thumbnails to open the thumbnail browser.

He: IrfanView

Edit Image Options View Help
Open... 4]
Reopen Shift+R
Open with external editor 3

o

Open as 3

Thumbnails T

2. Use the navigation tree on the right hand side, browse to the deposit
directory, and select any folder that contains images.

IfanView Thumbnails =N =R ==
File Options View Stop Exit
[ z)

] metadata_all
[_] separations
-1 unprocessed

[TJor e
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3.
viewing pane.

Irfanview will automatically load thumbnail images of all image files into the

mlrfanV\ewThumbnalls
File Options View 5top Exit

[Z ‘wnprocesseditesth 201111300074 mageshraw'

- ] Documents  »
July
May
pdfs
-1 Images
B3| ps_and_

D vector
-.[_] Metadata
[ video

4. 1 FILFS - Canu
4 n (2

4. Click on a thumbnail to display a full-scale image if a closer look is required
or use the navigation pane to browse to other folders.

3.E.iv: Inkscape—Review Vector Images (as necessary)

Inkscape is a free vector image editor and viewer that can be used to open
individual files. To view PS and EPS files, Ghostscript must also be installed and both
Ghostscript and the ps2pdf script must be included in the PATH environment
variable. In addition, .Al and .WMF files may be associated with Inkscape (via
Control Panel > Programs > Default Programs > Associate a file type or protocol with a

program).

Once Inkscape and its dependencies have been installed and the PC is properly
configured, the archivist may either double-click on the vector image, or navigate to
it by selecting the Open icon (or File > Open menu item).

G CAENLetteringC52.ai - Inkscape EI@
File Edit View Layer Object Path Text Filters Extensions Help
[ &I HNEF e@e Ded @@ DEE & &HIFE »
El ] = LE =E B EY 0000 [ v|oooo [ wiooor |5 @& »
ol oo CE e @
ol li
o
£
Q -
0
O
O -
S & >
©® ° -
i =
+
3 4 I + % =
MXEEEENT S = HEY BN T
4 1 3
;'r';ke: ::::: 0:)100 [ | % @) | -CAENLetteringcs2 IZIAIt:(Ilckto select und, f::’ 29?::;2 z| 129
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3.E.v: VLC Media Player—Review Audio and Video Files

1. The archivist may open a single file, a disc (CD or DVD), or an entire folder (in

which case, multiple files will be added to a playlist).
& YLC media player

GEGEM Playback  Audic VWideo  Tools  Miew  Help

[F] openFie... Chrl+0
B Advanced Open File, .. Ckrl+5Shift+0
("] Open Falder... Chrl+F
(=) OpenDist... Chrl+D
& Open Metwork Strean.., Chrl+N
Open Capkure Device. .. Chrl+C

2. Play controls are located at the bottom of the window; in addition to Play,

Pause, and Stop buttons, the archivist may fast forward or reverse progress
by adjusting the slider on the progress bar. Click the arrow keys to move to
the next/previous item in a playlist.

E*Elﬁﬂfi - @ BREHERISONELEIBRE EHKEI

Play / “ %= Progress bar (and slider) L4
Play/ Ly G =5 @ o]
faith - State_of _thesStatémpd 1.00x | 00:34/06:15
Y

Previous/next in playlist

3.F: TriD—Add Extensions to Unidentified Files

In TreeSize, the Miscellaneous “File Group” may contain a number of files with no
extensions or which have false extensions (i.e. “.09,” “.recent change,” “.draft,” etc.).
For these files, the TRiD program can be used to identify the format and add the
appropriate file extensions. NOTE: some files without extensions may be
important system or configuration files. Only proceed with this step if you
have verified the nature of the files. Consult with Digital Curation if you have
any questions.

51

1. Select all files with no or nonstandard extensions from the TreeSize

Miscellaneous File Group (hold down SHIFT or CTRL while clicking to select
multiple items). Right click on the selected files and choose “Show all Files of

the Selected Extension(s).”
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fﬂ Age of Files "% Top 100 Files [ History
& Chart E= Details ‘e Extensions 8 Users
= BRI E

Extension Size Alle
-I Miscellaneous Files 428.5 MB i-

B | none 2.7 MB

|:| | | . criticism of looks issue 21.5EB

I:‘ | | - looking young, old 210 KB

. | | - balance between caring, not 46.0 KB

B | . better to know 14.0 KB i
Fi i 3

2. A search window will open; when the process is complete, click once on any
file in the search results to mark it (the filename should be highlighted in
blue). Now select File > Export Paths...

a TreeSize Professional - File Search EI@
File | Edit Search View Tools Help
7 Load Search Options... Ctrl+0 |_
Save Search Options... Ctrl+5 =
J # Reset Search Options e K Starthrching
Reset Custom Search D dd Pattern =
bl Save Results.. W o
[’?E Export Paths... !. — >toR earching
" ImportFaths... ;:h Size Last Chan.. Las|
[y Copy Listto Clipboard Shift+Ctrl+C  hunprocessed\uarp_unprocessed\10072_L.. 680KE 7/31/2007. =
& Print List Ctrl+P unprocessed\uarp_unprocessed'87114 E.., 00KB 10/1/2007... 1 4
G_j Print Setup... \unprocessed\uarp_unprocessed\10570_... 13KB 6/24/2011... |~ Save Results...
o Bt AlteFe unprocessed\uarp_unprocessed\10570 .. 1973KB 6/24/2011...
I unprocessed\uarp_unprocessed\10570_... 28KB 6/27/2011...
V|| makefile Zhunprocessed\uarp_unprocessed\10570_... 0&KE 11/15/200.. Move Checked...
W] | | Motes Z\unprocessed\uarp_unprocessed\10570_... 24 KB ©6/24/2011...
V|| | README Zhunprocessed\uarp_unprocessed\10570_... 146KB 6/24/2011...

3. Save the file in this location: C:\BHL\TRID\fileList.txt. This file (fileList.txt) is
a default file in a batch script; always replace it with new file information.

4. Open the file in Notepad; choose File > Save as... and save the file in ANSI
encoding. (UTF-8 encoding produces a bug when TRiD is run.)

File name: fileList.bd

Save as type: |Text Documents (*.bd)

Hide Folders Encading g Ei - Save

Unicode
Unicode big endian
UTF-8

5. Open a command prompt (cmd.exe) and enter “tridBatch.bat” (do not include
quotes).

B Command Prompt

C:sUserssMichael S*tridBatch.bhat_
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6. The script will run through the list of files and append extensions to all that
can be identified.
7.
a. Date
b. Qutcome: should always be passed—either no PII was found or PII
was successfully redacted.

3.G: Separations

As noted in section 24, Digital Curation Services will create a folder in the
Separations directory (\bhl-root\Separations) for each transfer of digital materials.

& Y:\Separations

File Edit “iew Favorites  Tools  Help

O Back - > ir /.- ) search Folders : k x i

Address |[5) v\ Separations

Tarme Size  Type Dake Madifisd
[[)2011123_CAEN File Falder 10/18/2011 4:45 PM
2011012 _Castagnacoci File Folder 102002011 3128 PM

Archivists will remove superfluous or unnecessary content from digital accessions
and place it in the appropriate Separations folder. Unless an accession is very small,
separations will take place at the folder level. Do not worry about checking every
single file in an accession!

If an archivist has identified a folder or specific group of files that are not
appropriate for the collection, TreeSize Professional may be used to move this
material to the Separations directory. TreeSize will maintain the original directory
structure so that donors/creators may understand the context and organization of
the separated materials if they are returned.

3.G.i: Removing One or More Folders to the Separations Directory
1. Open TreeSize and select File Search > Custom Search.
2. Under the Search Options tab, click on “Browse and Add Path.” Browse to the

target directory and click “OK.” You may include as many folders as
necessary.
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Custom Searcil_oearch Options [

Drives and Paths to Search

Name Tatal Size Free Space | % Free Space
[] = Lacal Disk {2 39.9GE 20,5 GE [NEH

[ Z&bhl-archive on bhl-archive.m.... 180 GE s3.6cE [0 %

[ Z&bhl-roct on ‘bhi-root.m.storag. . 1.58 1B 42z N 26 %

I ¥unprocessedi2011012_Cas. .. 4zz 6 N 26 %

[ Z# shared Folders on 'wrware-h. .. 931 GB 78366 NEREEIN

Add (UNC) Path 2 Browse and Add Path

Enabled Search Types
[[IBiggest Files

[ oldest Files

[ Temporary Files
[Jinternet Files
[Jpuplicate Files
Custom Search

Start Searching

Stop Searching

Save Results...

Files [ Falders to Exclude
Select a path ko add
(D Fy1997 ~
[ Fy1995
() Fy1999
= ) Frzons -
(29 2636-2-014
() 2638-2-016 2
Folder: | 2636-2-014 ‘
790 Chjects (58,0 GB) Browse for an addtion p—
e e C o I conn ]

3. Toremove a folder from the search, right click on it and select “Remove from
List Permanently.” (It may be included in a Custom Search at a later point, if

need be.)

£7:4anp X Remaove From List Permanently

[ S sharedt [& Browse and Add Path
Add (UNC) Path

26 Y I

26 %

F

4. To proceed, select the Custom Search tab. To include all files in the selected
folder(s), select the “Name” menu item and add * in the text box on the right-
hand side (* is a wildcard; this statement will include all files in the search).
Files in any subfolders will be included if the “Search Subfolders” box is

checked.
Costom Search)

Search Options

| Mame Find all filez whose full paths match
———— the patterns given here
(wvildcards 7 snd * are sliovwed)

Size [ Attributes  [] Use Exclude Patterns
Owner I Search Subfolders I

Date

Remove

]
Feorae

Name Path

5. Click “Start Searching” to commence. When the search is complete, verify that
the files you wish to separate are checked (on the left-hand side). To retain
any files in the collection, uncheck the boxes. When you are satisfied, click

“Move Checked.”
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A TreeSize Professional - File Search g@g|

File  Edit Search View Tools Help
Custom Search | Search Options
Mame Find all files whose full paths match *
————————— the patternz given here
Date (wildcards 7 and * are allowed)
Size | Attributes  [[]Use Exclude Patterns
Cwner Search Subfolders
Marme Path
@-_] Castagnacci_clousterPhotographs_001 Lf ‘unprocessedi2011012_CastagnaccitBackground_MaterialiGlousteriass, #
@-_] Castagnacci_clousterPhotographs_002, Lif ‘iunprocessedi201 1012 _CastagnacciBackground_MaterialiGlousterMass.
@-_] Castagnacci_clousterPhotographs_003, Lf ‘iunprocessedi2011012 _CastagnacciBackground_MaterialiGlousterMass.
@-_] Castagnacci_GlousterPhotagraphs_004 . EF ¥ \unprocessedi2011012_CastagnacciBackground_Material\GlousterMass.
@-_] Castagnacci_clousterPhotographs_00S, Lf ‘iunprocessedi2011012 _CastagnacciBackground_MaterialiGlousterMass.
@-_] Castagnacci_GlousterPhotographs_006, kiF Y iunprocessedi2011012_CastagnacciiBackground_MateriallGlousterMass.
@-_] Castagnacci_clousterPhotographs_007 Lif ‘iunprocessedi2011012 _CastagnacciBackground_MaterialiGlousterMass.
@-_] Castagnacci_clousterPhotographs_00a, Lf ‘iunprocessedi2011012 _CastagnacciBackground_MaterialiGlousterMass.
&K castagnacci_GlousterPhotogrsphs_004. tif ¥ junprocessedi2011012_CastagnacciBackground_Materiall GlousterMass,

6. Inthe window that next appears, select the following options:
a. Move Operation:
i. Choose “Move checked files to path.”

Start Searching

=

Save Resulks, ..

Move Checked. ..

ii. Browse to the appropriate Separations folder for your

collection.
b. Move options:
i. Choose “Delete empty directories after moving”
ii. Choose “Preserve directory structure”
c. Logging
i. Choose to “Log performed operations”

ii. Selectthe \Metadata\ folder in the processing directory as the

destination for the log file. Save the file as

separations_YYYYMMDD.txt (i.e. separations_20111020.txt).

7. Click “Execute”
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¥ Move Operation
(") Move checked files to Recycle Bin
() Delete checked files from disk
(") Move checked files to ZIP file
@- Move + | checked files to path or burn to disc
(I Pass files to executable as parameter

Destination: |':\5eparations)2011012_Castagnaccci
¥ Move Options

Delete empty directories after moving

Preserve directory structure

[]include directary with drive letter to avaid name calisions
D Automatically rename existing files

|:| Preserve permissions of the original file

¥ Logaging

Mumber of checked okjects: 2
Total size of checked files: 1.2 MB

Log performed operations to:

|:| at ariginal location pointing to new location

junprocessedi2011012_CastagnaceiiMetadatalseparations_20111 E]

[ Cloge ] [ Cancel ]

Help ]

This operation may be repeated as many times as necessary. TreeSize will append

additional log entries to the same log file.

3.G.ii: Removing Specific “File Group”s to the Separations Directory

The scan results under the TreeSize Extensions tab may reveal file groups that are
inappropriate for long-term preservation. Such material may include Configuration
Files, PC Virtualization Files, System Files, Temporary and Backup Files, and
Miscellaneous Files. Because some configuration or system files may be
essential components of a digital deposit, archivists should consult with
Digital Curation Services before moving any of these files to the Separations
directory.

1.

56

If it is determined that a file group may be safely separated, conduct a fresh
scan of the processing directory in TreeSize.

Select the Extensions tab. Right click on either the file group (i.e. “Temporary
and Backup Files”) or the specific file extension (i.e. “.bak”). By holding CTRL
while clicking, you may select multiple file groups and/or extensions. Then
choose the right-click option to “Show all Files of the Selected Extension.”
TreeSize will now launch a custom search for all the selected files.
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-I Temporary and Backup Files 0.0 KB 0.0 %o

. = b
lil 7 Lirnit Tree b this Extensian

Lirg Copy List to Clipbaard Shift-+Cer+C
4 Prink List
L—_l Save List...

E’ Show &l Files of the selected Extension(s)
Copy List of Files of this Extension

3. From this point, you may follow the instructions from step 6 onward in
section 3.G.1.

As noted above, this operation may be repeated multiple times. TreeSize will
append additional log entries to the same log file.

3.H: Arrangement

The BHL has adopted a More Product, Less Process philosophy for digital content.
Processors should preserve original order/original directory structure.

1. Intellectual: identify series/logical groupings of content

2. ‘Physical’: processors will maintain the original order of material unless it is
absolutely necessary should and then only after conferring with MHC/UARP
supervisors and/or DCS. Any physical arrangement of files would be cited in
the ‘Processing Note’ in the EAD template.

3. All content will be arranged/packaged as if it were going to be deposited in
Deep Blue. This means that top-level folders in the processing directory
should correspond to Items in Deep Blue.

4. In determining the final arrangement of files, discuss the composition of the
deposit package with DCS.

a. A‘deposit’ is an administrative unit that refers to a discrete group of
digital content produced by a single creator (individual or an
organization)

b. The deposit package will consist of one or more files (including ZIP
files) and an associated metadata folder

3.1: File format conversion

The BHL will employ file format conversion as a preservation strategy. The
bhl_batch.bat Windows command line script will automatically search for and
convert at-risk file formats to preservation-quality versions. The Bentley Library
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will retain these preservation copies (denoted by a -bhl_XXXXXXXX suffix) alongside

the originals.

The batch conversion of files will utilize various open-source or freely available
utilities. Digital Curation Services will oversee the installation and configuration of
these applications on Bentley workstations.

Tier 1: Preservation of Sustainable

Tier 2: Conversion Strategies

Tier 3: Bit-Level

Formats for At-Risk Formats Preservation
Raster Images
e TIFF: Tagged Image Format File Convert the following to TIFF All others

¢ JPEG/JFIF: Joint Photographic
Experts Group JPEG Interchange
Format File (lossy compression)

¢ JPEG 2000: Joint Photographic
Experts Group (lossless
compression)

e GIF: Graphic Interchange Format

e PNG: Portable Network Graphic

with ImageMagick:

e BMP: Windows Bitmap

e PSD: Adobe Photoshop
Document

e PCD: Kodak Photo CD Image

e PCT: Apple Picture File

e TGA: Targa Graphic

Raw Camera Images

Original raw digital camera images will
be retained as preservation copies.

Convert the following to JPEG
(for access) with ImageMagick:

e RAW: Raw Image Data File

e CR2: Canon Raw Image File

e ARW: Sony Digital Camera
Image

¢ DCR: Kodak Raw Image File

e MRW: Minolta Raw Image
File

e NEF: Nikon Electronic
Format Raw Image File

e ORF: Olympus RAW File

e PEF: Pentax Electronic File

¢ 3FR: Hasselblad 3F Raw
Image

e X3F:SIGMA X3F Camera Raw
File
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Vector Images

e SVG: Scalable Vector Graphics File Convert the following to SVG All others
with Inkscape:
e Al: Adobe Illustrator
o WMF: Windows Metafile
e EMF: Enhanced Metafile
Convert the following to PDF
with Ghostscript:
e PS: PostScript
e EPS: Encapsulated PostScript
Audio Files
e MIDI: Musical Instrument Digital Convert the following to WAV: | All others
Interface Fll? o e WMA: Windows Media Audio
e XMF: Extensible Music File « RA/RM: Real Audio
* XVI—‘;;’_: XVZ‘_’Eflorm A}‘:d“’ Fgel F;rmat o SND: Apple Sound File
. + Audio nt.erc ange File Format | 15 o0 Audio File
e MP3: Moving Picture Experts Group
Layer 3 compression
¢ OGG: Ogg Vorbis Audio File
e FLAC: Free Lossless Audio Codec File
Video Files
e MPEG-1/2: Moving Picture Experts Convert the following to MP4 All others

Group

e AVI: Audio Video Interleave File
(uncompressed)

e MOV: QuickTime Movie
(uncompressed)

e MP4: Moving Picture Experts Group
(with H.264 encoding)

e MJ2: Motion JPEG 2000

e MXF: Material Exchange Format File
(uncompressed)

e DV: Digital Video File (non-
proprietary)

(with H.264 encoding):

e FLV: Flash Video
¢ WMV: Windows Media Video
e RV/RM: Real Video
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Tier 1: Preservation of Sustainable

Tier 2: Conversion Strategies

Tier 3: Bit-Level

Formats for At-Risk Formats Preservation
Video Files
e MPEG-1/2: Moving Picture Experts Convert the following to MP4 All others
Group (with H.264 encoding):
e AVI: Audio Vidgo Interleave File e FLV: Flash Video
l(vtll(r)l\clorélp.rti(sTsle ) Movi e WMV: Windows Media Video
. : QuickTime Movie .
S V/RM: Real Vid
(uncompressed) * eal video
e MP4: Moving Picture Experts Group
(with H.264 encoding)
e MJ]2: Motion JPEG 2000
e MXF: Material Exchange Format File
(uncompressed)
e DV: Digital Video File (non-
proprietary)
Office Documents and Text Files
e DOCX: MS Word Open XML Convert the following to Office | All others
Document Open XML with Microsoft
e XLSX: MS Excel Open XML Document | Office File Converter (OFC):
e PPTX: PowerPoint Open XML e DOC: MS Word Document
Document e XLS: MS Excel Document
o DFZA: Portable Document Format e PPT: PowerPoint Document
(Archival)
e TXT: Plain Text File Convert PDF to PDF/A with
e RTF: Rich Text Format File Ghostscript.
e XML: Extensible Markup Language
Data File
e CSV: Comma Separated Values File
e TSV: Tab Separated Values File
Email
e MBOX: Mailbox File Convert the following to MBOX: | All others

e EML: Email Message

e PST: Outlook Personal
Information Store File

¢ Eudora mail, etc. (40 total)
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Tier 1: Preservation of Sustainable

Tier 2: Conversion Strategies

Tier 3: Bit-Level

Formats for At-Risk Formats Preservation
Databases
¢ SIARD: Software Independent Convert the following into All Others

Archiving of Relational Databases
(open XML format)
e CSV: Comma Separated Values File
e MySQL SQL: Structured Query
Language file; MySQL is an open
source relational database
management system

SIARD:

e ACCDB or MDB: MS Access
e SQL Server

e Oracle Database

3.J: Package Materials for Deposit

Archivists will need to package digital deposits in preparation for ingest into Deep
Blue or the BHL dark archive (\bhl-archive)).

3.J.i: Normalization of Major Directory Names

As noted in earlier in this document, content will be placed in folders that
correspond to “Items” in Deep Blue (consult with Digital Curation Services for
guidance in identifying and structuring Items). In the Deep Blue DSpace
repository, the ‘Item’ is a major unit of organization. Each collection in Deep Blue
may have multiple [tems, each of which may contain multiple files. In many cases
these Items will be analogous to archival series or subseries.

While preparing content for deposit into Deep Blue, archivists should ensure that all
files (ZIP and individual) are situated inside a folder that corresponds to a Deep Blue

[tem.

Looking forward to the time when the MLibrary LIT division will create METS files
for all deposits, it is important that these folder names are identical with what the
titles of Deep Blue Items. As a result, the major folders in the processing directory

should have no underscores.

3.J.ii: Creation of ZIP Archive Files

It may be necessary to create ZIP files to “bundle” multiple files and/or entire
directories. Work with DCS to identify appropriate packages for deposit.

1. Right click on the folder (or select the files and then right click)
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2. Choose: Send To > Compressed (zipped) Folder

Ctrial File Folder
Ciles Eel e o
I winca Open )._I.‘r.‘-.-
= o5 = Explore
@Cas;a Prink with DirPrr ... - >
Search...

Open as Notebook in OneMote

TreeSize Professional 5

TreeSize File Search

7-Zip »
| Scan with Micrasaft Farefrant Endpaint Protection 2010,
(& Groove Folder Synchronization 3

T Combine supported Files in Acrobat, ..

L] Compessed oo Fokler |
Cut @ Desktop {create shorbout)
Copy @ Jacksum - 1) Cale inkegrity for directory

3. Record the creation of ZIP files by the Bentley Library in the PREMIS
preservation event spreadsheet:
a. Date
b. Outcome: should always be passed
c. Files: enter filenames of all ZIP files created; delimit entries with a
semicolon ().

3.K: DROID—Extract Metadata and Characterize Content

Use DROID to characterize content and produce a listing of all files (including
materials within ZIP archive files).

1. Go to Tools > Preferences. Under the “Profile Defaults,” check the box next to
“Generate MD5 hash for each file.” Under “Export Defaults,” the CSV export

option should be set to “One row per file.”

| Signature Updates | Export Defaulks

Binary Signature File |DROID_SignatureFiIe_V52 w |

Container Signature File | conkainer-signature-20110204 R |

Analyse contents of archive files (zip, tar, gzip)

Generate MDS hash For each file |

Maximurn byybes ko scan at khe start and end of
files,
A negative value means unlimited scanning. 65536

(%) Match extensions if no other signatures defined,

() Match extensions against all known extensions,

Default throttle I:I milliseconds

oK ] [ Cancel
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2. Click “Add” to select the directory for characterization. (Be sure the “Include
sub-folders” box is checked.) You may select specific folders from the right-

side window. Click OK when the appropriate folders are selected.
% DROID v6.01

File Edit Run Filker Report Tools Help

OrB8s +¥= 00 Y J

Mew Cpen Sawve Expork Add Remave Skart Pause Filter ©On Repork

Bl + Select resources

Faolders

B{a Desktop

- ) My Metwork Places

My Computer

\5 314 Floppy {A:)
[+ Local Disk {2}
[ D Drive (D)
(= 2% bhl-root on ‘hl-root.r
(-7 . Temporaryltems —
[ backup
|5 deephblue_deposit
g ;“:;:rd:tti:;:" (1] Castagnacei_20100219 Riverdal. .. 70.6MB Aug 16, 2011 9:04:27 AM
i {3 unprocessed (£ Castagnacei_archivedwehsite_20... 23.6MB fug g, 2011 1:17:19 PM
£-[07) 2010124 L
- 10 =

MName = Size Last Modified

|>

(=™

|C5) Backgrour
-3 Castagna
|5 Castagna
[#[29) Classroor ¥
>

Selected resources |e\GouId" "Digital_Reproductions" "Interviews" "Metadata” "RestrictedContent” "Separations" "Studio_‘Wark" | [ oK ]
<

Include sub-folders Cancel
I_

3. Be sure that the | Metadata) folder is not included in the characterization
(select that folder and click “Remove”).

4. When the appropriate folders are in the queue, click “Start.” DROID will begin

to go through the directories, providing metadata for all files—including
those in ZIP archives.

& DROID v6.01

File Edit Run Fiter Repart Taools Help /'\

orus +=(Op Y 4

Mew Open Save Export Add Remove Filter 2n Report

Uniitled-2 |

~ Resource Extension Size Last modi,., | Ids
[0 ¥:\unprocessed) 2011012 _CastagnacciiCastagnacci_20100...

[ ¥:\unprocessedi2011012_CastagnacciCastagnacci_archiv,..

[ ¥:\unprocessedi2011012_CastagnacchClassroom_Instruction

[ ¥:\unprocessedi2011012_CastagnacciCallaboration_Micha...

[0 ¥:\unprocessedi2011012_CastagnacciDigital_Reproductions

[ ¥:\unprocessed|2011012_CastagnacciInterviews

[ ¥:\unprocessed| 2011012 _CastagnacciRestrickedContent

[ ¥:\unprocessedi2011012_CastagnacciiSeparations

[ ¥:lunprocessedi2011012_CastagnacciiStudio_Work

[ ¥:\unprocessedi 2011012 _CastagnacciiBackground_Material 8/10/11 2:4...

< |

| file: Y Junpracessedf2011012_ . rial/GlausterMassachusetts) ] Thrattle: 0 ms J, TR

>
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5. When complete, click the “Export” button to save a CSV file of the ‘profile’ you

have just created. Save the spreadsheet to the \Metadata) folder, using the
pattern: DROID_YYYYMMDD.csv.
*:_ DROID v6.01

File Edit Run Fiker Report Tools Help
oPE2 = O® Y ' .
Mew Open Save Export Add  Remove Stark Pause Filker ©n Report;
Untitled-3 %
H .
[r——_l - Export profiles Mime bype
CHpo... Select profiles For export kextiplain
[#] Urikitled-3
() One row per file, (2 One row per format identification.
< >
[ Export profiles. .. ][ Cancel

Example: DROID_20111019.csv
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Phase IV: Deposit

4.A: Move Content to Post-Processing Area

Once the processing steps have been completed, the archivist will use the Duke
DataAccessioner to move the accession (except for the Separations and \ Metadata\
folders) to the appropriate post-processing area. For collections that are open and
unrestricted, this location will be the \deepblue_deposits\ directory in the Interim
Repository. For collections with restricted material, this location will be the dark
archive (\bhl-archive\). Metadata entry conventions and procedures for this
step are being revised as of 10/12/2011.

1. Enter your name and the collection title in the appropriate text boxes in the
DataAccesisoner interface.

2. Select \deepblue_deposits) as the “Accession Directory” in the .

3. Acquire a digital Deposit ID from DCS and use this identifier as the
DataAccessioner “Accession #.”
a. These numbers will consist of the collection ID and a consecutive
integer.
b. The first digital deposit for each collection will start with 0001 and
then increase numerically with subsequent deposits (0002, 0003,
etc.). Example: 2011012_0001

4. Each top-level folder will need to be migrated individually to the deposit
folder.
a. Ifthe entire processing directory is moved at once, the metadata
produced by the DataAccessioner will be inaccurate.
b. Be sure that the user-supplied metadata is accurate for each transfer
with the DataAccessioner.

5. Example of deposit directory:

fddress ([ ¥ \deepblue_deposits\2011012_001

Marne: Size | Type Date Modified

) Background_Material File Folder g/4/2011 4:39 PM
() Castagnacci_20100219_River.., File Folder 1/31/2011 11:56 AM
) Castagnacei_ArchivedWehsit, . File Folder g/af2011 3116 PM
) Classroom_Instruction File Folder ald4fz011 10:36 AM
) Collaboration_MichaelGould File Folder alinfz011 10:47 aM
) Digital_Reproduckions File Folder af1afz011 11:01 AM
) Inkerviews File Folder ar4fzo11 1037 AM
) Shudio_Sark, File Folder ald4fz011 11:08 AM
IIﬂCasI:a|;||'|a|:|:i_IZ:IE|:n:|siI:_2III1 108... J4 KB Microsoft Office Exc...  9/1/2011 4:45 PM
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6. The DataAccessioner will create an XML manifest in the deposit directory.
a. When the collection has been successfully moved, transfer this file to
the \Metadata)\ folder in the processing directory.
b. The filename should reflect the pattern: Manifest.xml
Example: Manifest_2011012_001.xml

4.B: Prepare Deep Blue Deposit Metadata

Create a metadata spreadsheet so that content may be batch-uploaded into Deep
Blue. Work with DCS to correctly enter metadata. A complex deposit may require
additional consultation with Jim Ottaviani to appropriately structure the collection
in Deep Blue. NOTE: procedures are under review as of 10/11/2011.

1. Identify Deep Blue Items; enter appropriate “Item” metadata.

2. Enter metadata for files (ZIP and other formats) associated with each Item.
a. If more than one file will be associated with an Item, you will have to
enter information on multiple files in one cell.
Delimit entries with a semi-colon (;).
c. For each file, the following metadata must be paralleled in their
respective cells:
i. Filename
ii. Mimetype
iii. Brief description

3. Save the Deep Blue metadata spreadsheet in the top level of the
collection’s deposit directory.
i. Name file using pattern: deepBlue_DepositID.xlsx
ii. Example: deepBlue_2011012_0001.xIsx

4.C: Prepare Administrative and Descriptive Metadata XML File

The archivist will complete an EAD template with administrative and descriptive
metadata that applies to the particular deposit. This XML document will provide
basic descriptive and administrative metadata about the deposit and may be used in
a future procedure to create METS files.

1. The template includes guides for entering information. Consult with DCS for
help in completing the template.

2. Name file using pattern: EAD_DepositID.xml
Example: EAD_2011012_0001.xml
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3. Save file in \Metadata)\ folder. (For EMAIL deposits—pending discussion
with LIT, the EAD template may need to be saved in the top level of the
collection’s deposit directory.)

4.D: Complete PREMIS Preservation Metadata Spreadsheet

Review PREMIS preservation event spreadsheet to ensure required fields are
included.

1. A template for this spreadsheet will provide guidance on how to enter
metadata.

2. Ifalist of files will be included (for example, in the event a procedure fails),
delimit the filenames using a semicolon (;).

3. Save as a CSV file. Name file using pattern: PREMIS_DepositlD.csv
Example: PREMIS_2011012_0001.csv

4.E: Additional Steps

1. Digital Curation Services will coordinate the deposit of material into Deep
Blue (or other storage environment).

2. For unrestricted materials, an additional copy of the deposit (with
\Metadata\ folder) will be saved in \bhl-archive\.

Phase V: Description

Digital Curation Services will receive notification of successful deposit as well as a
spreadsheet of files and persistent URLs for content in Deep Blue.

5A: Create or Update Finding Aid
5B: Create or Update MARC Record

5C: Update BEAL Record.

1. Document separations and change status to ‘Processed’
2. Create digital object record (for tracking content); attach manifest of object.
3. Update location of content in BEAL. Procedures TBD...
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Phase VI: Clean Up

6A: Manage Separations

Per the donor agreement, the Separations folder will be either deleted or returned to
the donor by DCSS. Save the deposit’s separations in \bhl-root\Separations\. Title
the folder with the Deposit ID. Content will be stored here for up to 60 days after the
deposit, upon which time it will be either returned to the donor or deleted.

6B: Delete additional copies of content

Upon successful deposit, Digital Curation Services will delete material from ‘Backup’
and ‘Unprocessed’ directory.
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