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Researcher Passports 
and Open Badges



• Restricted data at ICPSR: an overview

• Remind me what the Researcher Passport is?

• Show me the Researcher Passport!

• What are Open Badges?

• What’s the point of all of this?
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Agenda



What do you mean by “restricted”?

Public-use data
those for which disclosure 
risk to research participants 
and of confidential 
information is minimal

Restricted-use data
created when removing 
potentially identifying 
information would 
significantly impair the 
analytic potential of the 
data, or in cases where data 
contain highly sensitive 
personal information and 
cannot be shared as a 
public-use file



Quick overview for busy people
• 1,482 restricted studies
• thousands of active restricted data users
• three primary methods of access to restricted data (table below)

Secure Download Virtual Data Enclave Physical Enclave
ü Application and legal 

agreement

ü Data Security Plan

ü Once approved, user 
downloads and analyzes 
data on their own machine

ü Application and legal 
agreement

ü Simpler Data Security Plan

ü Once approved, users 
downloads software that 
allows them to log into a 
virtual machine and access 
the data on ICPSR servers

ü Analytic output is vetted 
before release

ü Application and legal 
agreement

ü Once approved, users work 
with ICPSR staff to 
coordinate time in our 
physical enclave in Ann 
Arbor, MI

ü Users are constantly 
monitored, enclave 
machines are disconnected 
from networks and the 
internet, and output is 
thoroughly vetted before 
release
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www.icpsr.org



How do I apply for it?

Complete online 
application

Upload additional 
materials (e.g. DUA, IRB)

Review application and request 
changes or additional information

Resubmit, if necessary

Approve request

Deliver encrypted data

Download and secure 
encrypted data

Deliver decryption password

Decrypt data 
and change the world

Applicant ICPSR staff

For VDE delivery

Download software to 
access VDE

Move requested data to 
user’s folder on ICPSR server

Analyze data inside VDE 
and change the world

For secure download
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• Easier and quicker application process.

• Different repositories can accept it.

• Access to more data, more securely.

• New opportunities for linking data.
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How will the Passport benefit researchers?
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What are the researcher’s credentials?

Training completed: Research with Human Subjects 

Training completed: Data Privacy, Protection, and Security

Degree earned: PhD

Current position: Associate Professor at Institution X
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Why are the data restricted?
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User Attributes
PI-eligible X
Institutional affiliation X
Highest degree earned X
Professional position X

Trainings
Data Security X X X
Research Conduct X X X X X X X X X
Other

Specific Expertise
Restricted qualitative data use X X X X X X
Other

Contributions to data stewardship
History of data sharing X
History of metadata       
enhancement

X

History of code/syntax sharing X6/13/19 11
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Researcher Passport: Website and Application



13

Sharing the Researcher Passport
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Sharing the Researcher Passport
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Open Badges
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Open Badges

Training completed: Research with Human Subjects
Badge issued by PEERS February 9, 2019 

Training completed: Data Privacy, Protection, and Security
Badge issued by CITI August 20, 2018

Degree earned: PhD, May 5, 2012, University of Pittsburgh
Verified by ICPSR September 14, 2018

Current position: Associate Professor, University of Maryland, 
beginning June 1, 2017
Verified by ICPSR September 17, 2018



• Issuer
• BadgeClass
• Assertion
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Badge Specifications



BadgeClass {
"@context": "https://w3id.org/openbadges/v2",
"type": "BadgeClass",
"id": "https://icpsr.umich.edu/open-badges/data-security-badge.json",
"name": "Data Security Badge",
"description": "For completing training in the data security practices.",
"image": "https://icpsr.umich.edu/open-badges/data-security-badge.png",
"criteria": "https://icpsr.umich.edu/open-badges/data-security-badge.html",
"tags": ["data security", "training"],
"issuer": "https://icpsr.umich.edu/open-badges/organization.json",
"alignment": [
{ "targetName": "ONS.SURE",
"targetUrl": "https://www.ons.gov.uk/aboutus/whatwedo/statistics/",
"targetDescription": "Safe Researcher or Safe User of Research Data Environments 

(SURE) training course, run by Office for National Statistics, the UK Data Service, the 
Administrative Data Research Network, or HM Revenue and Customs",

"targetCode": "UKDA.ONS.SURE"
}

]
}
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Badge Specifications



Assertion {
"@context": "https://w3id.org/openbadges/v2",
"type": "Assertion",
"id": "https://icpsr.umich.edu/open-badges/hemphill-data-security-badge.json",
"recipient": {
"type": "email",
"hashed": true,
"salt": "deadsea",
"identity": "sha256$c7ef86405ba71b85acd8e2e95166c4b111448089f2e1599f42fe1b"

},
"image": "https://icpsr.umich.edu/open-badges/hemphill-data-security-badge.png",
"evidence": "https://icpsr.umich.edu/open-badges/hemphill-data-security-badge.html",
"issuedOn": "2018-05-25T23:59:59Z",
"expires": "2020-05-24T23:59:59Z",
"badge": "https://icpsr.umich.edu/open-badges/data-security.json",
"verification": {
"type": "hosted"

}
}
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Badge Specifications



• Systematically analyze a system’s privacy 
implications

• General steps:
• Describe system and information flows
• Characterize risks
• Identify mitigation strategies

6/13/19 20

Privacy Impact Assessment



• Designing end-to-end restricted data workflow
• Developing application and dissemination 

systems
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Next steps



• Research Passports are available now

• Open Badge implementation is in the work

• Questions?
• Maggie Levenstein, ICPSR Director, maggiel@umich.edu

• Johanna Bleckman, Senior Data Project Manager, 
bleckman@umich.edu

• Libby Hemphill, RCMD Director, libbyh@umich.edu
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Wrap Up
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