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ArtificialginiglligeRge (Al) methods have seen increasingly widespread use in everything from

I

consumer and driverless cars to fraud detection and weather forecasting. The use of Al has

transforma@l manylof these application domains. There are ongoing efforts at leveraging Al for

C

disaster ris . This paper takes a critical look at the use of Al for disaster risk analysis. What is

S

the potential? How is the use of Al in this field different from its use in non-disaster fields? What

challenges e overcome for this potential to be realized? And what are the potential pitfalls

U

of an Al-b approach for disaster risk analysis that we as a society must be cautious of?

n

1. Introdu

d

rds pose significant risks throughout the world. They are among the deadliest

disasters. Th nts cause significant economic damage as well, with losses from a large tropical

\

cyclone impacting a developed nation approaching or, at times, exceeding $100 billion U.S. dollars.

is, in broad terms, a systematic process aimed at understanding the nature of

risk in a gi @ ion and expressing the risk together with the underlying knowledge base (SRA,

2015). Itis ought of as being comprised of at least risk assessment, risk management, risk

n

commu risk governance among other aspects. Risk assessment, the process of

t

understanding and characterizing the risk, often mathematically, is the primary focus of this paper.

U
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Traditionally, risk assessment is thought of as answering the following three questions: (1) what can
go wrong? (2) with what likelihood, and (3) with what consequences? (Kaplan and Garrick, 1981).
More rece*l:: :iere has been an increasing focus on the background state of knowledge underlying

these asse the uncertainty in these assessments (e.g., Aven 2013, 2017).

I I
Risianalysis is critical for natural hazards, and a number of different risk analysis methods

exist for asg€ssingWisk to communities from natural hazards. One set of approaches are fragility-
based models s as the widely-used HAZUS model that are based on simulating physical loads to
systems, estiati

asset-level damage through fragility curves, and then estimating system

performance, loss&@s, and deaths (e.g., Kircher et al. 2006, Schneider and Schauer 2009, Winkler et

al., 2010). set of approaches are based on machine learning and artificial intelligence
methods ( ma et al. 2014, Quiring et al. 2014, Baroud and Barker 2018, Shashaani et al.
2018). The ds will be discussed more below, but briefly, they use past data and hazard
loading , information about the system and antecedent conditions, and other

information t a machine learning model that is then used to estimate system performance or

losses for future events. A third type of approach that has seen widespread use in the academic
literature, St less in practice, is network theory based methods (e.g., Duefias-Osorio and Vemuru
2009, Wan 013). These approaches focus on leveraging the topology of the system to

estimate pe nce under hazard loading in a more computationally efficient manner, though the

accuracy o‘he results has been questioned (LaRocca et al. 2015).

W/ focus of this paper is on artificial intelligence, machine learning, and statistical
methods, referre;o as Al methods in the remainder of this paper. These methods are becoming
increasingl practice, and significant research advances have been made. But a critical,
foundationa these methods and their use for natural hazard risk assessment is needed. They
can be very valuable and useful, but they are not the panacea some present them to be.
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2. Artiﬁciallntelliﬁrce Methods and Their Expanding Reach

Argence, machine learning, and statistical learning theory are closely related

bodies of kmewiledge and methods that can be separated into two separate classes of methods,
supervisedhand unsupervised learning. Supervised learning seeks to estimate an unknown
relationshigf( ) befieen a set of explanatory factors, x, and one or more response variables, y. That

is, supervi | ing seeks to estimate the relationship y = f(x). This relationship is then often used

S

to make predictions of the value(s) or probability distributions of y’ given a new set of inputs x’ in

U

some uno ikely future, situation (e.g., predicting power outages prior to hurricane landfall

as in Guikefna et al. 2014). The learned relationship can also be used to draw insights into the

n

influence of di t explanatory factors in x on y (e.g., Rivero-Calle et al. 2015). It should be noted

that super ning methods can produce either point estimates or probability distributions as

d

predicti ith approaches such as quantile regression forests (e.g., Kabir et a. 2019) and Bayesian

M

belief n trained with past data (e.g., Francis et al. 2014) being examples of probabilistic

methods. Unlike supervised learning, unsupervised learning does not involve y. Instead, it seeks to

[

understan del the relationships between the elements of x to provide insight into the

problem o @ support further analysis.

A related methods have proliferated in practice across many fields, including, among

§

others, cregit cardgiraud detection (e.g., Chan et al. 1998, Maes et al. 2002), automated vehicle

t

control (e. leau and Jochem 1996, Burton et al. 2017), and climate science (Badr et al. 2014,

U

Rivero-Call #2015, Tripahi et al. 2006). The use of these methods in practice has also increased

dramatji h many companies, from start-ups to long-established companies branding or

A
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rebranding themselves as data science or Al companies. These methods have found significant
success in prediction in many of these fields.

w | and related methods become so widely-used? Underlying their explosive
growth ha id proliferation of data, the development of efficient computational

I I
hardware tlat can now handle large data volumes together with complicated models, and

demonstraf€d suc@ess of these methods in application domains for which large financial outcomes
are at stake such.as credit card fraud detection. Many of the most successful application domains
can be cha rigfd as situations in which there is a large amount of data from repeated

occurrences of th§ame or at least highly similar situations. Consider the challenge of recognizing
stop signs i ically based on sensors in an automated vehicle, an area where Al models have
had succesﬁang et al. 2016). It is relatively easy to construct a large training set of stop signs
as viewed mﬁicle's sensors under different weather and lighting conditions. Stop signs do not

change if a sufficiently diverse training set can be created, one would reasonably
expect Al met o work well for this problem. Similarly, credit card fraud detection has been a

ul application of Al and statistical models because (1) large training sets of transactions,
labeled as !audulent or not, can be created and (2) these data are representative of future data
streams thQ evaluated. These two characteristics, a large corpus of diverse training data and

future con at are well-represented within the training data, are critical to the success of Al

methods (&ikema, 2009). If these two criteria are not met, the trained Al model(s) are being asked

to do soMy have not been trained to do - make predictions for situation for which they

have no represenStive data on which to make a prediction.

<
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3. Al for Natural Hazards Risk Analysis
Al ietho’ have been used in both research and practice for natural hazards risk
assessmen%ng work has generally focused on estimating one or more of the following: (1)
the physic e to the hazard given occurrence of the hazard, or (2) physical damage or loss
I I
of system fllnctionality given hazard loading. Examples of each are provided below. The intention is

not to be e@ but to give representative examples.

Owe of the use of Al for estimating properties of the physical hazard itself is in the
area of flood modeling. Several start-ups are now working on approaches that ingest weather
forecasts aEt the timing and extent of riverine flooding on fine spatial scales across

watershedSca!e Eomains using a combination of physical models and validated Al methods. A

similar example is recent research that aims to estimate flooding without the use of computationally
expensive ﬁmics models (e.g., Liong and Sivapragasam 2002, Mosavi et al. 2018). Often
physica s are used to developed a training data set and then Al methods are trained and
validat dict what the flood map would look like given information about the storm and the

geographic area. Models such as these that aim to predict hazard loading are, by themselves, not a

full risk assL However, they can provide valuable information for a risk assessment by

estimatingazards in a more computationally efficient manner.
Thfrea wfmere Al methods have had their largest use in natural hazards risk assessment is

in estimating eithef damage or loss of system function given hazard loading. For example, my
collaborat ave developed Al-based methods for estimating the spatial distribution and

total num wer outages due to adverse weather events based on weather forecasts (e.g.,
Han et @kema et al. 2014). Al-based models have similarly been developed to estimate
building damage giVen the occurrence of an earthquake (e.g., Suryanita and Adnan 2012). These
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types of models take as input a spatial field of hazard loading (e.g., maps of predicted wind speeds,
soil moisture levels, and other loading measures measures for a hurricane or a map of a ground
motion m an earthquake) together with a set of information about the system, the area,
and pre-ev itions. The model then estimates a spatial field of impacts (e.g., a map of power
outages-duwioeapproaching hurricane or a map of building damage states due to an

earthquake in, these models are not, by themselves, a full risk assessment, but, like the hazard

, provide critical information for a full risk assessment.

S

In ese types of applications of Al methods for natural hazards, the goal is to
improve pr@ccuracy and/or reduce computational burden relative to more traditional
physics-bas ngineering-based models. These models have seen use in practice recently. For
example, a rtion of electric power utilities report the use of some type of power outage
prediction m’yd some states have required power utilities in their state to have an outage
predicti tart-ups such as One Concern, Inc. have built businesses on providing predictions

of hazard eve early emergency managers, utility managers, and policy makers see value in Al-

based models for natural hazards.

4, Characth Settings in which Al Methods Have Been Successful

AC@/ domains, there are three key characteristics that have been critical to the
success of! metEods. These are:

1. Hg sets exist with clearly labeled classes (for classification) or clearly measurable

outcomes Yfor regression).

2. T Ing data used to train the model is representative of the future situations in which
them ill be used to make predictions.
6
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3. The relationships between the feature space (explanatory variables) and the response

variable are the same in the future situations as in the training set.

K

Each of th discussed briefly below.

Al metheds require large data sets to learn relationships between variables. This is true for

models as s single regression trees, ensembles such as random forests, and deep learning

methods, @e data size considered large enough depends on the type of model with more
complex /vwmrally requiring more training data. These types of models are highly flexible,
which is part of their appeal. However, this flexibility means that there are many different
parameterEﬂodel which must be fit to a given data set. If the available data is insufficient for

the model §tructure used, insufficient learning will occur, leading to poor predictive accuracy. For

example, Al s have proven successful in detecting potentially fraudulent credit card
transaction§ because of the extensive data sets available to credit card companies to use in
trainin s. There is an important caveat needed here. Large data sets and models with
compli uctures and many free parameters can lead to overfitting. In these cases, the many

degrees of freedom of the model allow it to match variations in input and noise in relationships,
patterns tI-Lot be present in future situations. This then leads to reduced accuracy in future

settings. C; @ del validation and regularization is needed to reduce these problems. This is an
especially i t problem when the data is unbalanced, that is, when there are a far more zero

(non—e\r than can be represented by standard distributions. | will return to these points
in the discsﬁvalidation testing of models.

Evnels are trained and validated properly, extensive data alone is not sufficient for
an Al m@rately predict outcomes in a future situation. The training data must also be
representative of the future situation for which predictions are to be made. There are many

7
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dimensions to this. First, the future situation must be within the domain of the training data. For
example, a model predicting flooding from hurricanes trained on data only from weak hurricanes
cannot m to offer accurate predictions for a strong Category 5 storm. Similar, a building
damage m on damage date from only weak and moderate earthquakes should not be
trusted to !Md predictive accuracy for strong earthquakes. In applications such as image
recognition and eredit card fraud, this criteria is relatively easy to meet, provided a diverse enough

set of train nces is used. This, however, may pose significant challenges for nature hazards.

Strong evewankfully rare for many types of hazards, limiting the training data available for

the types :we typically are most concerned with.

Eve ive training data representative of future conditions may be insufficient if the
relationshi n the explanatory features and the response variable is not static. That is, if the
reIationshim

n x and y that is learned by the model is not the relationship that will exist in the

future, ould not be expected to offer accurate predictions. A critical clarification is

needed here ially in the context of natural hazards. What needs to be stationary is f(x), that is,
the relationship between x and y. The phenomenon, represented by x, does not necessarily need to
be static, a!iong as f(x) is. For example, consider the problem of predicting power outages due to
hurricane. acteristics of the hurricane that impact the power system are described by x. An
Al model le relationship, f(x) between x and y. As long as the first two conditions are met
and the m&el achieves sufficient accuracy, it should work in future situations as long as f(x) has not
changedM hazard itself is not stationary. The critical point here is that f(x) must be
stationary, not X 18elf. The hazard, x, may not be stationary (e.g., due to climate change) even while
f(x) is stationary. Hew would f(x) not be stationary? If the system changed significantly, f(x) would
not be y. For example, if an electric power utility buried many of their power lines or
significantly strengthened their utility poles, a model trained with pre-change data would not offer
8
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accurate predictions for post-change data because f(x) changed. On the other hand, if the system
had not changed substantially, f(x) may still be stationary, even if climate change is leading to
changeshuency or intensity of storms; what is needed is that the response of the system to
a given sto ionary, not that storms themselves are stationary. As a corollary to this, climate

change %ar itferentially affect different aspects of x. For example, climate change may increase soil

of Al methods as long the changes in x stay within the range of the training data

moisture levgls (@ne set of variables in x in our prediction models) more than wind speeds. This is
still fine fou

and as Ion% is sufficient training data available to represent the range of x experience in the

future in t:g of the model.

Allﬁd, successful uses of Al, in the sense that the model repeatedly makes accurate
prediction et these three criteria. Lucky outcomes with one-off accurate predictions
certainly o“for a model to have sustained accuracy, the conditions above are necessary.

5. Chall n Using Al Methods for Natural Hazards Risk Analysis

aracteristics above (sufficient data, data representative of future scenarios, and

a stationar!response relationship) pose significant challenges for the use of Al methods for natural

hazards risw.
The nd most obvious challenge is obtaining a sufficiently large and representative set

of traininﬁ gta. For very rare hazards (e.g., strong solar storms that impact the power system) it

w

may notH to assemble a data set that is large enough and contains a diverse enough set of
events to s@e use of Al methods. A variant of this problem that is more subtle is the case
where there is e set of training data, but the data set lacks diversity in terms of hazard
charact<on;ider a case in which one seeks to develop an Al-based approach for estimating
earthquake damage to drinking water systems in the U.S. There are quite a few weak earthquakes

9
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for which one could conceivably gather water system damage and asset data. However, there are

very few strong earthquakes in recent history from which one might be able to obtain data. The data

t

P

set would wed towards weak events and only a small subset of the possible strong events
would be ¢ I-based approach would likely not be able to consistently offer strong

predicti’e curacy for strong events unless they were similar to the few in the training data set in

£

terms of ground gotions, depths, and other similar characteristics.

A second.key challenge is the issue of validation, and this issue is related to the first. The

SC

traditional teValidate Al models is through holdout validation testing. A portion of the data is

set aside, the mod@l is trained on the remaining data, and then the model is tested on the held-out

Ll

portion. Th can differ. In some cases there is a three way split, and in other a two way split.

N

Some use ss validation while others use repeated random cross validation.

d

Th int of doing this type of validation is to help find the model that best balances
the bia ce tradeoff to give the most accurate predictions possible in future applications of the

model. s-variance trade-off is critical in predictive modeling. Prediction error in future

M

applications of the model is comprised of three components — bias, variance, and irreducible

f

randomne ple of model will have high bias but low variance in future applications. In the

extreme, c n intercept-only linear regression model. It will have zero variance in future

predictions bias. At the other extreme, an over-fit version of highly complex model such as

h

a princi gression or neural network may have very low bias but very high variance, also

t

leading to Poor prediction accuracy in the future. The “goldilocks” point is where the sum of bias and

J

variance is minimized for future applications of the model. However, we do not know what model
correspon s point. Holdout testing is the main approach we have for trying to estimate where

this point is.

A

10
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Standard holdout validation approaches work well when the full data set is sufficiently large
and diverse that the cases in the hold out samples represent future conditions. However, if the data
setis nohative of future hazards, the results of hold-out testing can be very misleading.
Consider o f predicting water system damage due to earthquakes. Hold-out testing may
suggest!n@ of sample prediction errors are small enough to be acceptable. However, this is

and testing re event is substantially different from what is in the data used to train and test

really a corﬁtatement. The error estimates are conditioned on the data available for training
the Al modeél(g)y thg errors may be much higher, making the hold out test results misleading about
actual futu; performance. This is particularly critical if the training set does not contain high-
intensity h ents. In this case, strong holdout results can be very misleading if the model is

later applii to a stronger event. Great care must be taken in interpreting the results of holdout

testing as t, e misleading if the training and testing data is not representative of future
conditions.
A partj variation of the holdout testing challenge that requires particular attention is

the case of zero-inflated data. Zero-inflation occurs in a data set when there are substantially more
zeros, no cgage events in a natural hazards setting, than what standard distributions and models
can accoun tandard error metrics such as mean absolute error or mean squared error are
used with h ro-inflated data, the “best” model (by those metrics) is usually one that is heavily
skewed toWards predicting zero in nearly all settings. Indeed, the “best” model by these metrics in
many zWases is the model that always estimates zero impacts. This is useless in practice.
Error metr@l training, and holdout testing approaches must be adapted to handle zero-
inflation. Error ics that weight errors in the non-zero class higher (e.g., Shashaani et al. 2018)
can hel<;esearch has also found that multi-stage predictive models explicitly modeling the
zero-class can offer improved predictive accuracy (e.g., Kabir et al. 2018). Traditional approaches for

11
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addressing unbalanced data focus on rebalancing approaches in which the training data is modified
to be more balanced through undersampling the non-zero records, replicating some subset of the
zero rechating new zero-value records, or some combination of these. These approaches
can be use ir et al. 2019), but the challenges with traditional error metrics driving model

selectioﬁtgmar s those biased towards predicting zero remain.

A \@hallenge comes when the model results are conveyed to decision makers. It is
difficult to convey model accuracy and the uncertainty that is inherent in any Al model output to
decision mm way that they (1) will understand and (2) can use to improve decision making.
Point estim@ile commonly provided, are misleading because they do not convey the often

considerab of uncertainty in the predictions. At the same time, stating that a model is X%

accurate ( ccurate) is a meaningless statement unless the error metric on which the

is clearly conveyed and agreed upon by the model users.

a technical point of view, moving to probabilistic models (e.g., Kabir et al. 2019) is a
significapisi ovement. Probabilistic models capture at least some of the uncertainty inherent in
predictions, and this should improve the information basis for risk management decision making.

However, \hound that it is problematic in practice to communicate the results of probabilistic

models to akers in ways that they will actually understand. Consider, for example, a

model that gsii s the cumulative density function (CDF) of the number of person-hours needed
for powﬁn from a storm. We have found that providing the full CDF to decision makers
often Ie:wmion and that using summary measures such as confidence intervals leads to mis-

interpretation an5he loss of much of the probabilistic information. With some decision makers we

have had s y communicating the probability of exceeding specified thresholds (e.g.,

P(required 000)). However, significant research gaps remain in the understanding of how
12
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practical decision makers interpret and understand different approaches for communicating

uncertainty in predictions.

{

Ov at care must be taken in communicating the results of an Al model so that those
using the tand what the results really mean and not be misled into a false sense of
I I

precision aQd certainty in the predictions.

6. Moving Rerwarddwith Al for Natural Hazard Risk Analysis

C

Al methiods are of critical importance for natural hazards risk analysis, and the field will

S

continue d d use these methods. However, we must take care that we avoid the pitfalls

U

associated wi e use of Al methods for natural hazards risk analysis. These problems, discussed

F

above, cangad to false confidence in model output and mislead decision makers. However, not

using Al m prives decision makers of an important set of tools for better leveraging large,

d

complex data setSto gain enhanced insights and improve their decision making.

w thods are already important for natural hazards risk analysis in both practice and

N/

research, more research is needed to improve Al methods and how they are used in risk analysis.

Better metfiods for validating models and stress-testing models in a way that better aligns with the

3

requireme ural hazards risk analysis are needed. In particular, better methods are needed

O

for situation ich the training data does not contain events as strong as those for which the

model will Be used in the future. We also need to continue to develop improved methods for

1

modelin zero-inflated data. Due to the nature of the events that we model as risk

|

analysts, zero-inflakion is common in natural hazards risk analysis. We also need to develop better

Ul

ways of comm ting the results of models, including their limitations and uncertainties, so that

decision better understand and appreciate both the predictions and the limitations of these

A

predictions. And we need to ensure that predictive models used to support natural hazard risk
13
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analysis are subjected to rigorous, independent peer review to maintain high standards of technical

rigor.
Al have an important role to play in natural hazards risk analysis, and risk analysis
researcher develop these methods and their use in a way that best meets the challenges
]
of our flelos
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