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ABSTRACT 

 
 
 
 

Although technological advances in the automotive industry are bringing 

autonomous vehicles (AVs) closer to road use, the public does not seem to accept AVs. 

One of the impeding factors to the adoption of AVs is trust. To better measure and model 

trust in AVs, we adopted the three layers structure, including learned trust, dispositional 

trust, and situational trust.  

Estimating trust in AVs is challenging, especially when trust in AVs can evolve 

dynamically under the influence of multiple factors at the same time. For example, 

people’s trust in AVs is shaped by whether their expectations in the capabilities of the 

AV system before, during, and after interaction meet the AV performance. Thus, for 

people’s trust to match the true capabilities of the AV system and mitigate the influences 

of the situational factors during the interaction process, a trust calibration is needed to 

regulate undesirable trust levels (i.e., overtrust and undertrust). Therefore, it is essential 

to understand the factors affecting people’s trust calibration during the human-AV 

interaction process.  

The proposed research aims to address the previously mentioned research gaps by 

differentiating, measuring, modeling, and predicting the three layers of trust (i.e., learned 

trust, dispositional trust, and situational trust) in AVs. In Chapter 3, we studied the 
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influence of important factors (e.g., Benefit, Risk, Excitement, KnowledgeinAVs, 

EagertoAdopt) affecting people’s dispositional and initial learned trust using a survey 

study. These factors were used as input to train an eXtreme Gradient Boosting (XGBoost) 

model to predict trust in AVs. To interpret the trust predictions of the XGBoost model, 

SHapley Additive exPlanations (SHAP) were used. Compared to traditional regression 

models and black-box machine learning models, our findings showed that this approach 

was powerful in providing a high level of explainability and predictability of trust in AVs, 

simultaneously. In Chapter 4, we developed a computational model to predict situational 

trust using physiological measurements in real time. The collected measurements were 

used as factors to train and test a machine learning model. The results showed that the 

XGBoost classifier model outperformed other machine learning models. In addition, we 

identified the most important physiological measures for real time prediction of trust. In 

Chapter 5, we studied the effect of trust precondition and system performance on the 

dynamic situational trust in conditional AVs. The dynamic situational trust was measured 

using self-reported and behavioral measures and the participants were able to adjust their 

self-reported situational trust levels dynamically to be consistent with the performance of 

the AV. However, such results were moderated by their trust preconditions measured by 

behavioral situational trust levels. Results showed that the participants were able to 

calibrate their self-reported situational trust to the real performance of the AV over time. 

This indicates that clearly showing the capabilities and limitations of  the AV can help 

drivers to quickly calibrate their trust level.  

The conducted studies helped in advancing our understanding of trust as a 

determining factor to optimize the interaction between the driver and the AV system. The 
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results open the path for more research on the improvement of trust prediction in real time 

while using more complex models and exploring more physiological data. In addition, it 

helps in designing a trust calibration interface by tracking the moments when the driver 

trust/distrust the AV in real time using physiological data and machine learning models 

to control drivers’ trust in AVs. 
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CHAPTER 1 

Introduction 

 

1.1 Problem statement  

The recent years have witnessed a rapid emergence of AVs research and automotive 

companies are increasing their interest in investing more in this technology. Research has shown 

that people had high expectations about AV technology, but they were still concerned about 

adopting it (Schoettle & Sivak, 2016). The main barrier to the adoption of AVs is the lack of public 

trust which is affected by the increasing reports of AV failures. Therefore, to increase AVs 

acceptance, people need to have an appropriate level of trust to interact appropriately with the 

system. For instance, one of the leading causes of recent AV accidents (e.g., Tesla’s fatal crash in 

Florida and Uber AV crash in Arizona) (Rice, 2019; Kohli & Chadha, 2020) was the drivers’ 

overtrust in their AVs. These accidents have caused a negative first impression on people’s opinion 

about AV safety and capabilities. 

Evaluating people’s trust in AVs faces many issues. First, the majority of the public does 

not have any interaction experience with AVs. Second, during the interaction with an AV, people’s 

trust can evolve dynamically under the influence of multiple factors at the same time. Third, after 
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experiencing the AV system, undesirable levels of trust (i.e., overtrust and undertrust) can 

potentially diminish the benefits of AVs leading to accidents.  

A substantial amount of research has been conducted to understand the factors affecting 

people’s trust (Numan, 1998; Kim et al., 2008; Pavlou, 2003; Choi & Ji, 2015; Bearth & Siegrist, 

2016; Parasuraman & Riley, 1997; Raue et al. 2019). Researchers have identified three areas of 

trust variability in automation including 1) human-related area (i.e., culture, age, gender, 

experience, and knowledge about AVs), 2) automation-related area (i.e., reliability, uncertainty, 

workload, and user interface), and 3) environmental-related area (i.e., risk, brand) (Hoff & Bashir, 

2014; Ayoub et al., 2019). These three areas reflect the three layers of trust: dispositional, 

situational, and learned trust (Hoff & Bashir, 2014). Although these three layers are dependent on 

each other, it is necessary to differentiate and isolate each layer to build an understanding of its 

effect on people’s trust in AVs.  

With the increasing complexity of the AV system, the driver can no longer predict when 

the system is not operating properly. Overtrusting the AV system can lead the driver to depend on 

the AV system even when it falls short of expectations. And undertrust the AV system can lead to 

diminishing the benefits of the system. Thus, it is necessary to model and predict drivers’ trust 

changes over time by considering the influence of the factors affecting the three layers of trust. 

But before predicting people’s trust in AVs, it is important to quantify their levels of trust before 

and after interacting with the AV system using objective (i.e., physiological measures) and 

subjective measures (self-reported and behavioral measurements). 
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1.2 Research objectives 

We plan in this research to build an understanding of the three layers of trust in the AVs 

domain as shown in Figure 1.1. In our first study (i.e., see chapter 3), to understand the baselines 

to form people’s trust in AVs, we measured dispositional and initial learned trust. In addition, we 

used machine learning models to predict drivers’ dispositional and initial learned trust using survey 

data by identifying the factors affecting trust. In our second study (i.e., see chapter 4), we measured 

situational trust using physiological measurements in real time. 

Also, the collected measurements were used to train a machine learning model on 

predicting people’s trust in real time. In our third study (i.e., see chapter 5), we measured dynamic 

situational trust using self-reported and behavioral measures. Specifically, we investigated the 

effect of trust precondition (i.e., undertrust and overtrust) and system performance on the dynamic 

situational trust in conditional AVs, where the results provided some implications for designing 

an in-vehicle trust calibration system.    

 

The objectives of the proposed research are the following:  

1) Develop a computational model to predict drivers’ dispositional and initial learned 

trust using machine learning and survey data.  

2) Develop a computational model to predict situational trust using physiological 

measurements in real time in conditional AVs. 

3) Investigate the effect of system performance and people’s trust preconditions on 

the dynamic situational trust during takeover to provide implications for designing 

an alerting system to calibrate people’s trust in conditional AVs. 
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This dissertation is presented in six chapters as described below: 

Chapter one is an introductory chapter that includes the problem statement and research 

objectives of this work.  

Chapter two provides a literature review discussing the topic of trust in AVs, factors 

influencing trust in AVs, and existing methods of estimating and calibrating trust in AVs.  

In Chapter three, we measured dispositional and initial learned trust to understand the 

baselines to form people’s trust in AVs.  

In Chapter four, we predicted people’s situational trust in real time using physiological 

data and a machine learning model. 

In Chapter five, we investigated how system performance and people’s trust 

preconditions affect their dynamic situational trust.  

And finally, Chapter Six summarized the findings from previous chapters and provided 

suggestions for future research.  
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Figure 1.1: Research scope. 
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CHAPTER 2  

Literature Review 

 

2.1 Research background 

2.1.1 Trust in autonomous vehicles 

Not surprisingly, the concept of trust in automation has gained a lot of attention due to its 

importance in the domain of AVs. Mayer et al. (1995) have identified three foundations of trust 

including integrity, benevolence, and ability. Integrity and ability are both affected by the system 

performance whereas benevolence is affected by how much the system meets the expectations of 

the truster. Thus, this confirms that trust formation is a dynamic process. Trust changes drastically 

at both the unconscious and conscious levels as people are exposed to new information (Hoff & 

Bashir, 2014; Ayoub & Zhou, 2020). According to Lee & See (2004), trust is defined as "the 

attitude that an agent will help achieve an individual's goals in a situation characterized by 

uncertainty and vulnerability". Based on this definition, the three critical elements influencing trust 

are the effect of information display, the closed-loop dynamics of reliance and trust, and the 

importance of the context on trust (Lee & See, 2004). 

Hoff & Bashir (2014) defined three layers that structured the human-automation trust: 

learned trust, dispositional trust, and situational trust. Learned trust is influenced by people's 
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experience with automation which can be affected by the automation performance as well as 

people's knowledge about automation. It can be divided into two categories: initial learned and 

dynamic learned trust. Initial learned trust is related to our knowledge before interacting with the 

system. Whereas dynamic learned trust is built after interacting with the system based on its 

performance. Dispositional trust reflects peoples' rational tendency to trust automation which is 

affected mainly by age, culture, gender, and personality traits. Situational trust is dependent on the 

situation, and it can be affected by internal and external variabilities. External variabilities are 

affected by the system complexity, task difficulty, people's workload, perceived risks, and benefits. 

However, the internal variabilities are affected by people's mood, self-confidence, and expertise. 

Therefore, measuring people's dynamic trust while using an automated system is complex and 

unclear since it is affected by multiple interacting variables.   

Trust in AVs research has covered a variety of different study contexts. Lee et al. (2016) 

showed that people’s trust in AVs can be improved by providing a continuous evaluation of its 

performance. In addition, introducing knowledge of the AV system limitations and capabilities 

was shown to increase people's trust in the system (Shariff et al., 2017; Khastgir et al., 2018; 

Dikmen & Burns, 2017). Ayoub & Zhou (2020) showed that the trust and risk level of AV 

decisions were inversely proportional. In addition, they showed that trust in visual displays was 

higher than in tabular displays form of the system decision. Dzindolet et al. (2003) showed that a 

transparent system that provides useful feedback and information about why a failure might occur 

can increase people's trust. Furthermore, the timing of the system failure has a negative effect on 

trust. For instance, Manzey et al. (2012) and Sanchez (2006) showed that system failures occurring 

at the beginning of interaction have a greater negative impact on trust. Johnson (2012) showed that 

distinct types of automation failures can have different effects on people's trust behavior. In 
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particular, false alarms reduce people's compliance whereas misses reduce people's reliance 

(Davenport & Bustamante, 2010; Sanchez, 2006; Rice, 2009). 

2.1.2 Factors influencing trust in autonomous vehicles  

To increase the public usage of AVs, it is essential to understand the factors affecting 

people’s trust perception. Many researchers have consistently reported the effects of risks, benefits, 

knowledge, and feelings on trust (Walker et al., 2016; Raue et al., 2019; Rudin-Brown & Parker, 

2004; Parasuraman & Miller, 2004). 

Perception of Risks: Risk is considered to be an intrinsic aspect affecting trust, i.e., when 

the perceived risk of a situation is high, a higher level of trust is needed to rely on AV’s decisions 

(Numan, 1998; Kim et al., 2008; Pavlou, 2003). Therefore, it is essential to consider factors 

associated with risks in AVs when evaluating trust (Rajaonah et al., 2008). Zmud et al. (2016) 

reported that safety risks due to system failures were the major concerns of using AVs. Moreover, 

Menon et al. (2016) showed that one third of US drivers were worried about the risks of misusing 

their private AV data. Li et al. (2019) demonstrated that the perceived risks and trust in an AV 

were affected by introductory information related to system reliability. Therefore, it is important 

to include risk perception and an appropriate level of information regarding AVs to evaluate trust 

in the early stages of driver-vehicle interactions. 

Perception of Benefits: Many researchers have found that the perception of benefits is 

related to improving trust in AVs, which subsequently leads to user acceptance and adoption (Choi 

& Ji, 2015; Bearth & Siegrist, 2016). One of the major benefits associated with AVs is to reduce 

vehicle crashes and to save lives. Vehicle crashes lead to injury of 2.2 million Americans each 

year (NHTSA, 2010) and the cost associated with these crashes is around $300 billion (Bearth & 
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Siegrist, 2016). Therefore, the safety enhancement behind AVs should be focused on creating 

crash-less vehicles (Johnson, 2012; Fagnant & Kockelman, 2015; Paden et al., 2016). As a matter 

of fact, human factors were reported to be the cause of 90% of crashes and the death of over 30 

thousand Americans per year (Elrod, 2014). AVs are accurate and quicker to react in case of an 

emergency since they can optimize the decision before taking any actions. Aside from improving 

safety, AVs can bring other social benefits, including reducing congestions, fuel consumption, and 

CO2 emission (Fagnant & Kockelman, 2015), and so on. 

Knowledge about AVs: Another important factor influencing trust is the knowledge of 

the public regarding the capabilities and limitations of AVs. A lack of knowledge in automation 

leads to mistrust or overtrust of the true capabilities of the system (Parasuraman & Riley, 1997). 

Doney et al. (1998) presented a direct effect of knowledge on trust, where knowledge reduced 

uncertainty which in return increased trust. Khastgir et al. (2018) demonstrated that providing 

introductory knowledge about AVs to the participants increased their level of trust in the system. 

To calibrate trust, the authors suggested the concept of information safety to ensure safe interaction 

with AVs. Holmes (1991) argued that trust developed with the accumulation of knowledge from 

increasingly more experience from the past. Therefore, experience plays an important role in 

shaping our trust assessment. For instance, Ruijten et al. (2018) demonstrated that mimicking 

human behavior using intelligent user interfaces improved drivers’ trust in AVs. Edmonds (2019) 

showed that participants who had advanced driver-assistance systems (ADAS) in their vehicles 

were 68% more likely to trust these features than the drivers who did not have them. 

Effect of Feelings: Trust is composed of two components: a cognitive component and an 

affective component (Lewicki & Brinsfield, 2011; Cho et al., 2015). The cognitive component is 

based on judgments, beliefs, competence, stability, and expectations while the affective component 
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is based on positive and negative emotions that shape our trust (Lewis & Weigert, 1985). For 

example, positive emotions were found to improve takeover performance in AVs, which further 

led to trust in AVs (Du et al., 2020) while negative emotions, such as concerns and worries, made 

parents trust automated school buses less (Ayoub et al., 2020). Furthermore, Peters et al. (2006) 

explained that affect influenced our stored knowledge, which further guided our acceptance and 

trust. Hence, emotion can be used to evaluate trust. According to Hancock et al. (2019), the 

majority of drivers had no chance to experience AVs yet. Thus, this inexperience makes it harder 

to evaluate their trust in the system. Raue et al. (2019) suggested that feelings related to people’s 

experience in driving could shape their perception of risks, benefits, and trust in AVs. Specifically, 

Baumeister et al. (2001) showed that negative emotions were more significant in shaping judgment 

than positive ones. 

2.1.3 Existing methods of estimating trust in autonomous vehicles  

Many researchers used questionnaires (Körber, 2018) and behavioral methods (Miller et 

al., 2016; Jessup et al., 2019) to evaluate trust in AVs. For instance, Körber (2018) built a 

multidimensional model to measure trust in automation using a survey study. The model was 

composed of 19 parameters, including reliability, understandability, propensity to trust, 

familiarity, and intentions. Miller et al. (2016) developed a survey to study trust in automation by 

focusing on 5 components of trust including competence, predictability, dependability, 

consistency, and confidence. Furthermore, Lee & See (2004) summarized the factors affecting 

trust in automation into a three-dimensional model, including performance, process, and purpose. 

Jian et al. (2000) built a scale system to measure trust using an experimental study that explored 

the similarities and differences between trust and distrust in automation. Raue et al. (2019) used 

linear regression to model interests in using AVs and logistic regression to model parents’ attitudes 
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toward children riding in AVs alone. Both models identified significant factors (e.g., risk 

perception, benefit perception, negative emotions in manual driving) influencing the dependent 

variables, but no prediction results were reported. Commonly, trust models are modeled using a 

linear combination of the input factors, which identify significant factors that influence trust in 

AVs and other automation systems. However, they did not report prediction results. Machine 

learning techniques were proposed in modeling trust in AVs. For example, Liu et al. (2011) 

investigated the usage of two machine learning models: linear discriminant analysis for feature 

importance and decision trees for classification for large-scale systems (e.g., product 

recommendation systems, Internet auction sites) with false rates between 10% and 19%. Guo et 

al. (2020) developed a personalized trust prediction model based on the Beta distribution and 

learned its parameters using Bayesian inference. López & Maag (2015) designed a generic trust 

model capable of processing various trust features with an SVM technique. On their simulated 

trust dataset, they obtained 96.61% accuracy.  

2.1.4 Predicting drivers’ trust state through psychophysiological measurements  

To understand how trust can impact the use of automation, it is necessary to use reliable 

trust metrics. The majority of the existing metrics are based on questionnaires such as the trust 

scale suggested by Jian et al. (2000) which was used in multiple applications to measure general 

trust (Dzindolet et al., 2003; Gold et al., 2015; Hoff & Bashir, 2014). However, this scale did not 

support the temporal and context related nature of trust. Recently, Holthausen et al. (2020) 

suggested a short scale based on the trust model suggested by Hoff & Bashir (2014) to assess 

situational trust using six items including trust, performance, NDRT, risk, judgment, and reaction. 

However, self-reports cannot capture real-time changes in trust specifically during real-world 

driving (Hergeth et al., 2016, Walker et al., 2019). Many researchers have argued that 
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psychophysiological measurements such as galvanic skin response (GSR), gaze behavior, heart 

rate and electroencephalography (EEG) are the solution to objectively measure trust in real time 

(Hergeth et al., 2016, Walker et al., 2019, Akash et al., 2018).  

GSR is the measure of people’s sweat-gland activity. When there is sweat our skin starts 

changing its conductance which has been found to vary linearly with respect to emotional arousal 

(Baig & Kavakli, 2019). GSR has been used in measuring anxiety, cognitive workload, and stress 

(Hergeth et al., 2016; Akash et al., 2018; Jacobs et al., 1994; Hu et al., 2016). In addition, 

researchers found a correlation between GSR and human trust. For instance, Khawaji et al. (2015) 

showed that trust and cognitive workload significantly affected the GSR peak values. Kumar 

Akash et al. (2018) showed that the GSR peak values were significantly affected by interpersonal 

trust and the difficulty index of decision-making. Walker et al. (2019) showed that the higher the 

trust in the system, the more attention they paid to secondary tasks and the less they checked the 

road, and the lower the GSR. And combining GSR with gaze behavior led to a better prediction of 

trust.  Wang et al. (2018) showed that GSR and gaze behavior were negatively associated with 

self-reported trust. Gaze behavior is one of the frequently used indicators of trust. For instance, 

drivers with a lower frequency of monitoring the road had a significantly higher trust in the AV 

(Hergeth et al., 2016).  

EEG corresponds to the electrical activity of the brain (Baig & Kavakli, 2019). EEG has 

the potential to identify different arousal levels as well as differentiating between positive and 

negative emotional valence. Akash et al. (2018) developed an empirical trust model of object 

detection in AVs using a quadratic discriminant classifier and physiological measurements such 

as EEG and GSR. Dong et al. (2015) proposed a method to measure human-machine trust using 

EEG during a theory of mind game. Wang et al. (2018) identified four brain regions responsible 
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for human trust in automation using EEG which allows for real time assessment of human trust in 

automation. 

2.1.5 Existing methods in calibrating trust in autonomous vehicles  

To benefit from the advantages of using AVs, it is necessary to have a calibrated level of 

trust in the AV system. Trust calibration is defined as “the correspondence between the person’s 

trust in the automation and the automation’s capabilities'' ( Lee & See, 2004). Thus, AV trust 

calibration means adjusting people’s trust level based on the actual reliability of the AV system 

(Lee & See, 2004; Muir, 1994). Since the AV system reliability is affected by many environmental 

factors, people usually end up overtrusting or undertrusting the system which results in serious 

safety issues (Parasuraman & Riley, 1997; Robinette et al., 2016). Overestimating the reliability 

of the AV system leads to misusing the AV whereas underestimating the AV system leads to 

disusing the AV.  

Okamura & Yamada (2020) proposed a trust calibration method based on people’s 

behavior. Once an overtrust or undertrust behavior was detected, trust calibration cues were 

presented to the drivers to warn them to recalibrate their trust. Whereas, Merritt et al. (2014) 

proposed a continuous trust calibration by displaying information about the performance of the 

AV. Also, Seppelt (2009) suggested a continuous trust calibration by providing information about 

the AV performance as well as the AV limitations. Parasuraman & Miller (2004) showed that the 

norms of the human-human etiquette affected the trust calibration. Automation etiquette was 

referred to as the explanation style that was either patient and non-interruptive or impatient and 

interruptive.   

To improve trust calibration, Wiegmann et al. (2001) proposed the usage of interface 

designs (i.e., automation aids). Rovira et al. (2007) showed that people’s first-time exposure to 
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poor automation performance can lead to appropriate trust calibration later on. In addition, 

Gempler (1997) suggested that to optimize the use of automation, people’s trust calibration should 

be along the line of Figure 2, where the perceived reliability is equal to the actual reliability. In the 

overtrust region, a misuse of the automation will happen since people’s trust is higher than the 

automation reliability. However, in the undertrust region, a disuse of the automation will happen 

since people’s trust is lower than the automation reliability.  

 

Figure 2.1: Reliability calibration. 

 

2.2 Research objectives 

The proposed research will consist of three phases. Phase 1 involves the development of a 

computational model to predict drivers’ dispositional and initial learned trust using machine 

learning and survey data; phase 2 will develop a computational model to predict drivers’ situational 

trust using physiological measurements in real time; finally, phase 3 investigates the dynamic 

situational trust using self-reported and behavioral measures. In addition, the results of this study 
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provided implications for designing an alerting system to recalibrate people’s trust in AVs 

whenever an undertrust or overtrust situation is detected.  

In my first year of the Ph.D. program, we conducted a literature review to gain a firm 

understanding of the research evolution from manual to automated driving. An overview of the 

ten-year development of the papers presented at the International ACM Conference on Automotive 

User Interfaces and Interactive Vehicular Applications (AutoUI) from 2009 to 2018 (Ayoub et al., 

2019) was conducted. We identified various topics and described their development related to 

manual driving (78.3%) and automated driving (21.7%) as shown in Table 2.1. The main identified 

topics for automated driving consisted of takeover (5.1%), trust and acceptance (4.3%), interacting 

with road users (2.5%), user interfaces (2.5%), and methodology (1.4%). The topic of trust and 

acceptance attracted our attention specifically that it is one of the key factors affecting people's 

usage of AVs.  

A major challenge facing the AVs industry is whether the driver is willing to take an AV 

in the first place, i.e., trust in automated driving. It is well-known that an appropriate level of trust 

is essential for the driver to interact with the automated vehicle successfully (Ekman et al., 2018). 

The recent and ongoing trend is to identify various factors influencing trust in automation and how 

they can be manipulated to obtain an appropriate level of trust. This is also recognized by studies 

outside the AutoUI proceedings. For example, Lee & See (2004) identified individual, 

organizational, cultural, and contextual factors that influence trust in the process. Hoff & Bashir 

(2014) integrated both personal and system-related factors of trust by examining extensive 

literature. These identified factors offer guidelines to create an appropriate level of trust in user 

interface design. However, neither of them addresses the practical issue of estimating driver trust 

in real-time to manage and build an appropriate level of trust dynamically. Previous studies (Jonker 
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& Treur, 1999; Akash et al., 2017) have attempted to predict trust based on experience or self-

reported data using dynamic models. Nevertheless, it is intrusive and not practical to request the 

driver to report his/her trust level during the human-machine interaction process. Also, 

computational models have been proposed to estimate trust in other domains. For example, 

Hoogendoorn et al. (2008) proposed a trust computational model based on the personal attributes 

of users. In this respect, we need to figure out how to make use of computational models to predict 

driver trust in real time to calibrate driver trust in automated driving.  

  

Table 2.1: The major research topics identified based on the overview of the ten-year 
development of the papers presented at the International ACM Conference on Automotive User 

Interfaces and Interactive Vehicular Applications (AutoUI) from 2009 to 2018. 

Manual Driving (78.3%) Automated Driving (21.7%) 

User Interface (i.e., visual, auditory, haptic, gestural, 

olfactory, and multimodal) (36.2 %) 
Takeover (5.1%) 

Driver State (i.e., distraction, cognitive workload, and 

emotion) (14.1%) 
Trust and acceptance (4.3%) 

Methodology (i.e., design methods, measurement 

techniques, and test protocols) (9.4%) 
Interacting with road users (2.5%) 

Augmented Reality and Head-up displays (5.4%) User Interfaces (2.5%) 

Navigation (4.0%) Methodology (1.4%) 

Others (i.e., eco-driving, infotainment, user 

acceptance, and cultural differences) (9.1%) 

Others (i.e., collaborative driving, non-driving 

related tasks, remote driving, driving styles, legal 

issues, culture differences) (5.8%) 
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CHAPTER 3 

Modeling Dispositional and Initial Learned Trust in AVs with 

Predictability and Explainability 

 

3.1 Introduction 

Although SAE Level 3 (e.g., Audi A8 Traffic Jam Pilot) automation is responsible for the 

driving task most of the time and allows drivers to do non-driving related tasks (SAE, 2018), the 

public is reluctant to adopt the technology. A survey study showed that only 37% of their 

participants would probably buy an AV (Power, 2012). Menon (2015) showed that 61.5% of 

Americans were not willing to use AVs. As previously mentioned, the key barrier to the adoption 

of AVs is trust (Shariff et al., 2017, Bansal et al., 2016). Researchers identified many factors 

affecting peoples’ trust in AVs. For instance, Ayoub et al. (2019) summarized the factors affecting 

trust into three categories, including 1) human-related factors (i.e., culture, age, gender, 

experience, workload, and knowledge about AVs), 2) automation-related factors (i.e., reliability, 

uncertainty, and user interface), and 3) environmental-related factors (i.e., risk, reputation of 

original equipment manufacturers). However, estimating trust in AVs is challenging, especially 

when the majority of the public does not have much interaction experience with AVs. Raue et al. 

(2019) suggested that peoples’ experience in manual driving should potentially shape their trust 
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assessment in AVs. Along the same line, Abe et al. (2017) made use of manual driving 

characteristics (e.g., speeds and time headway) to investigate driver trust in automated driving in 

terms of overtaking and passing patterns. Machine learning techniques were proposed for 

modeling trust in AVs. Such models were able to predict people’s trust in AVs to a large extent by 

aggregating numerous factors. However, the relative importance in predicting trust in AVs tends 

to be not obvious in such black-box models. Factors such as the perception of risks and benefits, 

feelings, and knowledge of AVs can provide an indicator of drivers’ trust in AVs. These factors 

were used as input to train an eXtreme Gradient Boosting (XGBoost) model to predict trust in 

AVs. With the help of SHapley Additive exPlanations (SHAP), we were able to interpret the trust 

predictions of XGBoost to further improve the explainability of the XGBoost model. Compared 

to traditional regression models and black-box machine learning models, our findings showed that 

this approach was powerful in providing a high level of explainability and predictability of trust in 

AVs, simultaneously.   
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3.2 Method  

The system architecture of this work is illustrated in Figure 3.1 with the following steps:  

(1) Data Collection: We collected a dataset using an online survey on Amazon Mechanical 

Turks (AMTs). The survey was developed in Qualtrics and was integrated in AMT to 

collect participants’ responses. 

(2) Data Cleaning: We reviewed the participants’ responses and removed invalid data.   

(3) XGBoost Model Construction: We used a 10-fold cross validation process to optimize the 

parameters of XGBoost to train the model.  

(4) XGBoost Model Evaluation: To evaluate the performance of the XGBoost model, we 

compared it with a list of machine learning models using various performance metrics, 

including accuracy, receiver operator characteristics area under the curve (ROC_AUC), 

precision, recall, and F1 measure.  

(5) SHAP Explanation: In order to improve the explainability of the XGBoost model, SHAP 

was used to explain the model predictions both globally and locally. 

 

 
Figure 3.1: Flow chart of the proposed system architecture to predict Trust. 
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3.2.1 Participants and apparatus 

  A total number of 1175 participants located in the United States took part in the online 

survey using AMTs (Seattle, WA, www.mturk.com/). AMT is a web-based survey company, 

operated by Amazon Web Services, which has recently become popular in fast data collection  

(Paolacci et al. 2010). The questionnaire was developed in Qualtrics (Provo, UT, 

www.qualtrics.com), a web-based software to create surveys. Participants who gave nonsensical 

answers (i.e., unreasonable driving experience compared to their age, using letters instead of 

numbers to represent the number of driving years, using the same pattern to answer all the 

questions, and completing the survey too quickly) were excluded from the study. After the 

screening, we had a total number of 1054 participants (47.5% females, 52.2% males, and 0.3% 

others). The age distribution and the education distribution of the participants are shown in Table 

3.1. Participants were compensated with $0.2 upon completion of the survey. The study was 

approved by the Institutional Review Board at the University of Michigan. 

 

Table 3.1: Age and education distribution of the participants in the study. 

Age 
Distribution 

<18 18-24 25-34 35-44 45-54 55-64 >=65 

0.1% 8.3% 37.7% 22.7% 14.4% 10.9% 5.9% 

Education 
Distribution 

Professional 
degree 

Doctoral 
degree 

Master’s 
degree 

Bachelor’s 
degree 

Some 
college 

Associate 
degree 

High school 
degree or less 

1.2% 0.9% 18.3% 43.3% 16.9% 11.5% 7.9% 
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3.2.2 Survey design 

We investigated various factors associated with AVs, including knowledge, experience, 

feelings, risk and benefit perceptions, and behavioral assessment to predict trust using a survey 

study. The survey questions were adapted from (Raue et al., 2019; Jian et al., 2000) and are shown 

in Table 3.2. Participants’ knowledge about AVs was measured using their eagerness level to adopt 

new technology, knowledge level about AVs, and knowledge about AV crashes. Experience 

questions were related to the experience of using ADAS and the experience of trying AVs. As for 

Benefit and Risk related questions, participants had to assess how beneficial and risky the AVs 

were. In regard to the behavioral assessment related questions, participants were asked if they 

would let a child under 5 years old, between 6 and 12 years old, between 13 and 17 years old, and 

above 18 years old use an AV alone. Since the majority of the public had no experience in AVs 

yet, we asked them to rate their feelings (i.e., Control, Excitement, Enjoyment, Stress, Fear, and 

Nervousness) based on their experience in manual driving. Among all the items in the survey, 

those related to knowledge and experience directly measured participants’ initial learned trust 

while others measured their dispositional trust. We provided abbreviated names for the survey 

questions to use them throughout the paper as shown in Table 3.2.   

 

3.2.3 XGBoost model construction 

XGBoost classifier was selected for predicting perceived trust in AVs (Chen and Guestrin, 

2016). The boosting algorithm combines multiple decision trees into a strong ensemble model and 

reduces the bias by reducing the residual error at each iteration where each decision tree learns 

from the previous one. This process is done by adjusting the weights of decision trees while 

iterating the model sequentially. More accurate decision trees are given more weights. XGBoost 
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implements the same boosting technique with an additional regularization term. During the 

optimization process, an optimal output value for each tree is obtained by iteratively splitting each 

tree to minimize its objective function.  

To build a tree, the process follows the exact greedy algorithm where it starts with all the 

training examples, and then it calculates the split loss reduction or gain for the root of the tree. 

Once the gain for all the splitted trees is calculated, the tree with the maximum gain is considered 

as the optimal split. The gain value should be positive in order for the selected tree to continue 

growing. After building the trees, pruning is performed to remove the sections with low effect on 

the classification. Then, an output value is calculated for each leaf which will be used to make 

predictions. Using these predictions, the same described process is used to build a second tree. The 

XGBoost algorithm combines both software and hardware optimization abilities, which result in a 

great performance with less computational resources by performing parallel computing. In this 

research, we removed the highly correlated predictor variables before starting the training process 

in XGBoost using the Pearson correlation coefficient. The correlation coefficient was high 

between age and number of driving years (0.88) and between fear and nervousness (0.87). 

Therefore, age and nervousness were removed. We defined the response variable as a binary one, 

(i.e., trust = 1 (extremely high, moderately high, and slightly high), sample size = 624, and distrust 

= 0 (extremely low, moderately low, and slightly low), sample size = 430) by converting its 7-

point Likert scale. 

In the next step, we trained the XGBoost classifier with 10-fold cross-validation to 

optimize the accuracy of the prediction using a randomized search for hyperparameters. The 

learning objective used in this study was reg: logistic regression. After we constructed the model, 

we compared XGBoost with other machine learning models using various performance metrics, 
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including accuracy, area under the receiver operating characteristics curve (ROC_AUC), 

precision, recall, and F1 measure. Accuracy is the fraction of corrected prediction samples divided 

by the total samples. ROC plots the true positive rate against the false positive rate at various 

threshold settings, and ROC_AUC measures the performance of a classifier in distinguishing 

between the two classes. Precision is defined as true positive/(true positive + false positive), recall 

as true positive/(true positive + false negative), and F1 measure as the harmonic mean of precision 

and recall, i.e., 2*precision*recall/(precision+recall) (Zhou et al., 2017). 
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Table 3.2: Survey questions, categories, and scale. 

Categories Survey Questions Abbreviation Scale 

General 1) What is your gender? 
2) What is your age? 
3) What is the highest level of school you have completed or the highest degree 
you have received?  
4) Do you have a valid driving license? 
5) For how many years have you been a driver? 
6) On average, how many days a week do you drive? 

Gender 
Age  
EducationLevel 
DrivingLicense 
 
YearsDriving 
DrivingDaysPerWeek 

 

Knowledge 7) What is your eagerness level to adopt new technologies? 
8) What is your knowledge level in regard to autonomous vehicles? 
9) Have you heard any stories about autonomous vehicles being involved in 
accidents?  

EagertoAdopt 
KnowledgeinAVs 
AVAccident 

From 1 (extremely low) to 7 (extremely high) 
From 1 (extremely low) to 7 (extremely high) 
Yes / No 

Experience 10) Please indicate how much experience you have with vehicle driving 
assistance technology (for example: cruise control, adaptive cruise control, 
parking assist, lane keeping assist, blind spot detection, or others)  
11) Have you ever been in an autonomous vehicle?   

AssistTechExperience 
 
BeeninAV 

From 1 (extremely low) to 7 (extremely high) 
Yes / No 

Benefit and risk 
perception 

12) What is the risk level of using an autonomous vehicle?  
13) How beneficial it is to use an autonomous vehicle? 

Risk 
Benefit 

From 1 (extremely low) to 7 (extremely high) 
From 1 (extremely low) to 7 (extremely high) 

Behavioral 
assessment 

14) Would you let a child who is under 5 years old use an autonomous system 
alone? 
15) Would you let a child who is between 6 and 12 years old use an autonomous 
system alone? 
16) Would you let a child who is between 13 and 17 years old use an 
autonomous system alone? 
17) Would you let an adult who is above 18 years old use an autonomous system 
alone? 

Assess5inAV 
 
Assess6to12inAV 
 
Assess13to17inAV 
 
Assess18inAV 

Yes / No 

Feelings 18) How much do you feel in control (for example: attentive, alert) when you 
are driving? 
19) How much do you feel excited when you are driving? 
20) How much do you enjoy driving? 
21) How much do you feel stressed when you are driving?  
22) How much do you feel scared when you are driving?  
23) How much do you feel nervous when you are driving?  

Control 
 
Excitement 
Enjoyment 
Stress 
Fear 
Nervousness 

From 1 (extremely low) to 7 (extremely high) 

Trust 24) In general, how much would you trust an autonomous vehicle Trust From 1 (extremely low) to 7 (extremely high) 
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3.2.4 Explaining XGBoost model using SHAP 

Shapley value is a method from coalitional game theory (Shapley, 1953), in which each 

player is assigned with payouts depending on their contribution to the total payout when all of 

them cooperate in a coalition. In our study, in the case of XGBoost model, each feature (i.e., 

predictor variables in XGBoost) has its fair contribution to the final prediction of trust perception 

on AVs. Predicting if one participant trusts or distrusts AVs can be considered as a game, and the 

gain in this game is the actual prediction for this participant minus the average prediction for all 

the participants’ data. For example, if we use three feature-value sets, i.e., Benefit = 7, BeeninAV 

= 1, and KnowledgeinAVs = 7 to predict trust in AVs, the predicted Trust is 7 and if we use Benefit 

= 7 and KnowledgeinAVs = 7 to predict trust in AVs, the predicted Trust is 5. Assuming we want 

to calculate the Sharply value of the feature-value set, BeeninAV = 1, the contribution from the 

above example is 7 - 5 = 2 in trust prediction. However, this is only one coalition, we need to 

repeat the same process for all the possible coalitions and obtain the average of all the marginal 

contributions. Mathematically, the Shapley value of a feature-value set is calculated as follows 

(Shapley, 1953): 

                                    !!(#) = ∑ |#|!(&'|#|'()!
&! (#(' ∪ {*}) − #('))#⊆+\{!} ,                              (3.1) 

where - is the total number of features, ' is a subset of any coalition of the features ., where the 

summation extends over all subsets '	of . that do not contain feature *, and #(') is the contribution 

of coalition S in predicting trust in our study. The difference between the trust prediction and the 

average trust prediction is fairly distributed among all the feature-value sets in the data. Therefore, 

it has a solid theory in explaining machine learning models. 
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One limitation is that when the number of features increases (so is the exponential number 

of coalitions), the computation needed will be exponentially expensive. According to game 

theoretically optimal Shapley values, Lundberg and Lee (2017) and Lundberg et al. (2020) 

proposed an efficient method to calculate SHAP values, especially for tree-based models, such as 

XGBoost. Therefore, we can use SHAP to explain XGBoost both globally and locally. Globally, 

we can study how SHAP values rank the features based on their importance, how SHAP values 

change with regard to different feature-value sets, and how one feature interacts with another. 

Locally, we can explain individual predictions. Among them, the interaction effect is defined as 

the additional combined feature effect minus individual main feature effects: 

       				!!,0(#) = ∑ |#|!(&'|#|'1)!
&! (#(' ∪ {*, 1}) − #(' ∪ {*}) − #(' ∪ {1}) + #('))#⊆+\{!,0} ,       (3.2) 

Thus, SHAP can produce an n by n interaction matrix and automatically can identify the 

strongest interaction effect given one specific feature. In this research, after training the XGBoost 

model, SHAP was used to explain the model predictions (Lundberg and Lee, 2017) by calculating 

the importance of each feature, by evaluating the interaction effects between the features globally, 

and by explaining individual predictions locally. 

 

3.3 Results  

We calculated participants’ mean responses and the standard deviations as shown in Figure 

3.2 . The knowledge-related questions indicated that the majority of the participants had a 

relatively high level of knowledge about AVs — 75.1% had a high level of eagerness to adopt a 

new technology (i.e., by high, we mean a Likert scale value greater than or equal to 5, moderate 

refers to a Likert scale value of 4, and low refers to a Likert scale value less than or equal to 3), 
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51% had a high level of knowledge in AVs, and 76.4% of the participants knew about accidents 

related to AVs. As for the experience related questions, the majority showed a low level of 

experience in AVs—46% of the participants had a high level of experience in ADAS and 77.3% 

had never been in an AV. Furthermore, the majority considered AVs as beneficial (71%), but risky 

(57%). In regard to behavioral assessment of AVs, 89% of the participants were reluctant to let a 

child under 5 or between 6 and 12 use an AV alone and 70% were reluctant to let a child between 

13 and 17 use an AV alone. However, 86% were willing to let a child above 18 use an AV alone. 

Feelings related questions showed that the majority of the participants reported a high level of 

control (91%) and a high level of excitement (51%) and enjoyment (64%) while driving. In 

addition, 58% of the participants had a low level of fear and nervousness of driving, but 44% of 

the participants considered driving as being stressful. 

The performance of the XGBoost prediction model, including accuracy, ROC_AUC, 

precision, recall, and F1 measure, is shown in Table 3.3 using a 10-fold cross-validation strategy. 

To compare the performance of XGBoost with other algorithms (see Table 3.3), we also performed 

a 10-fold cross- validation strategy. We found that XGBoost performed the best across almost all 

the metrics (except precision) among the list of the machine learning models including logistic 

regression, decision trees, naive Bayes, linear SVM, and random forest. 
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(a) 

              
                                                        (b) 

Figure 3.2: Mean values and standard deviations of the predictor variables. (a) “0” = No, 1 = 
“Yes”; (b) “1” = Extremely low, “2” = Moderately low, “3” = Slightly low, “4” = Neither low 

nor high, “5” = Slightly high, “6” = Moderately high, “7” = Extremely high. 
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Table 3.3:Performance measures comparison between different models. 

Models Accuracy ROC_AUC Precision Recall F1 Measure 

Logistic Regression 83.1% 0.90 82.1% 82.6% 82.3% 

Decision Tree 83.5% 0.87 82.9% 82.8% 82.9% 

Naïve Bayes 81.6% 0.90 81.2% 80.8% 81.0% 

Linear SVM 84.4% 0.91 82.8% 84.3% 83.5% 

Random Forest 83.1% 0.90 81.3% 83.3% 82.3% 

XGBoost 85.5% 0.92 82.5% 91.6% 86.8% 

 

3.3.1 Importance of predictor variables 

To understand the importance of each factor in predicting perceived trust in AVs, we 

examined SHAP feature (i.e., predictor variable) importance and summary plots. The SHAP 

feature importance plot sorts the features by the mean of the absolute SHAP value over all the 

samples i.e., (2∑ |4!0(#)|2
03( ,  where M is the total number of the samples. The SHAP summary 

plot also combines feature importance with feature effect. Note the unit of the SHAP value here is 

log odds as the objective function was set as logistic regression in training the XGBoost model. 

The summary plot lists the most significant factors in a descending order as illustrated in Figure 

3.3(a). The top factors (e.g., Benefit, Risk, Excitement, KnowledgeinAVs, EagertoAdopt) 

contributed more to the prediction. To obtain more information about the factors, we also explored 

the summary plot in Figure 3.3(b).  
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(a) 

  
                                                                                       (b) 

Figure 3.3: (a) SHAP feature importance plots (b) SHAP summary plot. 
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Each data point (i.e., each participant) has three characteristics, including 1) the vertical 

location that shows importance ranking based on the overall SHAP value of a particular predictor 

factor, 2) the horizontal spread that depicts whether the value has a small or large effect on the 

prediction, and 3) the color coding that describes the value of the factor from low (i.e., blue) to 

high (i.e., red) gradually. For instance, a small value of the Benefit factor has shown to reduce the 

log odds of the prediction of trust by almost 2.5, whereas a large value of the Benefit factor 

increases the prediction by almost 2. Such results not only show the importance of the predictor 

variables, but also help us understand how they influence the prediction results. Furthermore, the 

spread of the important factors tends to be wider than those of the unimportant factors, and the 

SHAP value of the majority of the unimportant factors tends to be around 0, such as 

EducationLevel.  

3.3.2 Dependence plot  

To further understand the relationship between the predictor variables and the response 

variable, we examined their individual SHAP dependence plots which can capture both, the main 

effects of individual predictor variables and the interaction effects between predictor variables. 

Figure 5 shows the SHAP dependence plots of the top five most important factors (i.e., Benefit, 

Risk, Excitement, KnowledgeinAVs, and EagertoAdopt) and a continuous variable, i.e., 

YearsDriving. For instance, to understand the impact of Benefit on trust as captured by the 

XGBoost model, the SHAP dependence plot is shown in Figure 3.4(a). The horizontal axis 

represents the actual values of the Benefit factor from the dataset, and the vertical axis represents 

the effect of the factor on the prediction. For the main effect, the plot shows an increasing trend 

between the factor Benefit and the target trust. It also shows the interaction effect between Benefit 

and BeeninAV automatically selected by the SHAP model. Out of the participants who scored low 
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for perceived benefits of AVs, those who had experience with AVs trusted AVs more than those 

who had no experience. On the other hand, out of the participants who scored high for perceived 

benefits of AVs, those who had experience with AVs trusted AVs less than those who had no 

experience with AVs. The SHAP dependence plot of Risk is illustrated in Figure 3.4(b). We can 

observe that risk is negatively correlated with trust in AVs. Meanwhile, out of the participants who 

scored low for risks in using AVs, those who had no experience in AVs trusted AVs more than 

those with experience. On the other hand, out of the participants who scored high for risk in AVs, 

those who had experience with AVs trusted AVs more than those who did not. The effect of 

Excitement on trust is illustrated in Figure 3.4(c). The higher the excitement about manual driving, 

the higher the likelihood to trust AVs. And among the participants with a low level of excitement 

about driving, those who scored high for perceived risks in AVs trusted AVs less than those who 

scored low for perceived risks. However, among the participants with a high level of excitement 

about driving, those who scored high for perceived risks in AVs trusted AVs more than those who 

scored low for perceived risks in AVs. Figure 3.4(d) illustrates the effect of KnowledgeinAVs on 

trust. The increasing slope indicates that the more the Knowledge in AVs, the higher the likelihood 

to trust AVs. For the participants who rated low in knowledge in AVs, those with low perceived 

risks in AVs trusted AVs more than those with high perceived risks in AVs. However, when the 

participants rated high in knowledge in AVs, those with high perceived risks in AVs trusted AVs 

more than those with low perceived risks in AVs. The increasing slope in Figure 3.4(e) shows that 

the more eager the participants are to adopt a new technology, the higher the likelihood is to trust 

AVs. Out of the participants who were not eager to adopt a new technology, the interaction effect 

was not clear. However, out of the participants who were eager to adopt a new technology, those 

being not fearful of driving trusted AVs more than those being fearful of driving. In Figure 3.4(f), 
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we see a decreasing slope which illustrates that people with more experience in driving are less 

likely to trust AVs. For the participants with driving experience between 10 and 40 years, those 

who reported a high level of perceived benefits trusted AVs more than those who reported a low 

level of perceived benefits.  

3.3.3 Main effects and interaction effects 

The SHAP dependence plot has rich information, which incorporates both main effects of 

individual predictor variables and interaction effects between two predictor variables. The 

interaction effects are demonstrated by the vertical dispersion as shown in Figure 3.4.  

Such interaction shows the effect of the two predictor variables on the response variable at 

the same time. We can also separate the main effects and interaction effects in individual plots. 

Take the Risk SHAP dependence plot in Figure 3.5(b) as an example. Its main effect and 

interaction effect with BeeninAV are shown in Figure 3.5(a) and Figure 3.5(b). There is little 

vertical dispersion in the main effect. The interaction effect is also more apparent suggesting that 

at lower Risk levels, participants who experienced AVs trusted AVs less than those who did not 

experience AVs. However, at higher Risk levels, participants who experienced AVs trusted AVs 

more than those who did not experience AVs. Take the YearsDriving as another example. Its main 

effect and interaction effect with Benefit are shown in Figure 3.5(c) and Figure 3.5(d). Also, less 

vertical dispersion is observed in the main effect plot, and the interaction effect tends to be more 

apparent. That is, only when YearsDriving is larger than 10 and smaller than 40, more Benefits 

lead to a stronger likelihood to trust AVs. 
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                                   (a)                                                                             (b) 
 

         
                                     (c)                                                                            (d) 

     
                                    (e)                                                                           (f) 
 

Figure 3.4: SHAP dependence plots. (a) Benefits, (b) Risk, (c) Excitement, (d) 
KnowledgeinAVs, (e) EagertoAdopt, and (f) YearsDriving. “1” = Extremely low, “2” = 

Moderately low, “3” = Slightly low, “4” = Neither low nor high, “5” = Slightly high, “6” = 
Moderately high, “7” = Extremely high. 
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                                      (a)                                                                         (b)  

     
                                    (c)                                                                           (d) 
 

Figure 3.5: SHAP main effects and interaction effects derived from SHAP dependence plots.  
“1” = Extremely low, “2” = Moderately low, “3” = Slightly low, “4” = Neither low nor high, “5” 

= Slightly high, “6” = Moderately high, “7” = Extremely high. 

 
 

3.3.4 SHAP local explanation 

In order to show how SHAP explains individual cases, we tested it on two randomly 

selected observations as illustrated in Figure 3.6. The plots show the different factors contributing 

to pushing the output value from the base value which represents the average model output over 

the training dataset. The base value is defined as the mean prediction value, which is 0.5358 in our 
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case (Lundberg et al., 2018). Factors pushing the SHAP value (i.e., log odds) to be larger are shown 

in red while those pushing the SHAP value to be smaller are shown in blue. In Figure 3.6(a), the 

model produced a large SHAP value in predicting trust which was consistent with the ground truth 

(i.e., trust) because the participant perceived the AV with a high level of Benefits (i.e., 6), 

BeeninAV = Yes, a high level of Excitement (i.e., 6), a high level of KnowledgeinAVs (i.e., 7), 

Assess13to17inAV = Yes, a high level of EagertoAdopt (i.e., 6), YearsDriving (i.e., 4), even 

though the participant perceived the AV with a high level of Risk (i.e., 7).  In Figure 3.6(b), the 

model produced a small SHAP value, which was consistent with the ground truth (i.e., distrust) 

mainly due to a neutral level of Benefit, a high level of Risk (i.e., 5), a neutral level of 

EagertoAdopt (i.e., 4), a low level of KnowledgeinAVs (i.e., 2), 21 YearsDriving, a low level of 

Excitement (i.e., 1), and a low level of Fear (i.e., 1). 

 
(a) 

 
(b) 

Figure 3.6: SHAP individual explanations of trust prediction for randomly selected participants 
with (a) ground truth = trust and (b) ground truth = distrust. 
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3.4 Discussion 

3.4.1 Predictability and explainability  

XGBoost is an efficient and easy to use algorithm for tabular data classification which 

delivers high performance and accuracy as compared to other algorithms (Chen & Guestrin, 2016). 

In this research, we used XGBoost to predict people’s trust in AVs with satisfactory performance. 

Compared to other machine learning models, XGBoost performed the best among various metrics, 

including accuracy, ROC_AUC, recall, and F1 measure (see Table 3.3). The model converged 

within 60 iterations in our experiment and proved to be a feasible solution to predict trust in AVs.  

In order to improve the explainability of the XGBoost model, we used a SHAP explainer 

which offers a high level of model interpretability (Lundberg & Lee, 2017). SHAP has a fast 

implementation for tree-based models (e.g., XGBoost) which overcomes the biggest barrier (i.e., 

slow computation) for adoption of Shapley values. On top of the advantage of fast implementation, 

SHAP provides two more advantages including global and local interpretability. The global 

interpretability is represented by the contribution of the SHAP values in the model predictive 

decision. It can represent the negative and positive effect of the most important factors on the 

model prediction as shown in Figure 3.3. Such global interpretability tends to be similar to the 

feature effect plot in linear regression models. Furthermore, the model is able to show interaction 

effects between different predictor variables indicating how they influence the prediction results 

as evidenced in Figure 3.4 and Figure 3.5. As for the local interpretability, SHAP enables us to 

explain the prediction of each observation since each one gets its own set of SHAP values as 

illustrated in Figure 3.6. With the local and global interpretability comes the power of SHAP in 

providing a high level of model explainability.  
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3.4.2 Important factors in predicting trust 

 
Compared to linear regression models, our method uncovered the factor importance in 

predicting trust using the SHAP feature importance plots and the SHAP summary plot as shown 

in Figure 3.3. Among all the predictor variables, the Benefit factor ranked the most important and 

was positively correlated with trust, consistent with previous research (Choi & Ji, 2015; Bearth & 

Siegrist, 2016). Furthermore, we also found an interaction effect between Benefit and BeeninAV 

(see Figure 3.4(a)). Even when the participants perceived the AVs with low benefits, their 

interaction with AVs could potentially improve their trust in them. This was consistent with Brell 

et al. (2019), which showed that the experience with AVs significantly increased the perception of 

the benefits in AVs.  

The second most important factor was risk (Figure 3.3). In line with prior studies (Numan, 

1998; Kim et al., 2008; Pavlou, 2003), our results showed that an increase in risk led to a decrease 

in trust. Risk was found to interact with BeeninAV (Figure 3.4(b)). When the participants viewed 

AVs to be risky, experience with AV could potentially improve their trust in AV. This was also in 

concordance to previous research (Brell et al., 2019), which showed a decrease in risk perception 

in AVs with the increase of experience in AVs. Therefore, it is important that automotive 

manufacturers give more chances for the public (especially for those who do not perceive AVs 

with benefits and/or high risks) to test AVs in order to improve their trust in AVs.  

While both the third and fourth most important factors, i.e., Excitement and 

KnowledgeinAVs were positively correlated with trust in AVs. Risk was found to interact with 

Excitement (Figure 3.4(c)) and KnowledgeinAVs (Figure 3.4(d)). When the participants were not 

very excited about manual driving, they tended to trust the AVs more if the risk was low. Silberg 

et al. (2013) found that people who were less passionate about driving were more likely to lean 
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toward using AVs if it was safe. When the participants were excited about manual driving, they 

trusted the AV more even if the risk was higher. Such trust, however, could be overtrust associated 

with strong emotions such as excitement. For example, Dingus et al. (2016) argued that excited or 

angry drivers were more likely to take risky driving even in highly automated driving. An increase 

in KnowledgeinAVs increased the trust in AVs (Figure 3.4(d)) which was consistent with previous 

studies such as (Khastgir et al., 2018). When the participants knew more about AVs, they still 

trusted AVs even with a likely high level of risks. This might be explained that the degree of 

knowledge about risks affected the perception of the risks of AVs and trust in AVs. For instance, 

the more one knows about the risk, the higher the chances to accept it (Schmidt, 2004).  

The EagertoAdopt factor was ranked number 5, and an increase in eagerness to adopt a 

technology increased the chances of trusting the AV which was in line with previous research 

(Edmonds, 2019; Raue et al., 2019) (see Figure 3.4(e)). We also found that Fear affected the impact 

of EagertoAdopt on trust—at a high level of eagerness to adopt a new technology, a low fear of 

manual driving increased the chances of trusting the AV. Fear, which is an important factor in 

technology adoption, was shown to shape judgements, choices, and perception of risks (Lerner & 

Keltner, 2001). According to Shoemaker (2018), fearless driving was associated with no fear of 

change, thus leading to an eagerness of technology adoption. Other factors involved in the study 

were less important compared to the ones listed above. Although Assess13to17inAV was ranked 

number 6, it was surprising to see that Assess5inAV and Assess6to12inAV were less important in 

predicting trust in AVs. Intuitive, without trust in AVs, a parent would not let children be in AVs. 

However, in our survey, we did not specify if they were the participants’ children. Further research 

is needed to address this issue. Gender, age (years of driving), and education level were also found 

to be less important. However, as seen in Figure 3.4(f), we found that trust was shown to decrease 
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with an increase in the number of driving years. Furthermore, Benefit affected the impact of 

DrivingYears on trust—for larger than 10 years and smaller than 40 years of driving experience, 

high benefit increased the trust in AVs. In line with previous research, old people showed more 

concerns about trusting AVs despite its benefits in maintaining their mobility (Schoettle & Sivak, 

2016) while young drivers with less experience tended to be risky drivers. 

As a summary, the measured trust is based on dispositional trust and initial learned trust 

(see Hoff and Bashir, 2015). The dispositional trust shows participants’ overall tendency without 

any context of AVs and the initial learned trust is dependent on their previous knowledge or past 

experience (e.g., news reports on AV accidents) prior to interacting with AVs. This is because the 

majority of the participants (i.e., 77.3%) had no chance to interact with AVs and there was no 

interaction between the participants and AVs during this study. However, the dispositional trust 

and the initial learned trust measured in our paper are the baseline to form people’s trust in AVs. 

Prior to any interaction with AVs, people have an inherent level of dispositional trust which is one 

of the major factors that influences people’s purchase or use of AVs. Individual differences, such 

as age, gender, educational levels, as well as their learned knowledge about and experience in AVs 

shaped their perceived risks in and benefits of AVs, which in terms influence their dispositional 

and initial learned trust. Between these two types of trust measured in the survey, we found that 

the variables related to dispositional trust were more important and predictive than those related 

to initial learned trust as shown in Figure 3.3a. Nevertheless, unlike previous studies, the most 

important contribution of this study was proposing a trust prediction model with explainability to 

understand participants’ trust in AVs. Automotive manufacturers can potentially make use of the 

relationships between these important factors and their trust to improve acceptance and adoption 
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of AVs by providing training, spreading the benefits of AVs, explaining the possible risks, 

improving the design of the system, and creating appropriate emotional responses to AVs.  

3.5 Limitations 

 
First, due to the cross-sectional study design, we cannot examine how people’s opinions 

and judgments change over time or in response to new information about self-driving vehicles or 

experiences with advanced vehicle technologies. Longitudinal studies may be needed in order to 

understand the dynamic trust relationships between users and AVs that start long before their first 

contact with the system (Ekman et al., 2018). Second, it was difficult for us to make sure the 

superior quality of the survey data from AMT. In this research, we made use of various techniques 

to combat that, including shorter surveys, removing invalid data by examining their survey 

completion time and data patterns. However, quality can be affected by the compensation rate 

(Buhrmester et al., 2011) and running the screening procedures mentioned above might be not 

enough to ensure a high quality of responses. Moreover, the participants’ age distribution was not 

equally distributed. It is necessary to control the age factors as it can potentially be an important 

factor in trust prediction. Third, our survey was quantitative without any qualitative data to explain 

our prediction model. It would be also important to verify such explanations using qualitative data 

from the participants themselves with open-ended questions. Finally, judging whether one would 

use a self-driving car without ever having seen one or experienced riding in one is a difficult task. 

Although a previous study (Raue et al., 2019) showed that peoples’ experience in manual driving 

and ADAS affects their feelings and perception of automated driving, it would be difficult to shape 

exactly how they would feel about AVs. Thus, an optimal assessment of participants’ trust and 

feelings about AVs would be to experience it in automated driving (Ruijten et al. 2018). 
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3.6 Conclusion 

 
In this study, we attempted to predict trust in AVs with both accuracy and explainability 

using XGBoost and SHAP models. To predict trust in AVs, we conducted an online survey to 

collect various variables that were related to participants’ trust in AVs. The survey data were then 

used to train and test the XGBoost model. To help better understand the XGBoost model, SHAP 

was used to explain the trust predictions by identifying the most important predictor variables, by 

examining their interaction effects, and by illustrating individual explanation cases. Compared 

with previous trust predictions studies, our proposed method combines the benefits of XGBoost 

and SHAP with good explainability and predictability of the trust model.  
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CHAPTER 4  

Predicting Drivers’ Situational Trust Using Physiological 

Measurements in Conditional AVs 

 

4.1 Introduction 

The second phase of the proposed research aims to predict drivers’ trust in conditional AVs 

using physiological measurements in real-time. In chapters 3 and 5, we used subjective measures 

such as self-reported measures to assess trust. Previous researchers argued that self-reports cannot 

capture real-time changes in trust specifically during real-world driving since it is not practical to 

ask the participants to fill the same questionnaire multiple times during the experiment and their 

answers can sometimes be biased (Hergeth et al., 2016; Walker et al., 2019). Therefore, to 

objectively measure trust in real-time psychophysiological measurements such as galvanic skin 

response (GSR), gaze behavior, electrocardiogram (ECG), and electroencephalography (EEG) are 

needed (Hergeth et al., 2016; Walker et al., 2019; Akash et al., 2018). These measurements can 

provide a direct indicator of drivers’ trust state in real-time. Accordingly, there is an urgent need 

to develop prediction models to infer automation trust in real-time for different types of drivers to 

successfully interact with AVs. Not meeting this need represents an important issue in automated 

driving because, without measuring trust in real-time, both misuse and disuse will continue to be 
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existing in automated driving. Thus, the overall objective of this study is to predict situational trust 

in real time in conditional AVs. 

4.2 Method  

4.2.1 Participants 

A total number of 74 university students were recruited for this study. Due to malfunction 

of physiological sensors and driving simulator, 15 participants were excluded and 59 participants 

(as shown in Table 4.1) (mean age = 21.3; standard deviation = 2.9; range = 18-33; 26 females and 

33 males) were included for further analysis. All the participants had a valid driver’s license and 

had normal or corrected-to-normal vision.  Participants received $25 in compensation for about an 

hour of participation. The study was approved by the Institutional Review Board at the University 

of Michigan.  

 

Table 4.1: Distribution of participants under the different conditions. 

Control    FA  Misses  
Urban  Suburban  Urban  Suburban  Urban  Suburban 

16 16  22 22  21 21 
 

4.2.2 Apparatus and stimuli  

The study was conducted in a desktop-based driving simulator from Realtime Technologies 

Inc. (RTI, MI, USA) to create a driving experience close to a real car. As shown in Figure 4.1a, 

the simulator setup was composed of three LCD monitors integrated with a Logitech driving kit. 

Two other touchscreens (i.e., tablet and phone) were positioned to the right side of the participants 

for the NDRT and trust rating questions. The NDRT in this study was a Tetris game coded using 
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PyGame library in Python. The game was designed in a way that the participants need to drag the 

blocks otherwise they don’t move. With this design, participants can leave the game to handle 

takeover scenarios and get back to where they were before the TOR. A questionnaire to evaluate 

participants’ trust was designed in Qualtrics (Provo, UT, www.qualtrics.com), web-based software 

to create surveys. To evaluate participants’ trust, the questionnaire was designed with one question 

that was prompted on participants’ screen every 25 seconds asking them to rate their trust on a 

scale from 0 to 10 (see Figure 4.1b).   

 Participants were able to control the simulated vehicle using a steering wheel and the pedal 

system. To engage the autonomous mode, participants needed to press a red button on the steering 

wheel. Once the autonomous mode is engaged, participants will hear an auditory warning saying, 

“Automated mode engaged”. The driving simulation was programmed to simulate SAE Level 3 

automation and participants were able to control the vehicle laterally and longitudinally. Whenever 

a takeover is needed, participants will hear an audio warning (“Takeover”) and the automated 

mode will be automatically disactivated for drivers to take control. If the drivers don’t take control 

within the time limit, an emergency stop (“Emergency Stop”) audio will be issued to avoid any 

crash.  

Pupil Lab’s Pupil Core eye tracker headset was used to measure participants’ gaze 

positional data. The sampling rate of the eye-tracking system is around 15 Hz. The Shimmer3 

GSR+ Unit (Shimmer, MA, USA) was used to measure the skin conductance using electrodes on 

the foot arch and to capture an Optical Pulse/ photoplethysmogram (PPG) signal using the 

Shimmer ear clip and converting it to a heart rate (HR). The data from Shimmer was collected at 

a sampling rate of 128 Hz. The iMotions software (iMotions, MA, USA) was used for 

physiological data synchronization in real-time (see Figure 4.1c).  
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(a) 

 

 
                                                                       (b) 
 

 
                                                                 (c) 
 

Figure 4.1: (a) Experiment setup (b) Trust change self-report question (c) iMotion software. 
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4.2.3 Experimental design 

The trust prediction experiment is a between-subject design, in which the participants will 

be randomly assigned to three conditions. It is argued that automation trust should be examined 

both in normal operating conditions and in emergency situations where the system encounters 

limitations (Madhani et al. 2002). In this study, participants were required to take over from 

automated driving in emergency situations. Eight takeover scenarios were designed for this study, 

where four takeover scenarios happened in rural areas and the other four happened in urban areas 

and the order of urban and rural takeover scenarios was counterbalanced. Typical roadway features 

were used when a takeover was needed (i.e., (1) deers ahead, (2) bicyclist crossing ahead (3) 

construction zone ahead (4) vehicle sudden stop ahead (5) pedestrians crossing ahead (6) bus 

sudden stop ahead (7) construction zone ahead (8) police vehicle on shoulder) (See Figure 4.2 and 

Figure 4.3). The AV error types correspond to three conditions: 1) control condition, i.e., all the 

eight TORs are true alarms, 2) false alarms, i.e., of all the eight TORs, the 2nd, 3rd, 5th, and 6th are 

false alarms, and 3) misses, i.e., of all the eight TORs, the 2nd, 3rd, 5th, and 6th are misses. The 

purpose of this design was to elicit different levels of trust since it was shown that both misses and 

false alarms degraded operator trust in automation (Pop et al., 2015). 

 

4.2.4 Experimental procedure 

Upon arrival, participants were asked to complete a consent form as well as an online 

demographic survey. After the survey, we explained the experiment to the participants’ and 

showed them a short video regarding the tasks they need to do. Participants then completed a 

training session to familiarize them with the driving simulator and the experiment flow. 

Participants were informed that the car will be able to take situational decisions, but the driver 
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must be alert and ready to takeover whenever it is needed. We further explained that the AV can 

fail to detect some obstacles for the participants going through the misses condition and that the 

AV can give false alarms for takeovers for those going through the FA condition. Next, we 

calibrated the eye-tracker device by asking the participant to look at ten targets on the front screens. 

After, we attached the GSR electrode to the left foot of the participants and the PPG probe to their 

left ear lobe. Each drive (i.e., urban or suburban) took around 15 minutes and the whole experiment 

lasted around 75 minutes. In order to create the ground truth of trust prediction model in real time, 

the participants were asked to respond to a single-item trust prompt on a scale from 0 to 10, “Please 

indicate your trust level after this encounter” (Hergeth et al., 2016). Following Desai et al. (2013), 

participants will be prompted for this trust measure every 25 seconds to ensure that they are not 

overwhelmed. 

 

4.2.5 Comparison between the three tested conditions 

Results showed that there was a statistically significant difference in trust between the three 

tested conditions (i.e., control, misses, and FA) as determined by one-way ANOVA F(2,47) = 

22.323, p < 0.001. A Tukey post hoc test revealed that trust was significantly higher in the control 

(mean = 7.967) and FA (mean = 7.699) conditions compared to the misses condition (mean 

=5.597) (p < 0.001). There was no significant difference between the FA and the control condition. 

Since the FA condition didn’t reduce participants’ trust, we did not include it in the trust prediction 

model. Figure 4.4 shows average participants’ trust with respect to the rating order for the three 

tested conditions (i.e., control, misses, and FA). We didn’t find any significant difference in the 

seven important features between the three tested conditions (i.e., control, misses, and FA) as 

shown in Table 4.2.  
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                                                                             (a) 

 
                                                                             (b) 

 
                                                                            (c) 

 
                                                                             (d) 
 

Figure 4.2: Takeover events in suburban areas (a) deers ahead (b) bicyclist crossing ahead (c) 
construction zone ahead (d) vehicle sudden stop ahead. 
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   (a) 

 
                                                                 (b) 

                                                                                      
                                                                            (c) 

 
                                                                 (d) 
 

Figure 4.3: Takeover events in urban areas (a) pedestrians crossing ahead (b) bus sudden stop 
ahead (c) construction zone ahead (d) police vehicle on shoulder. 
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Figure 4.4: Comparison of the average participants’ trust with respect to the rating order for the 
control, misses, and FA conditions. 

 
Table 4.2:  Statistical analysis results for the seven important features. Kruskal Wallis test was 

used when the normality assumption was violated. 

Feature Condition Mean ± SD Test P 

 
Mean_HR_max 

Control 
Misses 

False Alarm 

100.67 ± 16.11  
93.99 ± 20.15  
96.17 ± 10.14  

 
One-way 
ANOVA 

 
0.526 

 
Mean_HRV 

Control 
Misses 

False Alarm 

70.28 ± 11.24  
75.57  ± 17.18  
72.36  ± 15.42  

 
Kruskal 
Wallis 

 
0.484 

 
Number_of_fixations_center 

Control 
Misses 

False Alarm 

54.64 ± 33.68  
65.75 ± 35.94  
43.41 ± 22.33  

 
One-way 
ANOVA 

 
0.090 

 
Mean_GSR 

Control 
Misses 

False Alarm 

0.59 ± 1.01  
0.18 ± 0.14  
0.11 ± 0.13  

 
Kruskal 
Wallis 

 
0.208 

 
Number_of_fixations_tablet 

Control 
Misses 

False Alarm 

182.30 ± 81.62  
127.07 ± 81.52  
148.69 ± 85.76  

 
One-way 
ANOVA 

 
0.216 

 
Mean_dispersion_tablet 

Control 
Misses 

False Alarm 

0.91 ± 0.18  
0.82 ± 0.30  
0.94 ± 0.22  

 
One-way 
ANOVA 

 
0.376 

 
Mean_duration_tablet 

Control 
Misses 

False Alarm 

128.18 ± 30.61  
111.98 ± 43.29  
130.57 ± 36.59  

 
One-way 
ANOVA 

 
0.290 
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4.3 Trust prediction model development 

Physiological (i.e., galvanic skin response, heart rate, and eye-tracking metrics) and self-

reported data were collected for the trust model development. To train the trust prediction model, 

17 features were extracted from the data (see Table 4.3). A 5-fold cross validation was used to 

optimize the F1-score of the prediction using a randomized search for hyperparameters.  

4.3.1 Data pre-processing:  

The GSR is composed of phasic (i.e., fast variation of skin conductance) and tonic (slow 

variation of skin conductance) phases. In this study, the phasic component was used since it 

captures the GSR changes in seconds. Therefore, we used a continuous decomposition technique 

(i.e., Ledalab in MATLAB) (Benedek and Kaernbach 2010). The iMotion software was used to 

extract the heart rate related measures from the RR interval. For eye-tracking data, Pupil Player 

software was used for exporting the data collected in Pupil Core for further analysis. 

4.3.2 Model features 

As shown in the previous sections, our data was collected using different sensors (i.e., 

Shimmer and eye-tracking) and systems (i.e., Qualtrics). Therefore, we synchronized the time 

between GSR, HR, eye-tracking, and continuous trust data using timestamp. After time 

synchronization, we used a sliding time window of 25 seconds to extract a series of GSR, HR, and 

eye-tracking values within that window. Therefore, each self-reported rating was associated with 

a series of GSR, HR, and eye-tracking values at the same timestamp. The extracted 17 features are 

listed in Table 4.3.  
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Table 4.3: Description of the generated features. 

Physiological Data Model Features 

Heart rate (HR) Heart rate max, heart rate variability, inter-beat interval 

Fixation Number of fixations on the center, left, right, and NDRT screens  

Duration Duration of fixations on the center, left, right, and NDRT screens 

 
Dispersion 

Distance between all gaze locations during a fixation on the center, left, right, 

and NDRT screens 

Galvanic skin response (GSR) Mean and max of galvanic skin response in phasic phase 

 

4.3.3 Model development 

The trust prediction model was trained with an XGBoost model (Chen and Guestrin, 2016) 

for the following reasons. First, XGBoost is a decision tree model that combines multiple trees 

where each decision tree learns from the previous one to build a robust model. Second, XGBoost 

has the power to perform parallel processing and the advantage to improve the learning process 

without overfitting. In addition, XGBoost works with missing data without affecting the model 

performance. Third, XGBoost model can provide feature importance and helps in interpreting the 

model predictions with the usage of SHAP explainer. The XGBoost model performance was also 

compared with other algorithms (e.g., logistic regression (LR), decision tree (DT), Naïve Bayes 

(NB), and K-nearest neighbors (KNN)). The response variable was defined as a binary one (i.e., 

trust = 1 (trust value > 5, sample size = 1745) and distrust = 1 (trust value < 5), sample size = 484). 

The objective function used is binary: logistic. The performance metrics used to evaluate the 

XGBoost model were accuracy, f1-score, precision, recall, and ROC_AUC. SHAP explainer was 

used to explain the predictions made by the XGBoost model. Specifically, SHAP explainer helped 

in ranking the features based on their importance.    
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4.4 Results 

4.4.1 XGBoost performance 

  The XGBoost model performance is shown in Table 4.4 using a 10-fold cross validation. 

Also, a 10-fold cross validation was used to compare the XGBoost performance with other 

algorithms (e.g., LR, DT, NB, and KNN). As shown in Table 4.4, XGBoost performed almost the 

best across all metrics (i.e., accuracy, f1-score) among the list of machine learning models.  

Since the dataset was imbalanced, we varied the sample size of the trust data as shown in 

Table 4.5. In the first trial, we used the same sample size for the trust and distrust data. In the 

second trial, we doubled the sample size of trust data. And in the third trial, we tripled the sample 

size of trust data. A 10-fold cross validation was used to obtain the results shown in Table 4.5. The 

XGBoost model had better performance with the increase in the sample size of trust data.  

  

Table 4.4: Performance measure comparison between different models. 

Models Accuracy ROC_AUC Precision Recall F1-score      

Logistic Regression 79.6% 0.68 79.9% 98.9% 88.3% 

Decision Tree 75.7% 0.64 82.8% 87.1% 84.9% 

Naïve Bayes 75.1% 0.63 80.5% 89.9% 84.9% 

KNN 75.6% 0.64 84.3% 84.6% 84.5% 

XGBoost 81.6% 0.63 83.4% 95.5% 89.1% 
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Table 4.5: Summary of XGBoost classifier performance. 

 

4.4.2 Feature importance 

To understand the importance of each feature in predicting trust, SHAP feature importance 

plot was examined. In addition, we used feature selection to identify the best model performance 

by adding one feature at a time following the importance ranking of the variables identified in 

Figure 4.6. We continued this process until the f1-score stopped improving.  F1-score was used as 

our main performance measure since it is a popular evaluation metric for classification analysis. 

Finally, we found that XGBoost performed the best when a combination of seven features (i.e., 

mean_HR_max,mean_HRV,number_of_fixations_center,mean_GSR,number_of_fixations_table

t, mean_dispersion_tablet, mean_duration_tablet) was used. The SHAP summary plot shown in 

Fig. 10 has four characteristics including (1) the density represents the distribution of the features 

in the data, (2) the color shows the range of a particular feature from high (red) to low (blue), (3) 

the horizontal variation shows the large or small effect of the feature on the prediction, and (4) the 

vertical ranking represents the importance of the feature. For the feature 

“number_of_fixations_center”, a high number of fixations at the center screen leads to a decrease 

in trust whereas a low number of fixations at the center screen leads to an increase of trust.  

Sample size Accuracy ROC_AUC Precision Recall F1-score 

Trust (484), Distrust (484) 74.8% 0.75 72.5% 79.9% 75.9% 

Trust (968), Distrust (484) 78.5% 0.72 79.3% 91.8% 85.0% 

Trust (1452), Distrust (484) 79.8% 0.64 81.2% 94.9% 87.6% 

Trust (1745), Distrust (484) 81.6% 0.63 83.4% 95.5% 89.1% 
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(a) 

 
(b) 

Figure 4.5: (a) SHAP summary plot (b) SHAP feature importance plot. 
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4.5 Discussion 

4.5.1 Contribution and implications 

Trust in AVs has been considered as a central factor determining the degree of success in 

the utilization of AVs. However, there is a gap in the knowledge base that pertains to the practical 

issue of estimating and calibrating trust in real-time. The main purpose of this study was to develop 

a prediction model to infer automation trust in real time for different types of drivers to successfully 

interact with conditional AVs. The contribution of this work is significant because it helped in 

advancing our understanding of trust as a determining factor to optimize the interaction between 

the driver and the AV system. As shown in the result section, our proposed framework successfully 

provides trust predictions in real-time. This study opens the path for more research on the 

improvement of trust prediction in real-time while using more complex models and exploring more 

physiological data. In addition, it helps in designing a trust calibration interface by tracking the 

moments when the driver trust/distrust the AV in real-time using physiological data and machine 

learning models to control drivers’ trust in AVs. Calibration of trust to an appropriate level is 

considered a design goal to improve the safety and maximize the benefits of AVs while avoiding 

misuse/disuse of AVs.   

4.5.2 Model performance comparison 

In this study, we compared the XGBoost classifier model performance with four other 

machine learning models (e.g., LR, DT, NB, and KNN). As indicated by the results of model 

accuracy and f1-score, the XGBoost classifier outperformed the other approaches. The results 

were consistent with previous studies on drivers’ trust prediction in AVs (Ayoub et al., 2021).  
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4.5.3 Effects of features on the trust prediction model 

In this study, we proposed a novel method to use a combination of physiological measures 

such as heart rate activity, galvanic skin responses, and eye-tracking to predict drivers’ dynamic 

trust. Previous studies have used physiological data to measure trust. For instance, Hergeth et al. 

(2016) showed that eye-tracking can be used to evaluate participants’ trust in AVs. A negative 

relationship was found between monitoring frequency and drivers’ self-reported measures which 

is in line with our obtained results. For instance, for the feature “number_of_fixations_center”, a 

high number of fixations on the center screen decreased participants’ trust whereas a low number 

of fixations at the center screen increased their trust. As for the feature 

“number_of_fixation_tablet”, a high number of fixations on the tablet screen was shown to 

increase participants’ trust more than decreasing their trust. However, it wasn’t clear why at a high 

number of fixations on the tablet screen decreased participants’ trust.  

For the heart rate related features, a high “mean_HR_max” increased participants’ trust 

while a low “mean_HR_max” decreased their trust. As for the “mean_HRV” feature, a high 

“mean_HRV” decreased participants’ trust while a low “mean_HRV” increased their trust. HRV 

metric is also a widely used indicator for stress. Assuming that stressful conditions decrease 

people’s trust, our result contradicts what is found in the literature that in stressful conditions the 

HR was higher and HRV was lower than in control conditions (Held et al. 2021). Thus, to further 

understand this result a personality analysis, as well as an evaluation of participants’ dispositional 

trust is needed. For instance, if this is a participant first time using a driving simulation, the 

environment might be stressful for him which increases his HR and decreases his HRV but he can 

still have high trust in AVs. On the other hand, if a participant had the mentality of distrusting AVs 

no matter how they behave, his HR can be low and his HRV can be high if he distrusts AVs. 
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Theoretically, these measures should be applied in real driving situations where low trust indeed 

induces a high level of stress. 

As for the “mean_GSR” feature, a high “mean_GSR” increased participants’ trust while a 

low “mean_GSR” decreased their trust. This aligns with previous studies showing a correlation 

between GSR and people’s trust (Khawaji et al., 2015) (Kumar Akash et al., 2018) (Baig & 

Kavakli, 2019). Wang et al. (2018) showed that GSR and gaze behavior were negatively associated 

with self-reported trust.  

 

4.6 Conclusion 

In this study, we predicted drivers’ trust in real-time using physiological data and a machine 

learning model. The results showed that the XGBoost classifier model has an accuracy of 81.6% 

and an F1-score of 89.1% which outperformed other machine learning models. In addition, we 

identified the most important physiological measures for real-time prediction of trust. Such system 

can be used in the future to guide the design of an in-vehicle trust calibration warning system to 

improve people’s acceptance and trust in AVs. Future studies should focus on the usage of more 

complex prediction models such as combining convolution neural network and long short-term 

memory which has been widely applied in time series modeling due to its effectiveness in 

modeling temporal relations. In addition, trust varies from person to person as it is influenced by 

people’s personality and dispositional trust levels, therefore it is needed to include personality as 

a feature in the trust prediction model. Additional improvements to our framework may be 

conducting the study in more realistic situations that induce more stress like real road testing. 

Additionally, our methodology needs to be tested in different scenarios with higher NDRT and 
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scenario complexity. Participants in this study were mostly college students. Future studies should 

recruit participants from diverse backgrounds, ages, and AV experiences to generalize the analysis.   
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CHAPTER 5 

 Calibrating Drivers’ Dynamic Situational Trust in Conditional AVs 

 

5.1 Introduction 

Undesirable trust levels can dimmish the benefits of using AVs. For instance, one of the 

leading causes of recent AV crashes (e.g., Tesla’s fatal crash in Florida and the Uber AV crash in 

Arizona) was drivers’ overtrust in their AVs’ capabilities (Rice, 2019; Kohli & Chadha, 2020). 

Takeover transitions should be promptly and safely handled when AVs reach their functional limit. 

Although these crashes probably occurred due to overtrust in the capabilities of conditional AVs 

(i.e., society of automotive engineers (SAE) levels 2–3), the crashes might reflect a negative first 

impression with respect to public opinion about AV safety and capabilities. System performance 

is one of the important factors affecting drivers’ dynamic situational trust in AVs (Merritt et al., 

2015). In general, a consistently good system performance improves trust and vice versa. However, 

Merritt et al. (2015) reported the influence of the system performance on participants’ overall trust 

without investigating the trust dynamics. For example, Yin et al. (2019) found that participants’ 

situational trust was affected by the model’s stated and observed accuracy, but the researchers did 

not measure the effect of accuracy on the trust dynamics over time. 
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One reason to investigate the dynamics of situational trust over time is that people can be 

potentially ‘trapped’ in two undesirable trust conditions (i.e., overtrust and undertrust), and it takes 

time to calibrate their trust with varied system performance. For instance,  Schwarz et al. (2019) 

investigated the effect of varying AV system reliability on participants’ trust in conditionally 

automated driving situations. They found that individuals who did not experience TORs in the 

initial drive (i.e., in an overtrust condition) did not decrease their trust in AVs in the second drive 

after experiencing TORs. Hence, it is important to examine the dynamics of situational trust over 

time. Okamura and Yamada (2020) showed that, by adaptively presenting simple cues, participants 

in an overtrust precondition were able to calibrate their trust level dynamically over time. 

Many researchers have investigated the factors associated with different levels of trust. For 

instance, Ayoub et al. (2019) identified important factors affecting people’s dispositional and 

learned trust in AVs using an explainable machine learning model. They found that an individual’s 

perceived benefits and risks of AVs, excitement about driving, knowledge of AVs, and eagerness 

to adopt a new technology were ranked the highest. Zhang et al. (2019) examined the effects of 

different factors on initial learned trust in AVs using a technology acceptance model and found 

that perceived safety risk was negatively associated with initial learned trust, while perceived 

usefulness was positively associated with initial learned trust. They showed that initial learned 

trust had a high impact on enhancing AV acceptance. In addition, initial learned trust in AVs 

increased with more interactive automated driving. For example, Gold et al. (2015) found that 

participants’ self-reported (learned) trust was enhanced after experiencing a drive with three TORs. 

Similarly, Beggiato and Krems (2013) showed that participants’ learned trust in adaptive cruise 

control increased when they were provided with a description of the system capabilities and 

limitations. However, these studies mostly adopted a snap-shot view that measured trust before 
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and after the experiment without examining the dynamics of trust over time Guo and Yang (2021), 

which is critical to calibrating overtrust or undertrust. Hoff & Bashir (2014) identified many factors 

influencing situational trust, including task difficulty, system performance, perceived risks and 

benefits, driver workload, experience, attentional capacity, and mood. However, few researchers 

investigated the dynamics of situational trust in conditional AVs. Hergeth et al. (2016) showed 

that the participants’ self-reported situational trust (SST) dynamically increased from the first to 

the eighth TOR. Azevedo-Sa et al. (2021) presented a framework for estimating participants’ 

dynamic situational trust due to malfunctions of the AV system. Luo et al. (2020) examined 

dynamic situational trust using two variables, i.e., level and source of stochasticity. They found 

that participants’ trust decreased significantly due to AV internal errors (e.g., sensor error) versus 

external (e.g., roadblocks) errors. Okamura and Yamada (2020) examined the effect of the AV 

system dynamic reliability on participants’ situational trust and used trust calibration cues to help 

improve performance. These studies gained insights into how these variables influenced situational 

trust. 

To understand how situational trust evolves over time, it is important to measure it 

properly. The majority of existing measures are based on questionnaires, such as the trust scale 

proposed by Jian et al. (2000), which measures overall trust. One limitation of this scale is that it 

cannot support the temporal and context-related nature of situational trust. Recently, Holthausen 

et al. (2020) suggested a short scale for faster implementation based on the trust model suggested 

by Hoff and Bashir (2015). The suggested scale evaluated situational trust using six items, 

including trust, performance, NDRT, risk, judgment, and reaction. Trust was also reported to be 

highly related to individual behaviors (Lee and See 2004). For example, Hergeth et al. (2016) 
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showed that monitoring frequency during NDRTs in conditional AVs was negatively correlated 

with three constructs of trust. 

To understand how situational trust is built over time, we aimed to investigate in this study 

the effects of system performance and participant’s trust preconditions on the dynamic situational 

trust during takeover transitions. Both self-reported measures and behavioral measures were 

considered when determining how situational trust evolves. As a summary, the contributions of 

this study are: 

● We investigated the effects of system performance (i.e., 95%, 80%, and 70%) and trust 

preconditions (i.e., overtrust and undertrust) on dynamic situational trust in conditionally 

automated driving simultaneously.      

● We used both self-reported and behavioral trust measures to understand the dynamic 

situational trust in conditionally automated driving.     

● The insights obtained from the dynamic situational trust provided important implications 

on calibrating trust over time in conditionally automated driving.  

5.2 Method  

5.2.1 Participants 

A total number of 42 participants (22 females and 20 males; M = 25.0 years and SD = 5.4 

years) located in the United States participated in this study. All the participants were university 

students, and each had a valid US driver’s license. Participants were randomly assigned to one of 

the two preconditions (i.e., overtrust and undertrust) of the experiment. The average completion 

time of one session of the study (i.e., 33 minutes) was similar in the two tested preconditions (i.e., 

overtrust or undertrust).  
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5.2.2 Apparatus 

A survey was designed to evaluate the effects of trust preconditions and system 

performance on participants’ situational trust during takeover scenarios. The survey was developed 

in Qualtrics (Provo, UT) and administered using Zoom (San Jose, CA). The driving scenarios with 

takeover requests were created in a virtual environment using Unreal Engine (Cary, NC).  

 

 

Figure 5.1: Survey procedure. 
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Figure 5.2: Flow of measuring behavioral situational trust during a takeover scenario with no 
failures. 

 

5.2.3 Experimental design 

Independent variables. Our experiment was a 3 (system performance with three accuracy 

levels: 95%, 80%, and 70%) by 2 (trust preconditions: overtrust and undertrust) mixed-subjects 

design. The within-subjects variable was the system performance. The between-subjects variable 

was the trust precondition of the participants by showing them ten takeover scenarios 

consecutively with successes (to elicit overtrust) or failures (to elicit undertrust). 

Dependent variables. We measured participants’ dynamic situational trust during the 

experiment using two types of measures: 1) self-reported measures using the Situational Trust 

Scale for Automated Driving (STS-AD) (Holthausen et al., 2020) and 2) behavioral measures to 

capture how often participants agreed/disagree with the AV decision. The STS-AD included six 

scale items based on the suggested items in the trust model of Hoff and Bashir (Hoff & Bashir, 

2014) (i.e., trust, performance, NDRT, risk, judgment, and reaction). The questions asked in this 

study to evaluate the SST were as follows: 1) I trust the automation in this situation, 2) I would 

have performed better than the AV in this situation, 3) In this situation, the AV performs well 

enough for me to engage in other activities, 4) The situation was risky, 5) The AV made an unsafe 

judgment in this situation, and 6) The AV reacted appropriately to the environment. We measured 
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the six STS-AD scales with a 7-point Likert scale. This scale was used 21 times during the 

experiment, where the first measurement was administered after the first 10 videos to manipulate 

them in a specific precondition (overtrust or undertrust) and the following 20 measurements were 

conducted right after each of the remaining 20 videos (see Figure 5.1).  

As for the behavioral measures, they were proven to be useful in measuring situational trust 

(e.g., Hergeth et al., 2016). In this work, two questions were used to evaluate participants’ 

behavioral trust adapted from (Yin et al., 2019). The first question “Would you like to takeover 

control?”, was shown before the participants saw how the AV handled the potential takeover 

transition (see Figure 5.2). Rather than the system-initiated takeover, this scenario imitated the 

operator-initiated takeover (Wang & Li, 2019) whenever the participant thought it was necessary. 

The second question “Would you like to change your previous decision?”, was asked after the 

participant saw the vehicle’s decision (see Figure 5.2). With this order of questions, we evaluated 

participants’ trust before and after seeing the vehicle behavior. The behavioral trust was measured 

30 times in the middle of each video (see Figure 5.1) because we needed multiple measures to 

calculate agreement fraction and switch fractions in the preconditions. To quantify the behavioral 

measure of trust, we modified the agreement and switch equations suggested by Yin et al. (2019). 

The agreement fraction is the number of scenarios for which participants’ initial prediction agreed 

with the vehicle’s decision divided by the total number of scenarios presented to the participants 

(see 5.1). The switch fraction is the number of scenarios for which participants’ initial prediction 

disagreed with their final decision divided by the total number of scenarios (see 5.2).  
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where k refers to the kth participant, N is the total number of scenarios, 6!"4 refers to the kth 

participant’s initial prediction in the jth video, 6:"4  refers to the kth participant final decision in the 

jth video, and 704 	refers to the vehicle’s decision in the jth video for the kth participant. In our 

study, the participants’ initial prediction was based on their willingness to take over control prior 

to seeing the vehicle’s decision. The vehicle’s decision was whether the AV would fail or not in 

that particular scenario. The participants’ final decision was based on their willingness to change 

their previous takeover decision after seeing the vehicle’s decision. 

5.2.4 Survey design and procedure  

The experiment consisted of three sessions (corresponding to three accuracy levels in a 

counterbalanced order) for one precondition and each session was conducted with a two- day gap. 

The survey consisted of five sections as illustrated in Figure 5.1. The first section included a 

consent form. In the second section, the participants filled a set of demographic questions only 

once during the first session. In the third section, the participants were given a detailed explanation 

of the study procedure and went through a practice session. The given explanations were about the 

information provided in the video such as surrounding vehicles and objects and the flow of actions. 

The explanations helped the participants to think like a passenger to make rational decisions. Then, 

the participants watched one training video that was different from the testing videos and answered 

the corresponding questions. In the fourth section, the participants were required to watch 10 

videos. If the tested precondition was overtrust, participants were required to watch 10 videos 

where the AV was able to safely handle the scenarios with no failures. Whereas, if the tested 

precondition was undertrust, the 10 videos were about AVs failing the driving scenarios. The order 

of the videos was randomized in the two conditions. In the fifth section, participants watched 20 
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videos of AV driving scenarios involving potential takeovers (corresponding to the participants 

initiated a takeover request decision) with a different number of failures, depending on the tested 

AV accuracy (i.e., 1, 4, and 6 failures in 95%, 80%, and 70% accuracy levels, respectively). For 

instance, if the tested AV accuracy was 95%, one video showed the AV was able to handle the 

driving scenario successfully while the remaining 19 videos showed successful driving scenarios 

with potential takeover transitions. The order of the videos under each tested accuracy was 

randomized. During the study, each video was paused before showing the decision of the AV, and 

participants were asked if they would like to take over control. Then, the video was resumed to 

show the AV’s decision. After that, the participants were asked if they would like to change their 

previous answer. Their decision should be based on the information provided about the 

surrounding vehicles and the previously watched videos (see Figure 5.2). After each video (starting 

from the 10th video), they were required to answer the six questions on a 7-point Likert scale in 

the STS-AD survey.    

5.2.5 Scenario design 

We investigated drivers’ trust in AVs’ takeover scenarios by exploring their situational 

trust in different system performance with different numbers of failures of the vehicle. We 

conducted a web search to find takeover scenarios based on real experiences. From the web videos, 

we identified 30 different scenarios that we used to create the failure and non-failure videos. In the 

failure scenarios, we added bad weather conditions, such as fog and snow to help improve the 

fidelity. Since adding an adverse weather condition to the scenarios might cue the participants and 

bias the results, bad weather (e.g., snow weather) was included in three of the nonfailure scenarios. 

In addition, in the training section, we made clear that AV failure could occur in both bad and good 

weather conditions depending on the scenarios. A brief description of the scenarios is shown in 
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Table 5.1. The failure scenarios were similar to the nonfailure scenarios except that the AV failed 

to handle the situation. For instance, one of the scenarios showed the AV traveling on a highway 

with a broken down truck parked at the side of the road. In the nonfailure scenario, the AV safely 

detected the truck and changed lanes before hitting the truck [see Fig. 5.3(a)]. However, in the 

failure scenario, the AV failed to detect the truck due to foggy conditions and crashed into the 

truck [see Fig. 5.3(b)]. 

Table 5.1: Description of the created scenarios. 

 Group 1 Group 2 Group 3 Group 4 Group 5 

Location Highway or Street Highway or Street Highway or 
crossroad 

Crossroad Highway 

Target Pedestrian or Animal or 
Construction 

Truck or Vehicle Vehicle Red light   Vehicle 

Action Road crossing Broken down 
truck or vehicle 

Stopping at a stop 
sign 

Stopping at a red 
light 

  Merging lanes 

 

5.2.6 Data analysis 

Statistical analysis was conducted using SPSS statistics software (IBM, New York City, 

NY, USA). An analysis of variance (ANOVA) was used to analyze the effects of system 

performance and trust preconditions on dynamic situational trust. The alpha level was set at 0.05 

for all the statistical tests. The ANOVA assumptions, including normality and homogeneity of 

variance, were not violated for either overtrust or undertrust preconditions. Pairwise comparisons 

were performed with Bonferroni correction. 
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                                                                (a) 

 
   (b) 

 

Figure 5.3: Takeover scenario with (a) no failure and (b) failure. 
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5.3 Results 

5.3.1 Manipulation check 

We compared the self-reported situational trust (SST) in the precondition stage (i.e., the 

manipulation stage with 10 videos of consecutive failures or successes) with that before the 

manipulation and that after the manipulation. Before the manipulation stage, a question (i.e., in 

general, how much do you trust an autonomous vehicle) was asked in the demographic section of 

the survey.  

In the overtrust precondition, we found that participants' SST (M = 5.327, S.E.= .113, see 

the 1st video in Figure 12b) was significantly higher (F (1, 20) = 12.910, p = .002) than the overall 

trust level before manipulation (M = 4.286, S.E.= .269) and was significantly higher than that in 

the testing stage by aggregating the last 20 videos in the 95% (p = .001), 80% (p = .000), and 70% 

(p = .000) accuracy levels. Furthermore, in the undertrust precondition, participants' self-reported 

situational trust (SST) did not have significant differences (F (2, 40) = 1.709, p = .194) among the 

three accuracy conditions. Similarly, for the overtrust precondition (see Figure 12b), participants' 

SST had no significant differences (F (2, 40) = .342, p = .712) among the three accuracy levels. 

These results showed that participants were calibrated to the overtrust and undertrust 

preconditions. 

However, we were not able to measure behavioral situational trust (BST) in the 

demographic section of the survey. In the manipulated precondition (i.e., in the first 10 videos), 

for the agreement fraction, using a two-way mixed ANOVA, we did not find any significant 

differences among the three accuracy levels (F (2, 80) = 1.429, p = .246), two preconditions (F (1, 

40) = .041, p = .218), or interaction between accuracy and preconditions (F (2, 80) = 1.554, p = 

.842). We further compared the agreement fraction between the first 10 videos and the last 20 
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videos, there were no significant differences found. For the switch fraction, using a two-way mixed 

ANOVA, we did not find any significant differences among three accuracy levels (F (2, 80) = 

2.669, p = .076) or interaction between accuracy and preconditions (F (2, 80) = 1.836, p = .167). 

However, we found that those in the undertrust precondition had a significantly higher switch 

fraction than those in the overtrust precondition (F (1, 40) = 9.484, p = .004). This might be due 

to the fact that each participant was asked to participate in the experiment for three sessions in the 

same precondition. We further compared the switch fraction between the first 10 videos and the 

last 20 videos, we did not find any significant differences.   

5.3.2 Self-reported situational trust 

Due to a relatively small number of participants, we calculated the mean of the SST over 

all the 21 participants from the second video (in Figure 5.4, i.e., the 11th video in the experiment) 

with a smoothing function by using a window length of 5 videos. Note that the first video in the 

figure represents the average results of the first 10 videos that the participants watched to 

manipulate them in an undertrust or overtrust condition, which was not smoothed with the other 

following videos. Figure 5.5 illustrates the mean SST for all 21 participants with three tested 

accuracy levels under the two trust preconditions (i.e., overtrust and undertrust).  

A mixed two-way ANOVA showed that the main effect of accuracy was significant (F (2, 

80) = 144.794, p = .000) whereas the main effect of trust preconditions was not significant (F (1, 

40) = .915, p = .344) (see Figure 5.5). There was no significant interaction effect between the trust 

preconditions and the tested accuracy levels (F (2, 80) = 0.269, p = .765). The pairwise comparison 

showed a significant difference between 95% and 80% accuracies (p = .000), 95% and 70% 
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(a) 

 

 
                                        (b) 
 

Figure 5.4: Overall mean and standard error of self-reported situational trust (SST) measured by 
the STS-AD six scales for all the participants at different accuracy levels and trust preconditions. 

(a) Undertrust precondition. (b) Overtrust precondition. Along the x-axis the accuracy levels 
having significant differences of pairwise comparisons are indicated with number pairs. “1” 

indicates 95%, “2” indicates 80%, and “3” indicates 70%. 
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Figure 5.5: Mean self-reported situational trust at different accuracy and trust precondition levels 
with standard errors, where“*” indicates p < 0.05, “**” indicates p < 0.01, and “***” indicates p 

< 0.001. 

 

accuracies (p = .000), and 80% and 70% accuracies (p = .000) (see Figure 5.5). Due to the 

significant main effect of accuracy levels, we also conducted a pairwise comparison among three 

accuracy levels at each video as illustrated along the x-axis in Figure 12 for both undertrust and 

overtrust preconditions. Significant differences were labeled by the numbers in the figure, where 

”1” indicates 95%, ”2” indicates 80%, and ”3” indicates 70%. 

 Furthermore, we analyzed each of the STS-AD trust scale separately using a two-way 

ANOVA as shown in Figure 5.6 and Figure 5.7. We found significant main effects of accuracy 

levels for all the six questions of the STS-AD scale (all p = .000). In addition, we conducted a 

pairwise comparison at each video as illustrated along the x-axis in Figure 5.6 and Figure 5.7. 

Whenever a significant difference existed at each video, they were labeled by the numbers in the 

figure. There was a significant main effect for trust precondition for Q1 (F (1, 40) = 4.293, p = 
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.045) and pairwise comparison showed significant differences when comparing 95% vs. 95% (p = 

.000), 80% vs. 80% (p = .007), and 70% vs. 70% (p = .000) between two preconditions. 

 
     (a)                                                                            (b) 
 

 
         (c)                                                                          (d) 
 

 
        (e)                                                                         (f) 
 

Figure 5.6: Mean measures of the STS-AD six scales for all the participants in the undertrust 
precondition and at different accuracy levels. (a) Q1. (b) Q2. (c) Q3. (d) Q4. (e) Q5. (f) Q6. 

Along the x-axis, the accuracy levels having a significant difference in pairwise comparisons are 
indicated with number pairs. “1” indicates 95%, “2” indicates 80%, and “3” indicates 70%. 
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As for Q2, Q3, Q4, and Q6 there was no significant difference between two trust 

conditions. As for Q5, there was a significant main effect for trust precondition (F (1, 40) = 4.530, 

p = .040) and significant differences were found when comparing 80% vs. 80% (p = .019) and 

70% vs. 70% (p = .009) between the two preconditions. We grouped the results according to the 

transition condition of the videos. We have identified four patterns of failure  occurrences 

including one failure (i.e., 113 occurrences in the undertrust precondition and 123 occurrences in 

the overtrust precondition), two consecutive failures (i.e., 31 occurrences in the undertrust 

precondition and 27 occurrences in the overtrust precondition), three consecutive failures (i.e., 5 

occurrences in 25 the undertrust precondition and 8 occurrences in the overtrust precondition), and 

four consecutive failures (i.e., 2 occurrences in the undertrust precondition and 2 occurrences in 

the overtrust precondition). The situations where the failure scenario occurred as the first or last 

video in the 20 videos sequence were removed from this analysis. The case with four consecutive 

failures was not analyzed since it only occurred 32 two times in the undertrust and overtrust 

preconditions. In the  case of one failure video, there was a significant difference  in the SST level 

between the failure video and the previous non-failure (i.e., undertrust F (1, 112) = 817.466, p =  

.000; overtrust F (1, 122) = 754.016, p = .000)) and between the failure video and the following 

non-failure video  (i.e., undertrust F (1, 112) = 968.681, p = .000; overtrust  F (1, 122) = 662.665, 

p = .000) (see Figure 5.8a). In the case of two consecutive failure videos, there was a significant 

difference in the SST level between the average of the two consecutive failure videos and the 

previous non-failure video (i.e., undertrust F (1, 30) = 253.144, p = .000; overtrust F (1, 26) = 

339.807, p = .000) and between the average of the two consecutive failure videos and the following 

non- failure video (i.e., undertrust F (1, 30) = 267.374, p = .000;  overtrust F (1, 26) = 405.087, p 

= .000) (see Figure 5.8b). In the case of three consecutive failure videos, there was a significant 
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difference in the SST level between the average of the three consecutive failure videos and the 

previous non- failure video (i.e., undertrust F (1, 4) = 19.033, p = .012; overtrust F (1, 7) = 49.860, 

p = .000) and between the  average of the three consecutive failure videos and the following non-

failure video in the overtrust precondition (i.e., F (1, 14) = 113.370, p = .000). There was a marginal 

significant difference between the average of the three consecutive failure videos and the following 

non-failure video in the undertrust precondition (i.e., F (1, 4) = 6.459, p = .064) (see Figure 5.8c).  

5.3.3 Behavioral situational trust 

Agreement and switch fractions were used in this work as BST measures of the 

participants’ dynamic situational trust. As shown in Figure 5.10a, for the agreement fraction, the 

main effect of accuracy was not significant on BST (F (2, 80) = .497, p = .61) whereas the main 

effect of precondition was significant (F (1, 40) = 8.553, p = .006). There was no significant 

interaction effect between the trust precondition and the tested accuracy levels (F (2, 80) = .483, p 

= .619). Pairwise comparison showed that the agreement fraction was significantly higher in the 

overtrust condition than that in the undertrust condition when comparing 95% vs. 95% (p = .029) 

and 70% vs. 70% (p = .006) and marginally higher in the overtrust condition than that in the 

undertrust condition when comparing 80% vs. 80% (p = .087). For the switch fraction as shown 

in Figure 5.10b, the main effect of accuracy levels was not significant on BST (F (2, 80) = 1.888, 

p = .158) whereas the main effect of precondition was significant (F (1, 40) = 10.053, p = .003). 

There was no significant interaction effect between the trust precondition and the tested accuracy 

levels (F (2, 80) = 0.657, p = .521). Pairwise comparison showed that the switch fraction in the 

undertrust condition was significantly higher than in the overtrust condition when comparing 95%  
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    (a)                                                                          (b) 

 
     (c)                                                                        (d) 
 

 
      (e)                                                                        (f) 

Figure 5.7: Mean measures of the STS-AD six scales for all participants in the overtrust 
precondition and at different accuracy levels. (a) Q1. (b) Q2. (c) Q3. (d) Q4. (e) Q5. (f) Q6. 

Along the x-axis, the accuracy levels having a significant difference in pairwise comparisons are 
indicated with number pairs. “1” indicates 95%, “2” indicates 80%, and “3” indicates 70%. 
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 (a) 

 

 
 (b) 

 
 (c) 

Figure 5.8: Mean measure of the STS-AD six scales in the overtrust and undertrust precondition 
at different consecutive failures occurrences with standard deviation, where ’*’ indicates p < 
0.05,’**’ indicates p < 0.01, and ’***’ indicates p < 0.001. (a) 1 failure. (b) 2 failures. (c) 3 

failures. 
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vs. 95% (p = .023) and 80% vs. 80% (p = .004), and on the borderline of significance when 

comparing 70% vs. 70% (p = .050) between the two preconditions. Due to the significant main 

effect of preconditions, we also conducted a pairwise comparison at each video as illustrated in 

Figure 5.9 for both undertrust and overtrust preconditions for the agreement and switch fractions. 

Significant differences were labeled by '*'. 

 

5.4 Discussion 

5.4.1 Self-reported situational trust 

 
In this study, we aimed to understand the effects of trust preconditions and system 

performance on dynamic situational trust in conditional AVs. First, by letting the participants 

watch 10 videos of takeover scenarios with or without failures, we were able to manipulate them 

in an overtrust or undertrust condition by examining the SST measure. However, we were not able 

to measure BST before the experiment so that we were not able to test BST for manipulation check 

for a pre-test comparison. We were not able to find any significant differences between the 

preconditions and test conditions. This indicated the BST was not good at measuring trust levels  

manipulated by vehicle performance levels, which was also evidenced by the insignificant main 

effect of accuracy levels. For the SST measure, it was quickly calibrated to the different accuracy 

levels from their corresponding trust pre-conditions (see Figure 5.4). We noticed that participants’ 

average SST level between the 10th and 11th video increased from around 1.563 to 3.300 for 70% 

(p = .000), from 1.643  to 3.383 for 80% (p = .000), and from around 1.841 to 3.947 for 95% (p = 

.000) accuracy levels (see Figure 5.4a). Whereas in Figure 4b, we noticed that participants’  
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 (a) 

 

 
 (b) 

 

 
(c) 

Figure 5.9: Overall mean and standard error of behavioral situational trust measured by the 
agreement and switch fractions for all the participants at different accuracy levels and trust 

preconditions. (a) 95% accuracy. (b) 85% accuracy. (c) 70% accuracy. Note that the first video 
in the graph represents the average results of the first 10 videos that the participants watched in 

order to manipulate them in an undertrust or overtrust condition, where ’*’ indicates p < 
0.05,’**’ indicates p < 0.01, and ’***’ indicates p < 0.001. 
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(a) 

 

 
                                         (b) 
 

Figure 5.10: (a) Mean agreement fraction with standard error and (b) Mean switch fraction with 
standard error at different accuracy levels and in the overtrust and undertrust preconditions, 

where “*” indicates p < 0.05, “**” indicates p < 0.01, and “***” indicates p < 0.001. 

 
average SST  level at the 10th video decreased significantly from 5.294  to 4.450 for 80% (p = 

.010) and from 5.452 to 4.333 for 70% (p = .001) accuracy levels. As for 95% accuracy, there was 

no significant difference (p = .341) in trust between the 10th and 11th video. It showed that the 

participants were  able to quickly calibrate their SST based on the performance  of the AV. This 

effect seemed to be more prominent in the undertrust precondition than the overtrust precondition 

by comparing Figure 5.4a and Figure 5.4b for the first several SST scores. In the undertrust 
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precondition, participants took more time (i.e., until the 4th video after the precondition) to 

calibrate their trust after watching the 10 failure videos. However, in the overtrust precondition, 

the participant calibrated their trust faster (i.e., until around the 2nd video after the precondition). 

This seemed to be consistent with previous findings (Parasuraman and Manzey 2010) that failures 

led to a deep drop in trust and the recovery was slow. We noticed an increase in trust for the last 

video in  the undertrust and overtrust preconditions at the three tested  accuracies (see Figure 5.4). 

Due to the random order assigned in  Qualtrics, the majority of the scenarios for the last video 

were non-failure scenarios.  

Second, our findings showed that the participants were able  to perceive the system 

performance at different accuracy levels  and to adjust their SST based on the system performance 

(see  Figure 5.6 and Figure 5.7), even though the accuracy of the system was not presented to the 

participants. We noticed that no matter  what the trust precondition of the participants was, they 

always had a higher SST in the 95% compared to 80% and 70%. This is consistent with previous 

studies (e.g., Hergeth et al., 2016  and Beggiato and Krems 2013) that participants had the 

capabilities of learning the performance of the AV dynamically and calibrating their SST level 

over  time by understanding the capabilities and limitations of the  AV over time. This also 

indicated that the SST levels closely  reflected the actual performance of the AVs, which 

could potentially help avoid misuse and abuse of conditional AVs.  

5.4.2 Behavioral situational trust 

Agreement and switch fractions were used in this study as BST measures of the 

participants’ dynamic situational trust. First, in Figure 5.10a, we noticed that the agreement 

fraction in the overtrust precondition was significantly higher than in the undertrust precondition 

for all the tested accuracy levels. Whereas in Figure 5.10b, the switch fraction was significantly 
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higher in the undertrust condition than that in the overtrust precondition. However, there was no 

significant main effect for different accuracy levels. Hence, the SST and BST were complementary 

to each other in that the SST measure was sensitive to system performance while the BST was 

sensitive to trust preconditions. The agreement fraction indicated participants’ reliance on the AV 

to a large extent (automation reliance) while the switch fraction indicated participants’ rejection 

of  the AV’s decisions (self-reliance) (Dzindolet et al., 2003). When the participants went through 

the first 10 videos with all successes, they tended to overtrust the vehicle was at least as reliable 

as manual operations if not more reliable than manual operations. This made  them more likely to 

rely on the automation and agree with the system’s decisions. On the contrary, when the 

participants  were in the undertrust condition, they tended to have a low consistency with the 

system’s decisions, which made them switch their initial prediction about what the system would 

42 handle the driving scenarios. Such results were supported by previous findings that a high level 

of trust was associated with  more reliance on automation and vice versa (Wickens et al. 2015). 

The difficulty in reducing such automation bias (e.g., automation reliance and self-reliance) might 

also explain why different levels of system performance did not play a role in BST when they were 

in an overtrust or undertrust preconditions.	 

5.4.3 Comparison between SST and BST 

The obtained results showed that the SST and BST were complementary to each other. 

However, Yin et al. (2019) showed a similar trust pattern in the analysis of self-reported and 

behavioral measures. Their self-reported and behavioral measures were different from the ones 

used in our work. Murtin et al. (2018) showed that both self-reported and behavioral measures are 

correlated with the expected trustworthiness, but behavioral trust additionally captures the 

willingness to cooperate during a specific interaction. They concluded that these two measures are 
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related but they should be considered  as complementary. Our results showed that the SST measure 

was only sensitive to system performance since the main effect of accuracy was significant. By 

analyzing the items of  the STS-AD scale, we noticed that only Q1 (i.e., I trust the  automation in 

this situation) and Q5 (i.e., The AV made unsafe judgment in this situation) had a significant main 

effect of trust precondition. This result might be caused by the low fidelity of the system that made 

it hard to estimate the performance, NDRT, risk, and reaction to the environment. Another reason 

might be that the participants took a short period of time to develop similar SST levels between 

the overtrust and undertrust preconditions. Furthermore, our results showed that the BST was only 

sensitive to trust preconditions since the main effect of precondition was significant. In our 

experiment, the SST and BST were not measured at the same time which could also be the reason 

for not obtaining the same trust pattern between these two measures. BST was measured during 

the scenario while SST was measured after the scenario was done.  

5.4.4 Implications 

Trust plays an important role in adopting and proper use of AVs and different constructs 

of trust could have different nature. Situational trust is dynamically evolving depending on 

multiple factors in the human-AV interaction process. Our study showed that the participants were 

able to calibrate their SST to the real performance of the AV over time. This indicates that clearly 

showing the capabilities and limitations of  the AV can help drivers to quickly calibrate their trust 

level (Lee and See 2004).  However, the calibrated trust level was not influenced by their trust 

preconditions. However, the effect of trust preconditions  was reflected by the BST measures, 

which could be considered as learned trust in AVs in this study. If such learned trust is inconsistent 

with the system performance, automation bias can occur. Thus, it is important to consider drivers’ 

learned trust in AVs when designing calibration systems as these preconditions could potentially 
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influence their calibrated situational trust  over time. We also showed two types of situational trust 

measures, i.e., SST and BST, complemented each other and the inconsistency between them calls 

for further investigation in the reliability of different measures.  

5.5 Conclusion and future work 

In this work, we investigated the effects of system performance and participants’ trust 

preconditions on the dynamic situational trust in conditional AVs. The dynamic situational trust 

was measured using self-reported and behavioral measures and the participants were able to adjust 

their SST levels dynamically to be consistent with the performance of the AV. However, such 

results were moderated by their trust preconditions measured by BST levels. Such insights 

revealed important implications for designing a calibration system for conditional AVs. Our study 

also has limitations, which can be left for future research. First, this study was conducted in a low-

fidelity experiment setup with a small sample size. Future studies 64 should be conducted in a 

high-fidelity driving simulator or even in a naturalistic driving environment with a larger and 

diverse sample size to see if there will be consistent results. Second, trust was mainly evaluated in 

takeover scenarios in conditional AVs using SST with the STS-AD scales and BST with the 

agreement and switch fractions. Thus, further analyses are needed to explore trust in other types 

of scenarios with other possible measures, such as eye-tracking data (Hergeth et al., 2016). Third, 

failure scenarios happened only in bad weather conditions, which might bias participants’ trust 

evaluation.  

Also, for the  first 10 videos, the average SST was calculated only once at the end of the 

10th video to save time. In the undertrust precondition, after watching 10 failure videos, 

participants might doubt that the AV was not capable. Their knowledge level regarding the AV 

capabilities could play a role in their trust formation, which was not studied in this paper. Fourth, 
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this study mainly investigated the effects of trust preconditions and system performance on 

dynamic situational trust. Future studies could potentially include other factors, such as cognitive 

workload, and explore the two other layers of trust (e.g., learned trust and dispositional trust) to 

gain a complete understanding of the effects of system performance and trust  precondition.  
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CHAPTER 6 

 Conclusion 

 

6.1 Summary of research achievements 

To address the difficulties related to trust estimation in autonomous vehicles and fill in the 

current research gaps, the objectives of this dissertation were summarized as follows:  

1) Develop a computational model to predict drivers’ dispositional and initial learned 

trust using machine learning and survey data.  

2) Develop a computational model to predict situational trust using physiological 

measurements in real time in conditional AVs. 

3) Investigate the effect of system performance and people’s trust preconditions on 

the dynamic situational trust during takeover to provide implications for designing 

an alerting system to calibrate people’s trust in conditional AVs. 

To meet objective 1, we attempted to predict trust in AVs with both accuracy and 

explainability using XGBoost and SHAP models. To predict trust in AVs, we conducted an online 

survey to collect various variables that were related to participants’ trust in AVs. The survey data 

were then used to train and test the XGBoost model. To help better understand the XGBoost model, 
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SHAP was used to explain the trust predictions by identifying the most important predictor 

variables, by examining their interaction effects, and by illustrating individual explanation cases. 

Compared with previous trust predictions studies, our proposed method combines the benefits of 

XGBoost and SHAP with good explainability and predictability of the trust model.  

To meet objective 2, we predicted drivers’ trust in real time using physiological data and 

machine learning models. The results showed that the XGBoost classifier model has an accuracy 

of 81.6% and an F1-score of 89.1% which outperformed other machine learning models. In 

addition, we identified the most important physiological measures for real time prediction of trust. 

Such a system can be used in the future to guide the design of an in-vehicle trust calibration 

warning system to improve people’s acceptance and trust in AVs.  

To meet objective 3, we investigated the effects of system performance and participants’ 

trust preconditions on the dynamic situational trust in conditional AVs. The dynamic situational 

trust was measured using self-reported and behavioral measures and the participants were able to 

adjust their self-reported situational trust levels dynamically to be consistent with the performance 

of the AV. However, such results were moderated by their trust preconditions measured by 

behavioral situational trust levels. Such insights revealed important implications for designing a 

calibration system for conditional AVs.  

 

6.2 Intellectual merit and broad impact 

 
The proposed research will expand the knowledge about trust in AVs and thus it will 

contribute to improving people’s acceptance of AVs. Findings from chapter 3 helped in identifying 

the most important factors affecting trust in AVs. And compared with previous trust prediction 
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models, our proposed method improved the predictability and explainability of modeling trust. 

Next, in chapter 4 we collected physiological data to assess situational trust using machine learning 

models. Our target was to predict drivers’ trust in real time with high accuracy. Finally, in chapter 

5 we investigated the effects of trust precondition and system performance on the dynamic 

situational trust. Also, we showed how self-reported and behavioral measures can be used to 

measure dynamic situational trust. Findings from this research provided important implications for 

designing a trust calibration system for AVs. The society in general will benefit from our obtained 

findings to increase safety, acceptance, and usage of AVs.  

Intellectual Merit: The findings from this research will help foster users’ trust in AVs and 

they can also be used by AV manufacturers to design a trust calibration system in AVs whenever 

undertrust or overtrust is detected in the system by incorporating machine learning models with 

human factors methods in AVs.  

Broader Impact: Being able to predict drivers’ trust by understanding what factors drive 

people’s trust in AV will improve their acceptance of AVs. Specifically, predicting drivers’ 

dynamic trust can help in detecting inappropriate calibration of trust and thus contribute to 

increased safety while being in an AV. 

 

6.3 Future work 

Although this dissertation helped in enhancing our understanding of trust in autonomous  

Vehicles, there are several limitations that should be considered in the future.  

First, future study should focus on the usage of more complex prediction models such as 

combining convolution neural networks and long short-term memory which has been widely 

applied in time series modeling due to its effectiveness in modeling temporal relations.  
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Second, trust varies from person to person as it is influenced by people’s personality and 

dispositional trust levels, therefore it is needed to include personality as a feature in the trust 

prediction model.  

Third, to see the robustness of the obtained results, the conducted studies should be 

replicated in more realistic situations that induce more stress like naturalistic driving.  

Fourth, our methodologies need to be tested in different scenarios with higher mental 

workload and scenario complexity.  

Finally, participants in the conducted studies were mostly college students. Future studies 

should recruit participants from diverse backgrounds, age, and AV experiences to generalize the 

analysis to see if there will be consistent results.  
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APPENDIX A 
   
 
 
 

Questionnaire for Experiment 2 in Chapter 4 
 
 

A.1 Trust evaluation self-report question 
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Questionnaires for Experiment 3 in Chapter 5 

 
 

B.1 Situational trust scale for automated driving  
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