\/PNalyzer: Researching VPN \ulnerablilities on a Large Scale

Studying the VPN ecosystem and application workflow to prepare \/PNalyzer for public release and data analysis.
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Abstract

traffic, and other app data — to their ISPs. Not only is this a huge
violation in consumer trust, but this breakdown of anonymity can be
incredibly dangerous for individuals and groups using VPNs for
combatting oppressive regimes.
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\VPNalyzer is an ongoing research project investigating commercial
VPN services and seeking to give users the capacity to make CLIENT r SERVER
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informed decisions about different VPN providers. The project has  Address End : e 2
three parallel tracks, quantitative and qualitative user studies, A : o @ ISP
cross-platform one-click install desktop tool for users, and - bbby
qualitative studies surveying /PN providers. The focus of this |
Capstone s Lo prepare the tool for public elease and plan fo the e VPNalyzer Results Walkthrough Data Collection Pipeline
Immediate results as shown on the VPNalyzer tool 1. Launch tool for public use in April 2022

2. Collect crowdsourced, real-world data from users
3. Reach out to users in other countries

VPNalyzer High-level Results

Depicted is a top-level view of a packet sniffing system.

Introduction

— Speed tests indicates a loss of 27.0 Mbit/s while using VPN for
downloads. This is a 40% downgrade of your bandwidth
provided by your ISP. I .
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Code Signing Certificates
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Both images show an instance of tunnel failure. The top o2 \/PNalyzer is set to go public this summer 2022.

image depicts an instance without a VPN kill switch, while
the bottom image shows the feature enabled.

Guiding Questions
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answer these questions?

\/PNalyzer System Architecture

e \/PNalyzer has 14 tests implemented, including the Kill Switch
Test, DNSSEC support, IPv6 Leakage, TLS Interception,

there is also a link to comprehensive results hosted on the

website.
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Aspects of Service

following Autonomous Systems (with AS Numbers): DIGITALOCEAN-ASN
(14061)

* When connected to your ISP, you use DNS servers belonging to the
following Autonomous Systems (with AS Numbers): GOOGLE (15169)




