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Abstract

Purpose – This article investigates the construction of risk within trustworthy digital repository audits. It
contends that risk is a social construct, and social factors influence how stakeholders in digital preservation
processes comprehend and react to risk.
Design/methodology/approach – This research employs a qualitative research design involving in-depth
semi-structured interviews with stakeholders in the Trustworthy Digital Repository Audit and Certification
(TRAC) process, and document analysis of the TRAC checklist and audit reports. I apply an analytic
framework based on the Model for the Social Construction of Risk in Digital Preservation to this data.
Findings – The findings validate the argument that risk in digital preservation is indeed socially constructed
and demonstrate that the eight factors in the Model for the Social Construction of Risk in Digital Preservation
do indeed influence how stakeholders constructed their understanding of risk. Of the eight factors in themodel,
communication, expertise, uncertainty and vulnerability were found to be the most influential in the
construction of risk during the TRAC audit process. The influence of complexity, organizations political
culture, were more limited.
Originality/value –This article brings new insights to digital preservation by demonstrating the importance
of understanding risk as a social construct. I argue that risk identification and/or assessment is only the first
step in the long-term preservation of digital information and show that perceptions of risk in digital
preservation are shaped by social factors by applying theories of social construction and risk perception to an
analysis of the TRAC process.
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Introduction
Risk in digital preservation has been understood in a probabilistic way, treating it as a
discrete fact that rational actors will interpret and respond to in the sameway. This approach
is outdated. Instead, I argue that risk should be understood as a social construct influenced by
various social factors. These factors shape how stakeholders in digital preservation
processes understand and respond to risk information, ultimately influencing the outcomes
and actions taken in response to that information.

Recent research has highlighted challenges in digital preservation by demonstrating that
organizations, systems, and tools with a preservation focus are in fact failing to properly
safeguard digital content (Rieger et al., 2022). This, coupled with the 2022 memorandum from
the Office of Science and Technology Policy (OSTP) recommending that federal funding
agencies in the US update their guidelines to require data produced through publicly funded
research be deposited in digital repositories (Nelson, 2022), brings urgency to the work of
ensuring that repositories entrusted with valuable digital information are up to the task of
long-term preservation.

Certification systems for trustworthy digital repositories (TDRs) are onemechanism that the
digital preservation community has developed to evaluate whether repositories are indeed able
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to preserve their content long-term. In this article, I apply theModel for the Social Construction of
Risk in Digital Preservation (Frank, 2020) to the Trustworthy Repositories Audit and
Certification (TRAC) process in order to examine how stakeholders in a TRAC audit construct
their understanding of risk. This article is motivated by the following research questions:

RQ1. Towhat degree do the following eight factors which influence risk perception come
into play in the audit process: communication, complexity, expertise, organizations,
political culture, trust, uncertainty, and vulnerability?

RQ2. In what ways andwhy do they emerge when repository staff and auditors consider
risk as articulated in the TRAC standard?

My findings extend this previous research to support the argument that risk in digital
preservation is socially constructed and that the eight factors in the Model for the Social
Construction of Risk in Digital Preservation – communication, complexity, expertise,
organizations, political culture, trust, uncertainty, and vulnerability – influence the
construction of risk in the TRAC audit process. I also found that communication,
expertise, uncertainty, and vulnerability emerged as the most influential factors in how
auditors and repository staff members perceived risk during TRAC audits. Complexity,
organizations, political culture, and trust had a distinct but more limited impact.

Literature review
Digital preservation and risk
Digital preservation consists of those actions that ensure the viability and authenticity of
digital objects over time (e.g. Berman, 2008; Hitchcock et al., 2007). Risk is a foundational
element of digital preservation (e.g. Barons et al., 2021; Conway, 1996; Schaefer et al., 2021).
The long-term preservation of digital information is an ongoing exercise in riskmanagement.
In order to ensure the longevity of digital content, repositories preserving digital assets need
to develop a sustainable organizational structure and financial stability as well as create
robust processes to ensure the viability and accessibility of file formats and the long-term
storage and management of data. Digital repositories must have the ability to manage risk in
all of these areas (Anderson, 2005; Garrett and Waters, 1996; Hey et al., 2009).

The relationship between risk and digital preservation has been well documented. Some
definitions characterize digital preservation as a type of risk assessment (Conway, 1996;
Vermaaten et al., 2012) or risk management (Barateiro et al., 2010), and others describe digital
preservation as consisting of actions or practices that include risk assessment and/or risk
management (Barateiro et al., 2010; Ross and McHugh, 2006a, b; Strodl et al., 2007).

In digital preservation risk has tended to be examined and discussed in a deterministic
way that treats it as both knowable and calculable. Recent initiatives have taken steps to
develop systems that will help repositories quantify their risk exposure (e.g. Barons et al.,
2021). Research and scholarship about risk in digital preservation has tended to focus on
identifying and/or classifying types of threats and vulnerabilities (e.g. Saffady, 2020; Schaefer
et al., 2021; Vermaaten et al., 2012), and developing typologies of risk (e.g. Barateiro et al., 2010;
Clifton, 2005; Dappert, 2009; Mayernik et al., 2020).

Although it is useful to carry out this descriptive work, it is also important to understand
how people in digital preservation perceive and construct their understanding of risk (e.g.
Nelkin, 1989) because digital preservation outcomes depend on the actions of people in response
to risk information – not just on the identification of risk (e.g. Dearborn and Meister, 2017).

Trustworthy digital repositories
Certification as a TDR is one way that digital repositories have demonstrated their
trustworthiness for long-term preservation (Center for Research Libraries, n.d.). Processes for
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TDR certification include TRAC/ISO 16363, CoreTrustSeal and the nestor seal (Center for
ResearchLibraries, n.d.; Consultative Committee for SpaceData Systems, 2012a; CoreTrustSeal
Standards and Certification Board, 2022; nestor-Siegel, 2018). These certification systems have
developed different criteria to assess how well a repository’s policies and practices align with
the OAISmodel (Consultative Committee for SpaceData Systems, 2012a, 2012b; CoreTrustSeal
Standards and Certification Board, 2022; Nestor Working Group Trusted Repositories -
Certification, 2009). Developments such as the TRUST Principles echo the need for
trustworthiness via transparency, but do not require a formal certification (Lin et al., 2020).

Risk is foundational for repository certification (e.g. Frank, 2022), but scholarship has
tended to focus on trust and trustworthiness (e.g. Bak, 2016; Dryden, 2008; Faundeen, 2017).
Research about TDR certification has examined the trustworthiness of repositories that have
received certification (e.g. Donaldson, 2020; Donaldson and Russell, 2023), investigated the
process and/or value proposition of certification (e.g. Lindlar and Schwab, 2019) and
examined particular elements of certification such as the Designated Community (e.g.
Bettivia, 2016; Moles, 2022). Other scholarship has described the process of developing and
maintaining certification systems (e.g. Dobratz and Neuroth, 2008; Giaretta, 2011; L’Hours
et al., 2019), and reported on the experience of becoming certified as a TDR (e.g. CLOCKSS,
2014; Free, 2011; Kirchhoff et al., 2010).

The majority of this work has operated from the baseline assumption that TDR
certification delivers on its promise to evaluate the trustworthiness of digital repositories for
long-term preservation.Meaning, repositories that become certified have shown that they can
preserve digital information. For example, Donaldson and Russell investigated whether
repositories’ CTS certification scores improved over time, but asked whether repositories
“improved their trustworthiness” (2023, p. 553).

While some scholarship has been critical of TDR certification (e.g. Bak, 2016), there is a
need for research that critically investigates the theories and concepts that form the
foundations of repository certification.

TRAC: trustworthy digital repository audit and certification
In this article I focus on the TRAC certification system, whichwas administered by the Center
for Research Libraries. TRAC was developed by a group consisting of CRL, the Research
Libraries Group (RLG), the National Archives and Records Administration (NARA), and the
Consultative Committee for Space Data Systems (CCSDS) (Yakel, 2007). The TRAC checklist
was created in 2007 and the ISO 16363 standardwas approved in 2012 and confirmed again in
2017 (Consultative Committee for Space Data Systems, 2012a; RLG-NARADigital Repository
Certification Task Force, 2007). CRL conducted audits using the TRAC checklist from 2010 to
2014 (Center for Research Libraries, 2010, 2011, 2012, 2013, 2014, 2015), and maintained the
resulting certifications until at least 2018 (Center for Research Libraries, 2018).

TRAC was a process through which digital repositories could demonstrate their
adherence with best practices in digital preservation, and the OAIS Model, in order to show
that they could be trusted as long-term stewards of valuable digital information (Center for
Research Libraries, n.d.). In order to demonstrate their trustworthiness, repository staff
members would document their risk assessment and mitigation efforts for a team of external
auditors (Frank, 2022).

In 2014 a standard for accreditation of ISO 16363 auditors was approved (Consultative
Committee for Space Data Systems, 2014). The Primary Trustworthy Digital Repository
Authorisation Body (PTAB) is currently (as of 2023) the only organization accredited to issue
ISO 16363 certifications, and is the only organization that has carried out audits since CRL
suspended their work (Giaretta, 2018; PTAB–Primary Trustworthy Digital Repository
Authorisation Body Ltd, 2021).
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Theoretical framework: model for the social construction of risk in digital
preservation
There is a need for empirical research that interrogates underlying assumptions embedded in
repository certification systems. In this article, I apply the Model for the Social Construction
of Risk in Digital Preservation (Frank, 2020) to the TRAC audit and certification process (see
Figure 1:Model for the Social Construction of Risk in Digital Preservation (Frank, 2020)). This
model argues that digital preservation is a social process in which risks are interpreted by
individuals, whose behaviors and actions are shaped by those interpretations.

Burgess explains, “the essence of the social construction perspective is to direct us to
understand the particular economic, social, political, and cultural influences and actors that
lead to the singling out and elevation of some things over others,” and argues that social
construction is particularly relevant to the study of risk, because risk concerns itself with
building – or constructing – a picture of future possible events and outcomes (2015, p. 57). The
goal of applying social construction to digital preservation risk is to acknowledge that
phenomena such as risks develop through interaction between people, organizations,
technology, and the natural world. The varying perceptions of individuals matter, as well as
the social factors that influence their perceptions and the resulting behaviors and decisions.
By introducing a framework which addresses factors that can influence the ways in which
people construct their understanding of risk, this study reinforces the notion that digital
preservation outcomes depend on actions taken in response to interpretations of risk
information. Applying this framework to an examination of three different groups of
stakeholders in a TRAC audit (standard developers, auditors, and repository staff members)
will provide an understanding of the social factors that contribute to their attitudes, and will
facilitate an examination of the TRAC audit process that is human-centered rather than
organizationally-, economically- and/or materials-centered.

(1) Communication: Perceptions of risk change depending on how information is
communicated, such as the source, method, and means. These factors can amplify or
attenuate perceptions of risk (e.g. Kasperson and Kasperson, 1996).

(2) Complexity: High levels of complexity can make it difficult to identify hazards, and
their probabilities and consequences. Complexity in systems can also lead to
increased risk due to unexpected interactions between component parts (e.g. Perrow,
1999; Wilkinson, 2001).

Communication Complexity

ExpertiseVulnerability

Uncertainty

Trust Political
Culture

Organizations

Risk

Source(s): Frank (2020) figure by author

Figure 1.
Model for the social
construction of risk in
digital preservation
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(3) Expertise: Both expertise and lack of expertise can influence perceptions of risk.
Experts may have specific knowledge but can be limited in their perspective, while
non-experts may have a broader understanding of social contexts (e.g. Wynne, 1992).

(4) Organizations: Organizations both produce and manage risk, and perceptions of risk
are impacted by the roles of individuals within them. Risk management activities
occur within an organizational context, and are affected by the organization and the
individuals participating in them (e.g. Vaughan, 1996).

(5) Political Culture: National context influences how risks are defined. Perceptions of
risk are shaped by the political culture within which individuals exist, and by their
place or role within that culture (e.g. Jasanoff, 1986).

(6) Trust: Perceptions of risk can vary depending on the trust among individuals and
groups with different knowledge and expertise in an organization (e.g. Wildavsky
and Dake, 1990).

(7) Uncertainty: Risk and its components (hazard, probability, consequences) are hard to
identify and understand in uncertain situations, and uncertainty affects how people
perceive risk (e.g. van Est et al., 2012).

(8) Vulnerability: Risk exposure, or vulnerability, influences perceptions of risk. Those
who can manage their exposure to risks may view them differently than those who
cannot (e.g. Murphy, 2006).

Research methods
This article presents findings from a larger research project focused on understanding how
stakeholders (e.g. standard developers, auditors, and repository staff members) in the TRAC
audit and certification process construct their understanding of risk as it relates to the long-
term preservation of digital information. The results are based on 42 interviews and content
analysis of the standards and audit reports.

Sites and participants
At the time of data collection for this study (2016), six repositories were certified by CRL as
TDRs using the TRAC checklist. Four repositories received certification for the entire
repository: Canadiana.org, Chronopolis, HathiTrust, and Portico (Center for Research
Libraries, 2010, 2011, 2012, 2015), and two for their e-journal content only: CLOCKSS and
Scholars Portal (Center for Research Libraries, 2013, 2014). These six repositories formed the
sites for my research. A brief overview of each site follows:

(1) Canadiana.org: a nonprofit coalition ofmemory institutions in Canada. Preserved and
provided access to digital resources as well as aggregating metadata from partner
organizations (Canadiana.org, 2015). Mergedwith the Canadian Research Knowledge
Network in 2018 (Canadian Research Knowledge Network, 2021).

(2) Chronopolis: a digital preservation network managed by the University of California,
San Diego Library (UCSDL), National Center for Atmospheric Research (NCAR), and
University of Maryland Institute for Advanced Computer Studies (UMIACS) (UC San
Diego: The Library, 2021).

(3) CLOCKSS: a repository that is a partnership with Stanford University and member
organizations which pay a fee for participation that preserves e-journal content (UC
San Diego: The Library, 2021).
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(4) HathiTrust: a repository that preserves and provides access to digitized content from
partner organizations, including the Google Books project (HathiTrust Digital
Library, 2024)

(5) Portico: a not-for-profit organization that focuses on preserving e-journals and
e-books (ITHAKA, 2021).

(6) Scholars Portal: a repository inOntario, Canada that preserves and provides access to
digital information collected and shared by Ontario university libraries (Ontario
Council of University Libraries, 2021).

The participants were recruited from three groups who are involved in the TRAC
certification system: (1) standard developers, (2) auditors and advisory board members from
CRL, and (3) staff members from the six repositories listed above. See Table 1 for a
breakdown of participants by professional role and role in the certification process.

Data collection
Mixed methods data collection (interviews and content analysis) was completed for the six
sites. I conducted in-depth interviews with the participants. Each interview lasted 1–2 h,
depending on the participant’s role in the TRAC audit process. The interviews were divided
into two parts. The first half was based on a vignette sent to participants before the interview.
The vignette was a one-page repository description I created using profiles of six TRAC
certified repositories and certification requirements in the TRAC standard. Participants
discussed the vignette, identified potential risks for the repository and discussed ways to
manage or mitigate them. Vignettes are a useful interviewing method for research when
participants are identifiable within their community, as standard developers, auditors, and
repository staff members likely are (Gubrium and Holstein, 2001).

The second half of the interview focused on the participant’s experiences. The questions
asked them to talk about their own experiences with the repository audit and certification
process and identify potential sources of risk for digital repositories. The interviews were
recorded and transcribed for analysis.

Documents collected included the three standards upon which TRAC certification is
based, ISO 14721, ISO 16363, and ISO 16919 (Consultative Committee for Space Data
Systems, 2012a, 2012b, 2014), the certification reports created by CRL (Center for Research
Libraries, 2010, 2011, 2012, 2013, 2014, 2015, 2018), and any publicly available documents
from the six certified repositories about their certification.

This studywas reviewed and deemed “not regulated” by the Institutional ReviewBoard at
the author’s university.

Data analysis
I analyzed the interview transcripts using the qualitative data analysis program NVivo. I
used an open coding approach that combined descriptive, analytic, and thematic codes. The

Professional roles
Administration Digital preservation IT Total

Certification roles Standard developers 0 8 3 11
Auditors 4 6 0 10
Repository staff 9 6 6 21
Total 13 20 9 42

Table 1.
Participants by role
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analysis started with an initial list of codes based on concepts from literature and added
themes that came up during a pilot study and the interviews. Codes were related to the eight
factors in the Model for the Social Construction of Risk in Digital Preservation (Frank, 2020),
and concepts like interaction between auditors and repository staff, challenges during the
audit process, and potential risks identified by participants.

Interview transcripts were analyzed in two groups: (1) standard developers (N5 11) and
auditors (N 5 10) and (2) repository staff members (N 5 21). I enlisted the assistance of
additional coders and together we achieved a Scott’s Pi, a statistic measuring interrater
reliability, of 0.719 for the first set of interviews and 0.711 for the second. This process
provided assurance of the reliability of my analysis (Craig, 1981; Scott, 1955).

Limitations
Participants experienced some memory and recall issues, particularly those involved in
earlier audits. To address this, links to each repository’s TRAC certification report were sent
to participants before interviews and they were advised to refer to their own notes,
documents, emails, or calendars before and during interviews. Many participants did so. The
TRAC audit and certification system was relatively new and the population of standard
developers, auditors, and repository staff members small, which may have led to social
desirability effects during interviews (Bernard, 2013). To offset this, the vignette portion of
interviews were included. The anonymity of participants had to be maintained, limiting the
analysis in some areas. Future research may be able to address issues such as political and
legal risks in greater depth as the number of certified repositories, standard developers, and
auditors increases.

Additionally, the data for this research was collected in 2016, a time when the TDR
certification landscape was smaller and less well-developed than 2024. However, in the time
since data collection the TRAC and ISO 16363 criteria have remained largely unchanged, and
no additional repositories have become TRAC certified.

Findings
This research applied the Model for the Social Construction of Risk in Digital Preservation to
qualitative data relating to the TRAC audit process to examine whether and how the eight
factors in the model (i.e. communication, complexity, expertise, organizations, political
culture, trust, uncertainty, and vulnerability) influence the ways in which standard
developers, auditors, and/or repository staff members construct their understanding of risk
in the context of a TRAC audit.

My findings support the argument that digital preservation should treat risk as a socially
constructed phenomenon and consider how social factors contribute to an understanding of
risk in the audit and certification of TDRs. I found that all eight factors from the model were
present in the data, and four factors – communication, expertise, uncertainty, and
vulnerability – were particularly strong factors that influenced how auditors and
repository staff members understood risk in the context of a TRAC audit. As such, these
four factors are designated as “primary factors,” and complexity, organizations, political
culture, and trust are designated as “secondary factors.”

Primary factors
Communication. Communication among certification stakeholders influenced the ways in
which they constructed their understanding of risk. The development of a shared
understanding of risk in the certification process depended on how information about the
repository was communicated to auditors and how information about the certification
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process itself was communicated to repository staff members. Face-to-face communication
enabled auditors and repository staff to establish a shared understanding of repository
policies and practices during the TRAC audit site visit. Standard developers, auditors, and
repository staff described the site visit as an important element of the audit process. While
standard developers and auditors characterized the site visit as an opportunity to address
gaps and identify problems, repository staff described the site visit as an opportunity to
confirm the accuracy of their documentation.

Standard Developers 01, 03, 08, and 10 described a process whereby the audit teamwould
review documentation provided by a repository and then visit the repository to determine the
accuracy of the documentation. Standard Developer 03 explained that the face-to-face
communication during the site visit was crucial for developing a shared understanding
between auditors and repository staff, “often what you find when you get on-site is, you can
develop sort of a picture of what a repository is doing from that documentation, but when
you’re actually there with the folks in front of you and you actually sit down with them and
have them demonstrate some of the processes that they use you find new questions that you
hadn’t thought of that you need to ask them about.”

Auditors stressed the importance of the information that they gathered on-site for their
assessment of each repository, “you come to understand certain policies or decisions, when
you’re on site, that may be a little bit more difficult to grasp from paper” (Auditor 10).

Repository Staff 07, 11, 13, 16, 18, and 19 characterized the site visit as a positive
experience. Repository Staff 11 and 13 both said that their site visits went smoothly because
they had planned ahead in order to manage the process and keep both repository staff
members and auditors focused: “Wemanaged the on-site review pretty carefully . . .we tried
to control the on-site review process as much as possible, and I think that ended up working
well” (Repository Staff 13).

In contrast, Repository Staff 21 said that she found the site visit superficial. She expected
the auditors to be more skeptical of the repository, and to seek out evidence to support the
repository’s documentation rather than trusting repository staff members at their word, “I
just felt, they’re not really diving in deep enough. It’s just asking surface questions based off
of the checklist criteria and not really going in depth in terms of evaluating the content”
(Repository Staff 21).

Standard developers, auditors, and repository staff agreed about the importance of the
site visit and the value of direct, face-to-face communication between auditors and
repository staff in establishing a shared understanding of repository policies and practices.
While standard developers and auditors described the site visit as an opportunity to ask
questions, gather additional information, and verify the accuracy of documentation,
repository staff described it as a chance to demonstrate the accuracy of their documentation
and provide auditors with context. Auditors described a focus on getting answers to their
questions, while repository staff expressed mixed opinions about the depth of
understanding that auditors were able to reach in just a couple of days and in some
cases argued that maintaining strict control over the site visit agenda helped them to shape
the process.

Expertise. Expertise was influential in how interviewees understood potential sources of
risk. For example, expertise came up in relation to the TRAC requirement that repositories
have documentation about organizational structure and staffing to ensure that they have (1)
appropriate staffing levels, and (2) staff with sufficient expertise to carry out the work
necessary for long-term digital preservation. While standard developers and auditors
thought that the required documentation was evidence that a repository had the expertise
necessary for the work of long-term preservation, repository staff said that there was a big
difference between understanding the types of expertise needed, and maintaining staff with
that expertise.
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Several interviewees described their repositories as lacking appropriate staffing to carry
out the work of long-term digital preservation, or their fellow staff members as having a
narrow view of the repository based on their roles rather than understanding their work in
the context of the larger mission of long-term preservation. For example, Repository Staff 21
described the staffing model of her repository as one that was too small to carry out the work
necessary for long-term preservation, and as a result most of her team members did not
understand the concept of risk in the context of long-term preservation, “I don’t think people
there really, the people on the team aside from a few individuals, really understood that kind
of concept of long-term risk outside of just technical stuff” (Repository Staff 21).

The issue of auditor expertise was also discussed by repository staff members.
Interviewees noted the importance of auditors with expertise in both the audit process and the
digital preservation processes that they were evaluating, “I think expertise and background,
the experience of the auditors matters a lot” (Repository Staff 08). This interviewee went on to
say that the value of a TRAC audit is directly linked to the level of expertise held by the
auditors: “a TRAC audit is only as good as the knowledge of the auditors deploying
that model.”

Some interviewees expressed concern that the auditors assigned to their review lacked the
necessary expertise to assess their repository, “I would say the most time consuming was
the technical section . . .Because I think it’s inmanyways the section that the auditors and the
people we were talking to understood the least” (Repository Staff 04). This interviewee
explained further that the audit process involved a lot of activity that felt irrelevant or
inefficient: “A lot of times the questions we got didn’t make a lot of sense. They sounded like
they were questions written by someone who was being asked to ask them, but wasn’t an
expert in them.”

My findings indicate that interviewees viewed expertise as important for identifying and
managing risks within repositories, and for the TRAC certification process. While standard
developers and auditors assumed that knowing what types of expertise were needed would
ensure that repositories could maintain that expertise on staff, repository staff thought that
knowing what types of expertise were necessary for repository management was only the
first step toward maintaining that expertise. In addition to the certification requirements
about the expertise of repository staff, interviewees also expressed strong views about the
importance of auditor expertise in understanding and evaluating repositories.

Uncertainty. Uncertainty throughout the TRAC audit process influenced the ways that
interviewees understood risk. For example, interviewees from all three groups agreed that
repositories should undergo periodic reviews to maintain TRAC certification. However,
there was uncertainty about how frequently reviews should happen andwho should initiate
them. The TRAC standard provided little guidance about how repositories shouldmaintain
certification, but many auditors and repository staff members were under the impression
that it called for recertification every three years. This schedule was not supported by the
CRL certification reports, nor by the auditors who were directly involved in helping
repositories to maintain their certification. Auditors anticipated repository staff reaching
out for new disclosures or inspections, while staff expected CRL to initiate recertification
reviews.

While the TRAC standard does not specify a schedule, one standard developer explained
that certification should entail annual audits as well as recertification every three years, “You
have continuing audits. You have yearly maintenance audits and you have to get recertified
. . . every three years” (Standard Developer 08).

Interviews with auditors revealed a lack of consensus about how repositories should
maintain their certification. Auditor 03 explained: “As long as their conditions remain about
the same as when they were certified, the TRAC certification holds. It doesn’t have an
expiration” (Auditor 03). She added that repositories should notify CRL of any substantial
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changes, “They’re supposed to tell us if there’s any significant changes within the
organization, and then we would decide whether or not we needed to review it” (Auditor 03).
In contrast, Auditor 06 said that the repositories were told that they would be reviewed for
recertification after three years, and Auditors 08 and 10 both agreed that repositories should
undergo regular audits in order to maintain certification, but were uncertain about what the
schedule should be.

While repository staff shared similarly mixed opinions about the audit schedule for
recertification, most expected that CRL would initiate the process, and several indicated that
their repositories expected to be contacted for their recertification audit. In contrast,
Repository Staff 11 and 17 were the only interviewees to report that their repositories were in
regular contact with CRL to advise them of major changes. Repository Staff 11 said that her
repository would reach out to CRL as needed to update documentation, “As things change or
shift, we’ll reach out to CRL and let them knowwhat we’ve got going on.” Repository Staff 17
was the only repository staff member who described a process of updating documentation
and notifying CRL, which aligned with the process described byAuditor 03 above, “We do an
annual review that we submit to them. Sometimes they follow up, sometimes they don’t.”

Repository staff members described their organizations as continually changing to
meet the needs of their stakeholders and keep up with new technologies. Most repository
staff members who were interviewed for this study said that their repositories had
implemented substantial changes since they achieved TRAC certification. Repositories
claiming certification but operating under policies and practices that have not been
reviewed – even when repository staff believe them to be improvements over the versions
that were reviewed during their audit – calls into question whether external stakeholders
can trust claims of TRAC certification to tell them anything about the current state of a
repository.

Vulnerability. Risk research has shown that lived experience, including exposure or
vulnerability to risk, can influence risk perception. Standard developers, auditors and
repository staff all described reliance on short-term funding sources, such as grants, as
increasing the vulnerability of a repository. A lack of stable long-term funding was
described as a significant source of potential risk for digital repositories by Standard
Developers 01, 02, 03, 06, 07, 08, 09, and 10, who emphasized that digital preservation
requires continuous funding, “Money, funding. Long-term availability of the data,
depending upon – since long-term availability is dependent on containing funds for the
data being preserved, for keeping the data preserved or at least continuous monitoring of
the data” (Standard Developer 01).

Following the lead of the standard developers, auditors also framed financial vulnerability
as a source of potential risk for digital repositories. Auditors 01, 03, 04, 07, and 08 argued that
sufficient funding was a basic requirement for repositories engaged in long-term
preservation of digital content and that without adequate funding repositories would fail,
“Basically, money is life in this case. If they don’t have adequate funding, they’re going to fail”
(Auditor 03). Auditor 02 expressed a similar position, saying that no policy could compensate
for a lack of funding, “if money dries up it doesn’t matter how many policies they have in
place. They don’t have the funding to do it” (Auditor 02).

Repository staff framed financial sustainability as a potential source of risk for digital
repositories generally, and for their own repositories more specifically. They shared an
understanding of the importance of funding for their repositories and the threat that loss of
funding posed for both their repositories as well as their digital content. They also described
an environment in which resources were scarce and shifting organizational priorities meant
that they felt that their budgets were vulnerable and under constant threat, “people don’t
want to pay for preservation at all . . . It’s always been the money is the hardest, most riskiest
challenge” (Repository Staff 04).
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Several repository staff members said that their repositories fell short of the requirements set
forth by the TRAC standard to demonstrate mitigation of threats to financial sustainability, but
all received TRAC certification. Their views about whether their repositories had sufficiently
addressed threats to financial sustainability were influenced by their own vulnerability to those
risks. Repository staff members, who experienced greater vulnerability than either the standard
developers or auditors to the potential sources of risk facing their repositories, were less likely to
view those risks asmanageable.Additionally, theydid not believe thatmeeting the requirements
described in the TRAC standard that the auditors were enforcing would make their repository
trustworthy in terms of their ability to preserve digital content.

The TRAC audit process assumed that individuals would identify risks and agree about
the appropriate mitigation techniques regardless of their closeness to the repository and/or
digital content. Yet, findings from this study indicate that individuals outside of the
repository, whomay not have a strong understanding of a particular repository’s policies and
processes and whose livelihoods would not be threatened by repository failure, viewed risks
as manageable while repository staff did not.

Secondary factors
Complexity. Interviewees found the organizational, legal, and technical aspects of repository
management complex, and identified this complexity as a potential source of risk. While all
three groups described digital object management processes as complex, they disagreed
aboutwhether risks in this area could bemitigated through documentation. A common theme
among standard developers was the challenge that file formats posed to long-term
preservation of digital content, “the more formats that you are taking in and using for your
AIPs [archival information packages], the more complex that gets” (Standard Developer 03).
Standard Developers 03, 04, 06, and 08 all discussed potential threats to repositories and
digital content relating to file formats and digital object management.

Auditors explained that the work of coordinating and managing the complex set of tasks
for digital object management was difficult, “Being able to coordinate those functions and
have clear lines of authority about when a policy is put in place, who has to adhere to it, and
where the responsibility lies, that can be very difficult to do” (Auditor 01).

Standard developers and auditors said that it was difficult for repository staff to meet the
criteria in the TRAC standard for digital object management and argued that the discrepancy
between the ideal and what repositories were realistically able to accomplish presented a risk
to repositories and content. In contrast, repository staff members argued that the complexity
of digital object management cannot be captured in documentation and that this was a
potential area of risk for digital repositories because best practices for this complex work
have yet to be established. “It quickly gets mind numbingly complex and we’ve talked about
it a lot and have not come to any really good future-proof answers that we’re comfortable
with” (Repository Staff 07).

The complexity of the repository environment made it difficult for interviewees to agree
on the effectiveness of mitigation strategies for potential sources of risk in the context of long-
term digital preservation.

Organizations. Each TRAC audit was ultimately an exercise in assessing the risk of a
particular organization. The standard developers and auditors each represented separate
organizations as well. The findings from this study demonstrate that the standard
developers, auditors, and repository staff involved in a TRAC audit represent different
organizations that construct their own understandings of risk through the audit process.

While standard developers and auditors tended to agree on their definitions of risk,
repository staff members held opposing views about whether and how the risks that they
identified during a TRAC audit could be mitigated. This difference in perspective largely fell
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across organizational lines – that is, the organization setting the standard and the
organization enforcing the standard agreed about the effectiveness of the measures required,
but members of the organizations being audited viewed the required risk mitigation
measures as ineffective for long-term preservation.

In addition to notions of risk differing along organizational lines, interviewees viewed
organizational instability as a potential source of risk for digital repositories. Standard
developers focused on theways the requirements laid out in theTRACstandardwouldmitigate
potential threats to organizational instability: “I think that the main question of uncertainty is
related to the low level of organizational infrastructure, more than any other thing. Because if
you have good people, at the right point, and the responsibility is well developed, the
uncertainty could be covered” (Standard Developer 05). In contrast, auditors and repository
staff were skeptical about whether policies and documentation could accurately capture
repository practices: “I think it probably could be quite difficult for any kind of certification
program to validate how functional a governance system is” (Repository Staff 05).

The difference in perspective between those who developed the standard and those who
enact it that this study has identified echoes findings from previous research about the ways
that notions of risk are shaped within organizations, and the difficulties or disagreements
that arise when those views are challenged by external actors, such as auditors (e.g.
Vaughan, 1996).

Political culture. Political culture, both in terms of cultural and political context, and
feelings of power and/or powerlessness in relation to risk, influenced how interviewees
understood risk in the context of a TRAC audit. Interviewees identified national context
as a potential source of risk for the repository described in the vignette. Specifically, they
discussed potential problems for the repository that could arise from having data
storage locations in two different countries: “[A]nother potential risk is, I’m not sure
what the nature of the partnership is, but it is going across borders” (Standard
Developer 02).

Several interviewees identified national context and/or moving data across borders as a
potential source of risk for the digital repository described in the vignette. Of the two
standard developers, three auditors, and five repository staff members who thought that
having a data backup location in a different country was a potential source of risk, five were
from the United States, and five were from Canada and Europe. Standard developers,
auditors, and repository staff also agreed that having data storage sites in two different
countries could endanger or limit federal and/or state funding for repositories, could
introduce complexity by adding additional laws and/or regulations that a repository must
complywith, and could create problems formaterial under copyright, “copyright law, liability
law, these are all different in every country” (Auditor 09).

My findings indicate that long-term digital preservation relies upon a complex
arrangement of legal agreements, and that working across international borders was
viewed as a potential source of risk for repositories and the digital information that they
sought to preserve. Interviewees across all three groups viewed the legal environment to be
complex and difficult to navigate. Repository staff members were also skeptical about the
enforceability of legal agreements regarding succession planning and therefore about the
prospects for long-term preservation of their content.

Trust. Trust but verify was a sentiment that ran through responses from auditors and
repository staff, and the site visit was the element of the audit that provided an opportunity
for auditors to verify the trustworthiness of repository documentation. Auditor 10 explained
that the act of observing repository practices in-person is an important part of the audit
process, and that the site visit itself is part of the evidence that auditors should consider
during an audit, rather than just trusting the documentation. “You see staff, you see
equipment, you see servers, you’re shown auditing software, and audit reports, and system
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logs, and all kinds of things. You see them live. So you’re bringing evidence yourself, you’re a
witness” (Auditor 10).

Repository staff members, however, had mixed opinions about the site visit. Repository
Staff 13 described the site visit as an element of the audit in which auditors needed to be
managed closely and guided to a positive outcome, rather than trusting that the auditors
would be able to examine the repository and reach an informed decision: “We tried to control
the on-site review process as much as possible, and I think that ended up working well”
(Repository Staff 13).

Repository staff members also expected more rigorous examinations than the site visits
afforded.Auditors went into the site visit with an expectation that the repository documentation
could be trusted, while repository staff expected the auditors to be more skeptical. Repository
Staff 21 said that she found the site visit superficial: “I do remember feeling like theywere giving
examples, but it wasn’t an in-depth look into the content at a granular level.”

While auditors tended to consider repository documentation to be trustworthy, and the
site visit as an opportunity to verify its accuracy, repository staff members expected an audit
process to be one in which auditors would be more skeptical and less trusting, thereby
making the certification requirements more stringent.

Discussion
Risk is foundational for digital preservation (e.g. Conway, 1996) and the central role that it
plays in this space is exemplified in the audit and certification of TDRs, processes which ask
staff members of digital repositories to identify risks and create documentation to
demonstrate evidence of risk management and/or mitigation efforts (Consultative Committee
for Space Data Systems, 2012a; CoreTrustSeal Standards and Certification Board, 2022;
Keitel, 2012). Despite the centrality of risk in digital preservation and TDR certification, the
discipline continues to rely on an outdated understanding that treats risk in a probabilistic,
deterministic way (e.g. De Vorsey and McKinney, 2010; Lawrence et al., 2000; Saffady, 2020;
Vermaaten et al., 2012), rather than engaging with the extensive bodies of research which
demonstrate that risk is socially constructed (e.g. Burgess, 2015; Gordy, 2016; Hilgartner,
1992; Nelkin, 1989). This study extends the current scope of research about risk in digital
preservation to include theories that examine risk as a social construct, by critically
examining the TRAC audit and certification system through the lens of the Model for the
Social Construction of Risk in Digital Preservation (Frank, 2020).

In several cases, the factors from the model showed up in overlapping ways. For example,
uncertainty about the TRAC audit process was amplified by poor communication between
auditors and repository staff members. Information about how repositories should maintain
their certification was communicated inconsistently, and as a result auditors and repository
staff members expressed a great deal of uncertainty about what repositories should do to
maintain their certification. Standard developers, auditors, and repository staff members
agreed that repositories should undergo periodic reviews to maintain their TRAC
certification. However, they disagreed about how frequently those reviews should happen
andwho should initiate them. TheTRAC standard did not providemuch guidance about how
repositories should maintain certification, and standard developers did not discuss
recertification much during their interviews, but many auditors and repository staff
members were under the impression that the TRAC standard called for recertification every
three years. This recertification schedule was not supported by the CRL certification reports,
nor by the auditors who were directly involved in helping repositories to maintain their
certification. Rather, these auditors expected that repository staff members would contact
them any time a new disclosure and/or inspection was needed, while repository staff
members expected that their recertification reviews would be initiated by the CRL auditors.
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Revised model for the social construction of risk in digital preservation
In light of the findings described above I propose the following revision to the Model for the
Social Construction of Risk in Digital Preservation (see Figure 2: Revised Theoretical Model
for the Social Construction of Risk in Digital Preservation below), to reflect the fact that
communication, expertise, uncertainty, and vulnerability emerged as particularly strong
factors that influenced how auditors and repository staff members constructed their
understanding of risk in the context of TRAC audit processes. In contrast, complexity,
organizations, political culture, and trust also influenced the social construction of risk in the
context of a TRAC audit, but to a lesser degree.

Scholarship about TDR certification tends largely to fall into a few categories: case
studies and self-reports of repositories that have gone through certification processes (e.g.
Kirchhoff et al., 2010); scholarship produced by people and organizations that create,
maintain, and/or administer TDR certifications (e.g. Giaretta, 2012; L’Hours et al., 2019);
research that seeks to understand the value of TDR certification (e.g. Donaldson and
Russell, 2023; Lindlar and Schwab, 2019); and research that seeks to examine or interpret
specific elements of TDR certification such as the Designated Community (e.g. Donaldson
et al., 2020; Moles, 2022). Scholarship across these areas tends to begin with the assumption
that the certification processes do indeed evaluate the trustworthiness of repositories
regarding long-term preservation, and that a repository which meets the criteria in the
checklist will therefore be trustworthy. In contrast, this article interrogates one of the core
concepts underlying TDR certification. Repository certification is fundamentally a process
of risk assessment, but I have demonstrated here that a variety of social factors influenced
the ways in which people involved in the TRAC audit and certification process constructed
their understanding of risk.

Future research
This study also suggests some directions for future research. TRAC is just one type of
certification that digital repositories can achieve, and was an early and influential
certification system in the TDR landscape. In addition to applying the Model for the Social
Construction of Risk in Digital Preservation to the TRAC audit and certification system, it

Figure 2.
Revised theoretical
model for the social
construction of risk in
digital preservation
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could be applied to others such as CoreTrustSeal or the nestor seal, both of which have
expanded greatly since 2016. Future research should investigate which of the factors in the
model operate at the group level and which exert more influence at the level of the individual,
as well as examining whether there are sub-factors at work within each. Future research
should also examine the relationships between factors in this model in order to develop an
understanding of the ways that they may amplify risk for repository stakeholders.

Conclusion
I presented a qualitative study of risk in trustworthy digital repository audit and
certification, examining TRAC – an early and prominent TDR certification system. This
study showed that the eight factors in the model for the social construction of risk
influenced how interviewees understood risk in the context of a TRAC audit, and
demonstrated that communication, expertise, uncertainty, and vulnerability showed up in
particularly strongways. As a result, I have revised theModel for the Social Construction of
Risk in Digital Preservation that recognizes primary and secondary factors (see Figure 2:
Revised Theoretical Model for the Social Construction of Risk in Digital
Preservation above).

This research makes several contributions to the fields of information science and digital
preservation research. First, the findings from this study support the social construction of
risk in digital preservation, moving beyond previous views that treated it as a technical,
economic, or organizational phenomenon. The demonstrated applicability of this theoretical
model to the TRAC certification process demonstrates that risk cannot be examined solely as
a calculable phenomenon. Instead, future research, including research about TDR audit and
certification processes, should consider digital preservation as a social phenomenon.

Risk, although a foundational concept in digital preservation, has been largely overlooked.
This study reveals that actors in the TRAC certification process have varied understandings
of risk, challenging the conventional view that risk is calculable and responses are
predictable. The findings advocate for recognizing risk as a social construct and
understanding diverse perceptions of risk before proposing risk management solutions for
digital repositories. Understanding risk as a social construct, and considering the ways in
which perceptions of risk are influenced by social factors, can impact the adoption and
implementation of risk assessment processes in digital preservation.

Third, scholars, such as Becker et al. (2020), have argued that there is a need for clarity
around the definitions of key terms in digital preservation, a field in which various
stakeholder groups understand key concepts differently. This research echoes that
argument, demonstrating that assumptions about risk have led to a more narrow
understanding of the term than is warranted. Rather than a deterministic classical view of
risk, I argue that digital preservation should treat risk as a social construct.
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