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ABSTRACT

Machine Learning (ML), including Deep Learning (DL), based systems are emerging
technologies applied to solve complex problems like autonomous driving and recommendation
systems. To enhance the quality and deliverability of ML-based applications, the software
development community is adopting DevOps practices. However there is a lack of insight
about how DevOps in the context of ML projects. This lack of insight has shaped the over-
arching goal of my thesis: To perform a use-driven and empirical-data validated
discovery and resolution of problems related to DevOps in ML projects. This
thesis is split between two phases: the first phase is the exploration phase, where we rely on
empirical studies to understand the current state of DevOps in ML projects, and the second
phase is the resolution phase, where we propose solutions to the problems identified in the
exploration phase.

The first obstacle to achieve this goal was a lack of knowledge about DevOps adoption
trends, maintenance efforts, and benefits in ML projects. Hence my first research project
was a large-scale empirical analysis on 4031 ML projects to quantify DevOps adoption,
maintenance effort, and benefits. These ML projects were categorized into ML-Tool and
ML-Applied projects, where Tool projects are libraries, frameworks, and tools for ML de-
velopment, and Applied projects are projects that apply ML to solve real-world problems.
Additionally, we performed the same analysis on 4076 Non-ML projects to contextualize the
results. We found that ML projects, especially ML-Applied projects, have slower, lower,
and less efficient DevOps adoption compared to traditional software projects. Despite this,
adopting DevOps in ML projects correlates with increased development productivity, im-
proved code quality, and reduced bug resolution time, especially in ML-Applied projects.

After identifying the DevOps adoption trends in ML projects, we further investigated
Continuous Integration (CI), a subset and the central tenant of DevOps, in ML projects.
CI tools automate repetitive tasks such as building, testing, and deployment, which are
essential for ML projects. However, unlike traditional software, the adoption and issues of
CI in ML projects have not been empirically studied. This study compares CI adoption
between ML and Non-ML projects using TraVanalyzer, the first Travis CI configuration

analyzer, and a CI log analyzer. Our findings show Travis CI is the most popular tool for

xil



ML projects, though their CI adoption lags behind Non-ML projects. ML projects using
CI focus more on building, testing, code analysis, and deployment. CI in ML projects faces
varied build-breakage reasons, with testing-related problems being the most frequent.

This project helped us gain a better picture of CI in ML from a static point of view,
but were interested in gaining a more dynamic understanding of how CI evolves in ML
projects. While several works discussed how CI/CD configuration and services change during
their usage in traditional software systems, there is very limited knowledge of how CI/CD
configuration and services change in ML project. To fill this knowledge gap, we manually
analyzed 701 commits from 578 open-source ML projects, and devised a taxonomy of 14
co-changes in CI/CD and ML components. We also expanded TraVanalyzer to support
GitHub Actions in order to identify frequent CI/CD configuration change patterns in 38,982
commits encompassing Travis CI and GitHub Actions changes. We found that most changes
in Travis CI and GitHub Actions were related to build policy, with fewer changes related to
performance, maintainability, and infrastructure. We also identified some CI bad practices,
such as the direct inclusion of dependencies in CI files, and we found that experienced
developers were more likely to modify and maintain CI/CD configurations.

After having performed this exploration phase, we focused on 2 common problems in ML
DevOps: the difficulty of CI Migration between platforms, and issues with ML-testing and
ML-issue resolution. Concerning CI Migration, based on existing research and findings con-
cerning CI, we believe that the efficiency of CI systems is a crucial factor for development
velocity. And as a result, developers often migrate from their existing CI systems to new CI
systems with more features like matrix building, better logging support, etc. We also noticed
trends of this migrations between Travis CI and GitHub Actions, two popular CI systems,
which were also confirmed by other studies. However, this process is challenging and error-
prone due to limited knowledge and complex configurations. To address this, we propose
CIMig, which uses Apriori Rule Mining and Frequent Tree mining to automate CI system
migrations. Our automatic evaluation using a set of 251 project shows CIMig achieves a
70.82% success rate for GitHub Actions and 51.86% for Travis CI, with comparable per-
formance to manual-mapping-based tools. Our user-study evaluation also revealed ratings
competitive with the manual-mapping-based tools. Unlike other tools, CIMig supports bidi-
rectional migrations and relies on technology-agnostic techniques, making it versatile and
beneficial for developers.

Finally, we shift our focus to the emerging sector of Large Language Models (LLMs). The
advancements in LLMs has led to their swift integration into application-level logic using
prompts, referred to as Developer Prompts. Through our previous works, we noted a severe

lack of application of ML-specific testing practices, hence putting into doubt whether these
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Dev Prompts are being properly tested for vulnerabilities, bias, and performance. Further
complicating matters, unlike traditional software artifacts, Dev Prompts blend natural lan-
guage instructions with artificial languages such as programming and markup languages,
thus requiring specialized tools for analysis. In our study of 2,173 Dev Prompts, we found
that Dev Prompts 3.46% contained one or more forms of bias, and that 10.75% were vul-
nerable to prompt injection attacks. We introduce PromptDoctor to addressed these issues,
using which we de-biased 68.29%), hardened 41.81%, and improved the performance of 37.1%
of the flawed prompts. We developed a PromptDoctor VSCode extension and we plan to
extend PromptDoctor for easy integration with other IDEs and CI/CD pipelines.

Xiv



CHAPTER 1

Introduction

Machine learning, a subset of Artificial Intelligence, has enabled computers to learn from
data and make predictions or decisions without the need for explicit instructions, thus mak-
ing previously inscrutable problems solvable. Indeed, ML has become central to various
applications, such as natural language processing, computer vision, speech recognition, and
many more. Machine learning also has the potential to transform various domains, such
as healthcare, education, business, and science, by providing new insights, solutions, and
innovations. And in certain ways, it already has. ML has been used in application such as
Alzheimer’s disease diagnosis [186], Blood glucose prediction in diabetics [211], Autonomous-
driving cars [51], Loan approval prediction [237], etc. Furthermore, The Worldwide Devel-
oper Population and Demographic Study 2019 [69] estimates that approximately 7 million
developers have used ML in their development activity, and expects another 9.5 million de-
velopers to use ML in the next twelve months. Although ML-based approaches are becoming
widely adopted by the industry as well as the research community, one major challenge re-
mains: the integration of ML components in complex production systems and processes
while maintaining their reliability and efficiency in the context of continuously evolving ML
projects.

To improve the software delivery process, a closer collaboration between the development
and operations teams, known as DevOps [181] has become popular within the software engi-
neering community due to the many advantages it brings to software engineering processes.
DevOps is a modern software engineering paradigm that brings changes to production pro-
cesses with the approach of automating the building, testing, code analysis and deployment

of software.



While DevOps practices are slowly becoming more common and standardized for tradi-
tional software products [45], the state of DevOps within MIL-based projects remains largely

unknown. This has shaped the over-arching goal of this thesis as such:

To perform a use-driven and empirical-data validated discovery and resolution of prob-

lems related to DevOps in ML projects

This thesis is divided into two main phases. The first phase is Exploration, where we
gain an understanding of the current state of affairs of DevOps in ML projects, composed of
projects detailed in Chapter 2, Chapter 3, and Chapter 4. The second phase is Resolution,
where we attempt to resolve some of the problems we identified via the Exploration phase,
composed of projects detailed in Chapter 5, and Chapter 6.

When starting with the exploration phases, we realized there were no empirical studies
into the state of DevOps, we tackles this gap in knowledge via Chapter 2, where we perform
an empirical study on the adoption of DevOps practices within ML projects, the efforts
required to adopt them, and the benefits they bring.

Continuous Integration is a subset, and the central tenant of DevOps, and it is a soft-
ware development process for shared repositories that automatically integrates the changes
committed by their developers. CI is considered a central pillar of DevOps that helps to
automate the building, testing, and deployment of software. CI allows its adopters to catch
bugs earlier, increase the frequency of their releases, and integrate pull requests faster [148|.
Its adoption has grown from 40.27% in 2016 [148| to 68% within larger teams in 2018 [73].

Similar to traditional software, ML projects rely on iteration within their development,
and the automation prowess of a CI system may be a great fit for these projects’ iteration
needs. However, it’s notable that most CI tools were conceived before ML project devel-
opment became mainstream, and that both CI tools and ML projects have their specific
problems. For example, debugging CI build failures and errors can be non-trivial due to
complex logs [334], and ML projects require new development processes and practices such
as data engineering and model management [196], or require a different approach to existing
processes in comparison to traditional software, such as the example of traditional testing
being ineffective on ML projects [170]. Yet, there is a gap in research concerning the adoption
of CI within ML projects, the tasks performed by CI within them, as well as the problems
CI tools face when they are used in these projects. Hence, and we wanted to reach a better
understanding of CI and the Cl-related issues ML projects encounter. Within Chapter 3, we
build on the results of the previous chapter and delves deeper into some of them by Charac-

terizing the usage of CI tools in ML projects. Furthermore, how these systems evolve over



time, and who is responsible for maintaining them, is also unknown. We perform a more
dynamic analysis in Chapter 4 where we discuss the project: Empirical Analysis on CI/CD
Pipeline Evolution in Machine Learning Projects. Overall, the results of these chapters will
provide a better understanding of the Cl-related issues ML projects face, and will help us to
identify the challenges and opportunities for improving the CI process in ML projects.

Moving on the Resolution phases, two main issues we noted in the Exploration phases are
the lack of tools to help developers migrate their CI systems to new platforms, and issues
regarding how developers test and improve their ML components.

Concerning CI Migration, while there are a variety of CI tools available; Travis CI and
GitHub Actions are currently the most popular CI tools for Open Source Software (OSS)
projects in general [125, 148], and for ML-based projects [276]. Travis CI has been the early
market leader, but GitHub Actions has recently become a top contenderwith growth fueled
in part by migrations away from Travis CI, as 87.1% out of repositories that discontinued
Travis CI usage migrated to GitHub Actions (GHA) [125]. However, this migration is far
from trivial, as detailed in the research of Mazrae et al. [272]. The empirical analysis pointed
out that the CI migration process is slow and error-prone due to the steep learning curve,
fundamental differences between the source and target CI systems, and the trial-and-error-
based migration of CI systems. It’s also notable that, GitHub Actions Importer [117], relies
on manual mapping and lacks support for some features, such as the migration of secrets,
which contain private information such as authorization tokens, and the migration of certain
job properties [112]. Focusing on research works, the majority of existing migration works
focus on analyzing and migrating source code from one programming language to another [88,
83, 219, 15, 231|, with few works concerning the analysis and migration of configuration
code [144, 124, 321, 260|, and none tackling the automatic migration of CI configuration code.
We resolve this issue in Chapter 5 by proposing CIMig, an automated technology-agnostic
approach to migrating CI systems that would simplify the migrations of CI infrastructures
of ML projects to new platforms.

Concerning the second issue, ML components testing, we focus on LLM-powered projects
as a new and emerging type of ML projects. These projects require new development and
validation processes. This is especially important as these projects rely on a new type of
software artifact: Prompts. Prompts are a mix of natural language and code that are used
to guide the model in generating the desired output. The quality of the prompt is crucial
to the quality of the model’s output. However, writing prompts is a non-trivial task, as it
requires a deep understanding of the model’s architecture, the dataset, and the task at hand.
Furthermore, the quality of the prompt can be subjective, and it can be hard to evaluate

its quality. This is especially important as the quality of the prompt can have a significant



impact on the model’s output. However, there is a lack of tools that can help developers
validate and improve their prompts. We believe that building tools that allow developers
to evaluate and improve their prompts within the context of software engineering and CI
processes can help improve the quality of the prompts and the models that are generated
from them. We address this issue in Chapter 6 by proposing PromptDoctor, a tool that
would help developers detect and fix various issues with their prompts.

Finally, Chapter 8 concludes this report and discusses planned future work .



CHAPTER 2

An Empirical Study on ML DevOps Adop-
tion Trends, Efforts, and Benefits Analysis

This work was published in ELSEVIER Information and Software Technology (IST) in Au-
gust 2022, and accepted in the journal-first track of ESEM 2023, the 17th ACM/IEEE

International Symposium on Empirical Software Engineering and Measurement.

2.1 Introduction

Recently, Machine Learning (ML), including Deep Learning (DL), has become prevalent with
many applications: Alzheimer’s disease diagnosis [186], Blood glucose prediction in diabet-
ics [211], Autonomous-driving cars |51], Loan approval prediction [237], etc. The Worldwide
Developer Population and Demographic Study 2019 [69] estimates that approximately 7 mil-
lion developers have used ML in their development activity, and expects another 9.5 million
developers to use ML in the next twelve months. Although ML-based approaches are becom-
ing widely adopted by the industry as well as the research community, one major challenge
remains: the integration of ML components in complex production systems and processes
while maintaining their reliability and efficiency in the context of continuously evolving ML
projects.

To improve the software delivery process, a closer collaboration between the development
and operations teams, known as DevOps [181] has become popular within the software engi-
neering community. DevOps is a modern software engineering paradigm that brings changes
to production processes with the approach of automating the building, testing, code analysis
and deployment of software. A recent GitHub study [109] discovered that highly-performing
DevOps teams recover from downtime 96 times faster, have a 5 times lower failure rate, and
a 46 times more frequent deployment rate. While DevOps practices are slowly becoming
more common and standardized for traditional software products [45], the state of DevOps

within ML-based projects, the advantages, and the challenges it brings, still require more
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study within the research community.

Recently, there have been many works focused on ML DevOps support. MLFlow [50] and
Amazon SageMaker [292] were designed to improve the workflow of ML project develop-
ment, which involves the data collection, data preparation, model definition and training,
and results-testing [196]. Package managers such as Spack [102| and EasyBuild [154] were
conceived to allow the automatic rebuilding of ML models. Container-based technology
such as Docker [74| and Kubernetes [130] has proven apt for shareable models. Aguilar et
al. [264] proposed Ease.ml/CI for continuous integration (CI) and data management within
ML projects. Fursin et al. [98] proposed CodeReef to perform benchmarking for ML projects
and enable their reusable automation. However, the majority of these tools are still prema-
ture, require an important development effort, and can only be used in conjunction with
specific ML technologies or frameworks [347, 194, 98]. Prior research [98] also identifies that
workflows using these solutions are not easy to put into practice. Moreover, very little is
known about ML projects’ DevOps adoption and the difficulty of maintaining correctly func-
tioning DevOps tools within them. This motivates our large-scale study on DevOps tools’
adoption within ML projects, their maintenance effort and goals, and the benefits they bring.
In order to obtain more information about these aspects, we defined the following research

questions:

1. What are the current and historical adoption rates of DevOps Tools for ML and Non-
ML projects?

2. What are the maintenance efforts and goals associated with DevOps tools across the

different project categories ?

3. What are the advantages of adopting DevOps tools across the different project cate-

gories?

In this empirical study, we conducted a large scale analysis on 4031 ML projects that we
manually curated from the dataset by Gonzalez et al. [128]. We also performed the same
analysis on the 4076 Non-ML projects from the same dataset [128| for comparative purposes.

Our main contributions through this paper can be summarized as follows:

e Characterization of the current and historical adoption of DevOps tools within a subset
of popular Open-source ML projects. Indeed, we found that ML Tool projects, which
are general purpose projects meant for use by other developers, had similar current
and historical DevOps tools’” adoption to Non-ML projects, while ML. Applied projects,
which are specific-purpose projects meant for use by other developers and end-users,

had a lower and slower DevOps tools adoption in comparison



e An empirical analysis of the development effort in regards to employing DevOps tools
for different types of ML projects. We believe that more DevOps-related development
effort is invested within ML Tool projects than ML Applied projects, and that the
adoption of certain DevOps tools within these project categories is linked to a larger

effort invested by their development teams.

e Characterization of the common goals behind the changes in DevOps configuration
files and their other accompanying changes ML projects. We found that ML Tool
and Non-ML projects achieve more Bug fixes than ML Applied projects. Both in ML
Tool and Non-ML project, this increase in bug fixes is correlated with their adoption
of DevOps tools such as Test and Code analysis tools, while this correlation was not
found within ML Applied projects. A small percentage of DevOps-altering commits
were found to have Build fixes as a goal, and the majority of them were concerned with

other miscellaneous changes.

e An empirical analysis of the improvements in the development process resulting from
the usage of DevOps tools within ML projects. Across all categories of projects, we
found that the adoption of one or more DevOps tools was positively correlated with
an increase in commit frequency, merge frequency, code quality, and a reduction of the

average issue resolution duration.

The rest of this paper is organized as follows: We start by discussing related works in
Section 2.2. After that, in Section 2.3, we discuss the methodology of our analysis, which
includes data set selection, DevOps tools classification, and the methods of analysis we used
to answer our Research Questions. Section 2.4 presents the results of the empirical analysis
within our study and Section 2.5 discusses the possible implications of our study. Finally, we

discuss the threats to validity and our conclusion in Section 2.6 and Section 2.7, respectively.

2.2 Related Work

As DevOps became a modern software engineering paradigm, it received growing attention
from the research community [181, 308, 158, 84]. Luz et al. [193] compared different ap-
proaches of adopting DevOps and identified the main concerns of DevOps. They believe
that collaboration is an important DevOps concern in addition to the more common and
equally important tool usage. However, this work mainly focused on interview outcomes
rather than an empirical analysis of DevOps as adopted by the software projects. Moving on

to guidance on adopting DevOps, Leite et al. [181] analyzed DevOps within general-purpose



software projects from a multitude of facets. They developed conceptual maps that described
DevOps and linked them to engineering and management perspectives.

MclIntosh et al. [207] analyzed Build files, a type of DevOps configuration files, in order
to estimate the effort invested by developers to maintain functioning Build systems in 9
open-source and 1 closed source projects. They found that the level of correlation between
source files and build files is linked to a project’s programming languages. But, their work
only covered a limited set of C and Java projects and a handful of build tools, such as Make
and ANT. This means that their findings may not apply to projects with other programming
languages and other Build and DevOps tools.

However, none of these aforementioned works focus specifically on ML projects or con-
sidered them as a specific project-category. We consider this an oversight due to the fun-
damental differences between ML and Non-ML software projects. Unlike Non-ML projects,
ML projects are not given an explicit solution. Instead, they attempt to solve a problem by
analyzing data, testing their findings, evaluating their results, and iterating on these phases.
Furthermore, they require new development processes and practices such as data engineer-
ing and model management [196, 297, 167], follow different collaboration strategies between
their collaborators [128, 223|, and may require different approaches to existing software de-
velopment processes in comparison to traditional software, such as the example of Non-ML
software testing being ineffective on ML projects [169].

Lwakatare et al. [196] outlined some of the problems teams face while attempting to in-
tegrate ML workflows within DevOps processes, such as the inadequacy of existing code
versioning tools for ML artifacts management, and proposed alternative processes to employ
DevOps in ML projects. Yet, their work relied on existing literature and expert knowledge
when discussing DevOps adoption problems within ML projects, and did not perform empir-
ical analysis to validate the actual factors behind ML projects’ success or failure at adopting
DevOps.

To analyze ML project development aspects, the work of Gonzalez et al. [128] conducted
a large-scale empirical study of Open-source ML Tools (700) and Applications (4,524) hosted
on GitHub. For comparative purposes, they also analyzed 4,101 Non-ML projects. Their
work provided insight into collaboration and autonomy rates in development teams and iden-
tified ML Applied projects as the most autonomous, Non-ML projects as less autonomous,
and ML Tool projects as the least autonomous. However, we uncovered problems with their
data-set in regards to the selection and classification of ML projects. Furthermore, their
work is more interested in analyzing development practices and collaboration aspects of the
projects rather than analyzing their DevOps adoption and DevOps practices.

Focusing more on the intersection of DevOps and ML projects, Karlas et al. [169] dis-



cussed the shortcomings and the lack of support of existing CI tools of ML projects in
practice. Their work proposed implementation details that attempted to solidify and build
on existing theoretical concepts concerning CI systems for ML projects. However, their work
did not consider other aspects of DevOps processes such as Code Analyzers, Build systems,
Deployment Automation, etc.

In contrast to existing works, our goal within this paper is to analyze the adoption rates
and trends of all DevOps components such as Code Analyzers, Build systems, Continuous
Integration systems, etc., within ML projects, to characterize their associated maintenance

efforts, goals, as well as the advantages they bring to the projects that adopt them.

2.3 Methodology

2.3.1 Data Set Collection

For this work, our goal was to analyze DevOps tools’ adoption within a set of active and
currently developed Machine Learning (ML) software projects, referred to as ML projects,
and a comparison set of Software Projects that do not use ML, referred to as Non-ML
projects. However, preparing a data-set of ML projects and Non-ML projects is effort-
intensive, and not the goal of this work. Initially, we opted for a recent dataset proposed by
Gonzalez et al. [128] for our analysis. This dataset was supposed to contain 5224 ML projects
and 4101 non-ML projects for comparative purposes. However, we found several problems
with it such as the inclusion of toy projects, learning guides and other types of projects that
were supposedly manually removed from it, as well as the misclassification between the two
subsets of ML projects. To resolve this problem, two authors re-curated the ML projects by
reading their descriptions on their main GitHub page, and any websites linked to by that

page. The resulting new dataset we used within this work contained:

1. 1116 ML Tool projects: frameworks and libraries such as Tensorflow, which can be
used by developers to solve a variety of problems. These projects are generally only

usable via an API.

2. 2915 ML Applied projects: Applications and libraries that use ML components
or libraries from the ML Tool projects, to solve a specific problem. FaceSwap is an
example of an application and Document-Classifier-LSTM is an example of a library.

These projects may offer a combination of a Ul and an API.

3. 4076 Non-ML projects: A comparison set of classic software projects that don’t use

ML. These projects may offer a combination of a Ul and an API.



In addition, we used the GitHub API [251] in order to collect the following information
about each project in our set: Age In days, Number of Stars, Number of Forks, Team size,
Number of Pull Requests open, Number of Pull Requests merged, Number of Pull Requests
rejected, Number of Core Pull Requests Open , Number of Core Pull Requests Merged,
Number of Core Pull Requests Rejected, and Number of Issues open. The project properties
with Core in their name refer to those managed by core developers and other project insiders,
for example, Number of Core Pull Requests Open refers to the Number of PRs opened by
project insiders. Vasilescu et al. [318] chose these data-points as representative characteristics
of each project and its activity, and their works’ validation by the research community
indicate the validity of their variable selection.We especially note that the Age In days,
Number of Stars, Number of Forks, Team size, are used as numerical estimators of the size
of the projects in our work, similar to other works [318, 355, 36]. We collected these project
properties to enrich the data-set and facilitate the statistical analyses within this work such
as ANCOVA [172, 275].

2.3.2 DevOps Tools Classification

DevOps has many competing definitions, consequentially, there is no consensus on how to
determine whether or not a project is employing DevOps. Prior research [193, 258, 97| on
DevOps and DevOps tools also identified the same challenge. To circumvent this problem,
we used the adoption of DevOps tools as an indicator of the adoption of DevOps, and we
focused on analyzing these tools and their usage within our chosen project-set. DevOps tools
are defined by Leite et al. [181] as the tools pursuing human collaboration across different
departments, enabling continuous delivery, and maintaining software reliability. We opted
for this definition as it is similar to those found within other research works concerning
DevOps and DevOps tools [104, 46, 180]. Initially, we considered the list of DevOps tools
determined by Leite et al. [181]. However, since this list was formed by analyzing traditional
software, we wanted to expand the number of tools within our analysis to avoid missing any
popular tools that are more popular with ML projects. To expand our list of DevOps tools
to consider within this work, we followed the method outlined in Section 2.3.3.1, to discover
new DevOps tools in-use within our projects but not described within previous works. We

classified the different tools we found into 6 categories:

1. Build Tools: Responsible for generating packages meant for deployment, also referred
to as builds. They are also generally responsible for generating other artifacts and

providing feedback to developers using only the source code as input.

2. Continuous Integration (CI) Tools: Responsible for the orchestration of several

10



steps that ensure the development pipeline and automation of development tasks such
as package generation, automated test execution, and deployment to both development

and production environments.

3. Deployment Automation Tools: Make use of certain outputs of the continuous
delivery process. They are employed in the deployment stages in order to allow frequent

and reliable deployment processes.

4. Monitoring and Logging Tools: Responsible for tracking non-functional properties,

such as performance, availability, scalability, resilience, and reliability.

5. Test Tools: Validate the functionality of software, and identify possible errors, or

missing requirements.

6. Code Analysis Tools: Static code analyzers that perform several operations, such

as code coverage, static error detection, etc.

The Code Analysis category was proposed by Yin & Filkov et al. [344], and Leite et
al. [181] coined the first 4 categories and while they considered Test tools as a part of the
Build category, we opted to consider them as a separate category due to the difference in
their respective goals, as detailed within the definitions above. We didn’t consider Source
code management tools in our analysis because the projects in our dataset were all collected
from GitHub. Furthermore, our analysis in Section 2.3.3.1 did not uncover any ML-specific
tools. To further verify the absence of usage of these tools, we performed an automatic
search for the configuration files of some ML-specific tools such as MLFlow [50|, Amazon
SageMaker [292] and Spack [102], and we found no evidence of their usage within the two

categories of ML projects we considered

2.3.3 Methods of Analysis

The overview of our analysis is illustrated in Figure 2.1.

2.3.3.1 Phase 1: File, Name and Import pattern collection

DevOps configuration files are written in a variety of domain specific languages (DSL). For
example, the Maven build specification is written in an XML format, while the Gradle build
specification is written in a Groovy-based DSL language. On the other hand, Docker uses a
DSL that can only be parsed and recognized by the Docker tool. As a result, static program

analysis techniques developed for certain programming languages or DSLs might not be
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Figure 2.1: Overview of our Approach

sufficient to detect a large pool of DevOps tools. This lead us to use the configuration file
name and path patterns to detect DevOps configuration files. We adapted this method from
prior works which employed this approach for IaC and Build artifact files [207, 206, 159].
But first, in order to establish the set of DevOps tools to consider in this work, we considered
the list of tools proposed by Leite et al. [181] as a starting point. However, upon realizing its
limitations, as discussed within Section 2.3.2, we performed a semi-automatic classification
of DevOps configuration files on the top 1000 ML projects and 1000 Non-ML projects based
on their GitHub project popularity!. First, performed an automatic classification of the files
within the repositories of the aforementioned projects using the GitHub Linguist tool [107].
Then, a co-author manually verified the resulting classification, and extracted from it the
possible DevOps configuration files by ignoring files with known extensions or names, such
Libraries.io [171] was then consulted to find the tools

corresponding to these configuration files and verify if they corresponded to DevOps tools.

as source code and readme files.

Finally, these tools’ documentation were examined to extract configuration file name and
path patterns that correspond to them. These patterns are then used within the phase
described in Section 2.3.3.2. However, no such patterns were found for testing tools as they

do not rely on specific configuration files. To detect these tools, we identified the testing

!The project popularity criteria used was a combination of the number of stars and number of watchers
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files within the aforementioned repositories, using the name and path pattern-based method
proposed by Zhu et al. [359] Then, the import or import-equivalent (e.g., include, using, etc.)
statements within these files were manually checked by 2 co-authors and cross-referenced with
the Libraries.io [171] dataset to determine if the modules being imported were testing tools
and frameworks. These patterns are used within the phase described in Section 2.3.3.2.
Overall, we identified 93 DevOps tools via this phase. Figure 2.2 presents a subset of the
tools we identified and processes we used to identify them during our analysis, with a full

list available at the replication package.
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Figure 2.2: Subset of DevOps tools, their categories, and their corresponding configuration
file name patterns or import statements used to detect their usage.

2.3.3.2 Phase 2: File System Analysis

Having extracted the file name and path patterns for Build, Continuous Integration, De-
ployment Automation, Code Analysis and Monitoring and Logging Tools, import-equivalent
statements of the Test tools, we used these patterns to verify their adoption within a certain
repository. We considered the existence of a configuration file matching the file name and

path patterns of a specific DevOps tool as indicative of that tool’s usage within the project.
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For example, a pom.zml file in the project repository indicates that Maven is being used as
a Build tool within that project and a .travis.yml indicated that the project adopted Travis
CI for Continuous Integration. Using the GitPython [122|, and PyGitHub [251] libraries, we
created a tool that allowed us to access and clone the remote source codes of these projects
into a local file system. Then, we analyzed the files of each project and attempted to match
them with the aforementioned patterns to detect if the tools corresponding to these patterns
were adopted within each project. For the specific case of testing tools, we analyzed the test
code files, detected per the method specified by Zhu et al. [359], for the import statements
specific to the test file’s possible testing tools, which are language specific. For example, if
a test file has the .py extension, it is identified as a Python file. It is then scanned for the
import statements of Python testing tools identified within Section 2.3.3.1. For example, if
the statement import pytest is found, the project that contains the test file is assumed to
be using the PyTest tool. In a software system, a build script is responsible for collecting
the necessary dependencies, thus analyzing build scripts can provide important information
regarding their usage within a project. For example, Fan et al. [87] relied on build-script
analysis to find dependency related errors related to building projects. In addition to the
two previously described methods, we relied on the analysis of build scripts and considered a
project’s dependency on a tool to be indicative of its use within it. For example, if a project
specified a dependency on Codecov within its Maven pom.xml file, we considered the project
to be using the Codecov tool. We used this method to detect the usage of DevOps tools
of all categories. The categories of DevOps tools and the methods we used to identify the
tools of those categories, as well as a subset of the DevOps tools we considered, and their
corresponding file name and path patterns or import patterns are illustrated in Figure 2.2.
To determine the different variables that contribute to DevOps adoption within different
project categories, We performed an ANCOVA [275] analysis, a type of GLM regression for
models with categorical and continuous variables, using DevOps adoption as a dependent
variable and the additional data we collected, detailed in Section 2.3.1, as covariates. This
phase allowed us to answer part of RQ1 regarding the current adoption of DevOps of the
different project categories, the project’s properties linked to its DevOps adoption, and the
most popular DevOps tools of each type in the different project categories we specified.
We also used this phase to extract the different DevOps configuration files used within the
different phases described in Section 2.3.3.3.

2.3.3.3 Phase 3: Repository and Commit-based Analysis

Repositories and their commits contain valuable information about a project’s development

and maintenance efforts [268]. DevOps tools are meant to be configured and updated via
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their configuration files, hence, commits affecting these files contain insight into the usage
trends and practices of DevOps tools. We extracted the DevOps configuration files via
the steps discussed in Section 2.3.3.2. We performed our analysis on the Main branch of
the different repositories, using the PyDriller [300] tool and Github GraphQL API [113] to
obtain additional data not stored in the Git repository, such as the CI status following a
commit. While Test files were analyzed within Section 2.3.3.2 to extract information about
a project’s testing framework, which we considered a type of DevOps tool, test files are not
considered DevOps configurations files within the scope of this analysis. This is because Test
code is very similar to source code and test file changes are highly coupled with source-
file changes [191, 348|. In contrast, DevOps configuration files are used to configure the
different DevOps tools used within a project, such as Continuous Integration tools.We used
this commit-based analysis to answer RQ1 regarding DevOps historical adoption trends
via analyzing our projects’ commits, where we assumed the date of the first commit within
a project to be the date of its creation, and the date of the addition of the first DevOps
configuration file within a project to be an indicator of when it adopted DevOps. We also
answered RQ2 using commit-based analysis via the sub-phases detailed in Section 2.3.3.3,
Section 2.3.3.3, and RQ3 using commit-based analysis and repository-based analysis via the
sub-phase Section 2.3.3.3.

Phase 3-a: DevOps Adoption Effort To obtain a better idea about the configuration
and maintenance efforts of DevOps tools, we analyzed the commits that modified one or
more DevOps configuration files. We calculated the Commit Ratio metric, which is similar
to the amount of commits metric, used by a number of works to estimate activity within a
project [337], but adapted to the context of a specific type of files, to estimate the portion
of commits that affect DevOps configuration files. This metric is defined as follows:

Commit Ratio:

NOfCDevOps
NofC

CommitRatio =

NofCpevops 1s the total number of commits that involved DevOps configuration file(s) and
NofC'is the total number of commits.

To estimate the size of an update per-file-type within a project, We calculated the Awv-
erage Normalized Code Churn of Source and DevOps configuration files, a commonly used
metric [337] that was also previously used in the context of build artifacts [207], and that
is superior to other metrics such as Lines of Code (LOC) [201]. This metric is defined as

follows:
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Average Normalized Code Churn:

S N BFilesChanged(Type, Project)
=1 NBPFilesExist(Type, Project)
NbO f DevMonths

AvgNormal.CodeCh.(Type, Project) =

NbO f DevMonths is the number of development months?.
N BFilesChanged(Type, Project) is the number of either Source code or DevOps configu-
ration files of that changed during a development period, N BFilesExisted(Type, Project)
is the number of files of a certain type, source code file or DevOps configuration file, that
existed during a development period.

For each project category, we performed 2 ANCOVA [275] analyses, using Commit Ratio
as a dependent variable for the first analysis and Normalized Code Churn for the second
analysis, and using the covariates presented within Section 2.3.1. In total, this was 6 AN-
COVA analyses. We also performed 2 ANOVA analyses to detect any statistical differences
concerning these metrics between the different project categories. We used this sub-phase
and its associated analyses and metrics to partially answer RQ2 regarding DevOps adoption

efforts.

Phase 3-b: DevOps Change Goals While the Normalized Code Churn and Commit
Ratio metrics inform us on the properties of DevOps configuration files changes, they do not
reveal the underlying causes of the changes occurring to these DevOps configuration files.
To approximate the change goals of DevOps configuration files, we selected the projects that
adopted at least a Build and a CI tool, then analyzed their commits that affected their
DevOps configuration file(s). We analyzed commits from 851 ML Applied projects, 586 ML
Tool projects, and 1942 Non-ML projects. We classified the commits’ main change goal

between 4 different alternates:

e Bug Fix: A bug fix is done to remedy a programming bug or error. How-
ever, identifying bug-fixing commits in a Git commit-history is a challenging
task [29]. To identify this type of commit, we adopted the approach pro-
posed by Ray et al. by scanning commit messages for the keywords ("er-

ror","bug" "fix" "issue","mistake","incorrect","fault","defect","flaw" "type") [262].

e CI Build Fix: CI Build fix refers to code changes that aim to fix integration failures
such as compilation failures, dependency issues, unit test failures, etc. that are reported

by CI systems, and also referred to as Build Breakages. To detect these commits, we

2We considered a development month to be 30 days within this work
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adopted an approach proposed by Hassan & Wang et al. [142], and that’s similar to the
approach used by Hyunmin et al. [290] to detect a build-failure resolution. Based on
this approach, if a commit changes the CI build status from Build failure or Build error

to Build success, we consider the commit a Cl-fixing commit. We used the GraphQL

Github API [113] to detect the CI build status.

e Bug and CI Fix: A commit that meets the criteria of a Bug Fix commits and CI fix

commit is considered to be attempting to fix both types of problems.

e Other changes: We considered commits that contain neither a bug fix nor a CI fix
as commits with the main goal of other miscellaneous changes. These commits may

add new functionality, refactor existing code, etc.

Finally, in order to make these measures project-specific, we calculated the percentage of
each of the aforementioned commit types out of all the commits of a project.

For each project category, we performed an ANCOVA [275] analysis, using the four goals,
Bug and CI fix, Bug fix, CI fix, and Other changes, as dependent variables for the analy-
sis, and using the same covariates as the ANCOVA analysis done within Section 2.3.3.1 in
addition to the adoption of different DevOps Tool types, such as Build Tool Adoption, CI
Tool adoption, etc. In total, this was 3 ANCOVA analyses. We used this sub-phase and its

associated analyses to partially answer RQ2 regarding DevOps change goals

Phase 3-c: DevOps Adoption Advantages Having gained an idea about the properties
and goals of the changes performed on DevOps configuration files, we wanted to develop an
understanding of the advantages associated with adopting DevOps Tools. To achieve this,
we used the metrics of Commit Frequency, Merge Frequency, and Average Issue duration,
which also rely on commit-based analysis , and Code Quality, through the widely-used tool
SonarQube [299] which relies on repository-based analysis.

DevOps encourages more code sharing via frequent commits and merges, hence Average
Commit Frequency and Average Merging Commits Frequency are correlated diretctly to
is principles of DevOps. These two metrics are calculated as follows: Average Commit

Frequency:

N BofCommits
NBofDevMonths
N BofCommits is the total number of commits within a project and N Bof DevMonths

AverageCommit Frequency =

is the total number of development months within a project.
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Average Merging Commits Frequency:

N Bof MergingCommits
NBofDevMonths

NBofMergingCommits is the total number of merging commits within a project and

AverageMergingCommit Frequency =

NBofDevMonths is the total number of development months within a project.

A reduced issue duration is also an expected result of adopting DevOps, since it is claimed
to increase the speed and productivity of teams in relation to resolving software issues,
making Average Issue Duration a good metric to evaluate this claim. This metric is calculated
as :

Average Issue Duration :

: : > Duration(Issue;, Project )
AvgIssueDuration(P ta) = ==L ’
vglssueDuration(Projects) Total N Blssues(Projecta)

Duration(Issue;, Project4) is the duration of an issue i for a project A,
n Total N Blssues(Project 4) indicates the number of issues for that project.

Finally, DevOps is associated with an improvement in the quality of the development
process, and possibly that of the code-base as well. We used the Maintainability and Relia-
bility code quality metrics as generated by SonarQube to evaluate the quality of the projects
within our set.

Prior works [259, 149, 320| used similar metrics and tools to analyze the effectiveness of
adopting CI within a number of projects, giving confidence to their effectiveness.

For each project category, we performed 4 ANCOVA [275] analyses, using Average Com-
mit Frequency as a dependent variable for the first analysis, Average Merging Commits
Frequency for the second analysis, Average Issue Duration for the third analysis, and Code
Quality for the fourth analysis. We used the same covariates as the ANCOVA analysis
done within Section 2.3.3.1. In total, this was 12 ANCOVA analyses. We also performed 4
ANOVA analyses to detect any statistical differences concerning these metrics between the
different project categories. We used this sub-phase and its associated analyses to partially

answer RQ3 regarding DevOps adoption advantages.
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2.4 Results

2.4.1 Adoption rates of DevOps Tools

What are the current and historical adoption rates of DevOps Tools for ML and Non-ML

projects?

2.4.1.1 DevOps’ current Adoption Rates

DevOps Tools Adoption rates
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Figure 2.3: DevOps Tools Current Adoption Rates

Adopting DevOps tools and practices within software projects has numerous advantages to
the productivity of a development team and the quality of their processes. Since their growth
in popularity, DevOps tools are progressively being embraced by independent developers and
companies alike. Following our analysis, we were able to confirm this with the high adoption
rates of 63.30% for Non-ML projects, and 64.07% for the ML Tool projects. However, ML
Applied projects have shown a lower adoption rate of only 40.41%. Focusing on the different
DevOps tools categories, ML Tool projects generally had the highest adoption rates across
the majority of tool types, with Non-ML projects following as a close second, and Applied
projects trailing as the third.
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To identify the factors behind adoption of DevOps, we performed an ANCOVA [275]
analysis, a type of GLM regression for models with categorical and continuous variables, for
each project category. We used DevOps adoption as a dependent variable and the additional
data we collected concerning each project, detailed in Section 2.3.1, as covariates. The
project-specific data points were: Age In days, Number of Stars, Number of Forks, Team
size, Number of Pull Requests open, Number of Pull Requests merged, Number of Pull
Requests rejected, Number of Core Pull Requests Open, Number of Core Pull Requests
Merged, Number of Core, Pull Requests Rejected, and Number of Issues open.

Source Sig. Partial | Details
Eta
Squared
Intercept <.001 | .007 Intercept of the model
Age In Days <.001 | .027 A project’s Age
Team Size <.001 | .008 A project’s team-size

Number of Pull requests
merged

Number of Pull requests
by core developers merged

N Pr_ Merged <.001 | .008

N Pr Core Merged | <.001 | .006

R Squared = .119 (Adjusted R Squared = .116)

Table 2.1: ANCOVA analysis of DevOps adoption within Applied
projects (Only statistically significant! variables are shown)

f Statistically significant variables have a Sig.(P-value) less than 0.05

Using the results of the ANCOVA analysis illustrated within Table 2.1, we found that
for ML Applied projects, the most important statistically-significant factors that contribute
to DevOps adoption within them were the Age of a project and its Team size. This is
indicated via the Partial Eta Square statistic which informs us which variables have the
largest effect on the dependent variable, which is a project’s adoption of DevOps in our
case. Hence, older and larger ML Applied projects are more likely to adopt DevOps. Similar
results were found when performing ANCOVA on ML Applied projects while considering
as dependent variables each DevOps tool category, except Analyzer and Test tools where
only Team size was a determining variable of their adoption of DevOps. No statistically
significant contributor was determined behind the adoption of monitoring and logging tools
by ML Applied projects, most likely due to its low adoption by this project category.

For ML Tool projects, as illustrated within Table 2.2, Age was statistically significant
correlated to their DevOps adoption. Furthermore, the Number of stars and Number of

forks also had a significant correlation to their DevOps adoption. It’s important to note that
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Source Sig. Partial | Details
Eta
Squared
Intercept <.001 | .131 Intercept of the model
Age In Days | <.001 | .023 Age of the project
N Stars .036 .004 Number of Stars of project
N Forks .016 .006 Number of Forks of project
N Pr Open | .020 005 Numbgr of pull requests open
- = of project

R Squared = .096 (Adjusted R Squared = .087)

Table 2.2: ANCOVA analysis of DevOps adoption within Tool projects (Only statistically
significant variables are shown)

while Team size was significantly correlated to DevOps adoption of ML Applied projects,
this correlation was not found within Tool projects. Around 50% of ML Tool projects
before our re-categorization process were backed by major organization such as Microsoft
and IBM [128], and after this process, and we estimate that 30% of these projects are
backed by such organizations. This makes all the more surprising the lack of correlation
between team-size and DevOps adoption for ML Tool projects, especially considering these
organization are more likely to have larger resource and to adopt best practices such as
DevOps in comparison to independent developers. It’s also important to note that ML Tool
projects show more variance within their team sizes than their ML Applied counterparts,
as illustrated within Figure 2.4, signaling that a lack of correlation between Team size and
DevOps adoption is not due to limitations related to sample size, but rather the properties
of ML Tool projects. Focusing on the different categories of DevOps tools, Age was also a
key variable in determining whether an ML Tool project adopts Build, CI or Deployment
tools, while surprisingly, Team size was the key predictor of Code Analysis tools adoption.
Finally, no predictors of Monitoring tools” adoption by ML Tools projects was found.
Considering Non-ML projects, it’s clear through Table 2.3 that they show similar results
regarding the factors contributing to DevOps adoption to those of ML Tool projects. A
Non-ML project’s age, pull-request based development activity, popularity as measured by
its number of forks, and its team size are significant contributing factors to its adoption of
DevOps. Focusing on the different categories of DevOps tools, two or more of the aforemen-
tioned projects’ characteristics were among the main predictors of the adoption of a specific
DevOps tools category, indicating no major difference between the predictors of DevOps
adoption in-general and the adoption of a specific category of DevOps tools by Non-ML

projects.
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Figure 2.4: Variance of Team size (Outliers removed)

Source Sig. Partial | Details
Eta
Squared
Intercept <.001 | .106 Intercept of the model

Team Size .003 .002
Age In Days | .006 .002
N Forks .010 .002

N Pr_ Open | .951 .000
R Squared = .060 (Adjusted R Squared = .057)

Size of the project’s team

Age of the project

Number of Forks of projects
Number of Pull Requests open
of project

Table 2.3: ANCOVA analysis of DevOps adoption within Non-ML projects (Only statisti-
cally significant variables are shown)
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Category Most impor- Interpretation
tant variables
affecting De-
vOps adoption

ML Applied | Age In Days, An ML Applied projects’ DevOps adoption
Team Size, is linked to its age, team size and reliance on
N Pr Merged, | PR-based development as measured through
N Pr Core its number of pull requests merged
_ Merged

ML Tool Age In Days, An ML Tool projects’” DevOps adoption is
N Stars, linked to its age, popularity as measured with
N Forks, its number of stars and forks, and its Number
N Pr Open of PRs open

Non-ML Team Size, A Non-ML projects’ DevOps adoption is
Age In Days, linked to its team size, age, popularity as mea-
N Forks, N Pr | sured with its number of forks and reliance on
_ Open PR-based development as measured through

its number of pull requests open

Table 2.4: Summary of ANCOVA analyses results for DevOps Adoption

A summary of our findings is illustrated in Table 2.4. We found that an ML Applied
project’s age and team size are more likely to affect its’ DevOps adoption more so than that
of a Tool or Non-ML project. Similar characteristics related to a project’s size, popularity,
as measured by its number of stars and forks, and its reliance on PR-based development, are
the important factors that affect whether or not it adopts DevOps, regardless of whether
or not it’s an ML project. One important outlier is that an ML Tool projects’ team size
does not affect its DevOps adoption outcome. Based on observations by Karlas et al. [169],
Renggli et al. [264], Lwakatare et al. [197, 196], Amershi et al. [13], and Arpteg et al. [23],
we attribute the lower adoption of DevOps by ML Applied projects to the differences
between traditional software projects and ML projects, and a lack of DevOps tools that

were specifically designed for small scale ML projects.

2.4.1.2 Most popular DevOps tools

In addition to exploring the adoption rates of DevOps tools and the factors affecting their
adoption, we were interested in exploring which tools were currently popular across the
different types of projects. Tables 2.5 to 2.9 illustrate the adoption rates for the DevOps

tools that have at least 1% adoption rate by one or more categories of projects. We believe
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knowing which tools are popular for each project category can help guide future research
regarding DevOps practices within them. For example, research on Code analysis within
ML projects should focus on the Coverage and Pylint tools since they are the most popular

Code analysis tools within them.

Tool Name | Project Category | Adoption Percentage
ML Applied 9.88%
setuptools | ML Tool 18.91%
Non-ML 0.74%
ML Applied 0.41%
Rake ML Tool 1.34%
Non-ML 1.72%
ML Applied 1.30%
QMake ML Tool 1.25%
Non-ML 2.21%
ML Applied 2.78%
Maven ML Tool 5.38%
Non-ML 1.67%
ML Applied 16.78%
MakeFile ML Tool 30.73%
Non-ML 3.68%
ML Applied 2.81%
JUnit ML Tool 3.76%
Non-ML 1.64%
ML Applied 2.02%
Gradle ML Tool 2.06%
Non-ML 2.77%
ML Applied 2.06%
Clang ML Tool 6.63%
Non-ML 0.65%
ML Applied 1.72%
Ant ML Tool 5.02%
Non-ML 0.54%

Table 2.5: Usage rates of Build Tools ( Tools with 1% or more usage rates)

2.4.1.3 DevOps’ historical Adoption Rates

We analyzed the historical adoption trends of DevOps tools to get a better understanding
of the evolution of their adoption rates over time. The results of our analysis are illustrated
in Figure 2.5. When analyzing the growth of Non-ML projects overall in comparison to that

of Non-ML projects with one or more DevOps tools, it’s clear that they both have similar
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Tool Name Project Category | Adoption Percentage
ML Applied 2.02%
Pylint ML Tool 4.75%
Non-ML 0.17%
ML Applied 0.96%
Flow ML Tool 1.88%
Non-ML 0.39%
ML Applied 1.78%
Flake8 ML Tool 3.32%
Non-ML 0.05
ML Applied 1.58%
ESLint ML Tool 1.34%
Non-ML 2.55%
ML Applied 3.50%
Coverage ML Tool 7.89%
Non-ML 0.29%
ML Applied 2.64%
Codecov ML Tool 5.38%
Non-ML 0.25%
ML Applied 0.48%
CodeClimate | ML Tool 1.08%
Non-ML 0.27%
ML Applied 1.58%
Clang ML Tool 6.00%
Non-ML 0.37

Table 2.6: Usage rates of Code Analysis Tools ( Tools with 1% or more usage rates)

Tool Name | Project Category | Adoption Percentage
ML Applied 1.03%
testthat ML Tool 2.78%
Non-ML 0.12%
ML Applied 2.81%
Pytest ML Tool 6.45%
Non-ML 0.39%
ML Applied 1.34%
JUnit ML Tool 2.42%
Non-ML 2.04%
ML Applied 0.34%
Cassert ML Tool 1.08%
Non-ML 0.37%

Table 2.7: Usage rates of Test Tools ( Tools with 1% or more usage rates)
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Tool Name | Project Category | Adoption Percentage
ML Applied 17.94%
Travis ML Tool 33.24%
Non-ML 10.30%
ML Applied 0.58%
Jenkins ML Tool 1.97%
Non-ML 0.05%
ML Applied 2.44%
AppVeyor | ML Tool 6.09%
Non-ML 0.76%

Table 2.8: Usage rates of Continuous Integration Tools ( Tools with 1% or more usage
rates)

Tool Name | Project Category | Adoption Percentage
ML Applied 13.17%
Docker ML Tool 15.59%
Non-ML 1.67%
ML Applied 0.10%
Chef ML Tool 0.36%
Non-ML 0.64%

Table 2.9: Usage rates of Deployment Automation Tools ( Tools with 1% or more usage
rates)
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Figure 2.5: Historical project amounts and their DevOps tools’ adoption (normalized to
percentages)
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trends over time, signaling a healthy adoption growth of DevOps among this type of projects.

Focusing on ML project types, both ML Tool projects’ growth and ML Applied projects’
seen a near exponential increase starting from 2017.The explosion in the projects’ total
amount can be attributed to the advances in ML fields and gains in their popularity. Focusing
on the amount of ML Tool projects with DevOps tools, it shows similar growth trends as the
total number of the ML Tool projects. This similarity in growth trends is also observed for
Non-ML projects growth. However, while ML Applied projects have seen a similar in amount
to ML Tool projects due to analogous reasons, their DevOps adoption growth has stalled in
comparison. DevOps tools’ in ML Applied projects had a slower and lower adoption rate
overall in comparison to both Non-ML and ML Tool projects, and we were able to partially
link them to the smaller team sizes of these projects in Section 2.4.1.1 to their lower DevOps
adoption. Overall, these results indicate that the current adoption rates are consistent with
the historical rates across project categories, and there are no abrupt changes of DevOps

adoption.

ML Tool projects and Non-ML projects have significantly higher current and histor-

ical DevOps tools’ adoption rates than ML Applied projects. This adoption is most
influenced by a project’s age, team-size or both factors, depending on the project’s

category.

2.4.2 DevOps Maintenance Efforts and Goals

What are the maintenance efforts and goals associated with DevOps tools across the

different categories of projects ?

Having determined the historical and current adoption rates, we wanted to investigate
the differences in the effort that developers are putting into maintaining their DevOps con-
figuration files and the correct functioning of DevOps tools within their repositories, and to

explore the different goals of updates to DevOps configuration files.

2.4.2.1 Ratio of DevOps configuration files’ updates

We used the Commit Ratio metric to estimate the share of updates that affect DevOps tools
out of all the updates that affect a repository. As illustrated by Figure 2.6, Tool projects
tend to update their DevOps configuration files less overall, while Applied and Non-ML
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Figure 2.6: Commit Ratios of DevOps configuration files

projects had higher and similar ratios of updates. The projects with the highest DevOps
commits ratio are generally those with the majority of their updates affecting their Build,
CI or Deployment automation files. One such example is the ML Applied project ROSETTE-
API/ROSETTE-ELASTICSEARCH-PLUGIN, with 78.46% of its commits modifying its Maven
and Travis file. The majority of these updates are comprised of version or dependency and
configuration changes for the project overall or its docker image and the plug-ins it provides.
Another example is the CLARITYCAFE/IVY repo, which has frequent commits which almost
always change its Travis CI and Docker file. Upon closer inspection, we identified that this
project’s Docker and Travis files are mostly changed to fix CI and Deployment problems.
These examples and our statistical findings stand in contrast with the concept of "write-
once-and-forget-it" for DevOps configuration files and indicate that they evolve frequently
for different aspects of software maintenance.

To further investigate whether these project-specific trends are a widespread phenomenon,
we performed, the ANCOVA analysis illustrated in Table 2.10, we found that CI adoption,
and the adoption of CI, Build and Test tools at the same time to be among the strongest
factors leading to a higher commit ratio in Applied projects.

However, after performing the same analysis on the other two project categories, we found
no statistically significant link between the adoption of specific DevOps tool categories and
the commit ratio in ML Tool and Non-ML projects. This allows us to deduce that specific
categories of DevOps tools, such as CI, Build and Testing tools in ML Applied projects
need more frequent updates in comparison to other types of tools. Yet, ML Tool and Non-
ML projects do not show this correlation. A summary of our ANCOVA analyses is found
within Table 2.11
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Source Sig. Partial | Details

Eta

Squared
Intercept <.001 | .022 Intercept of the model
CI 006 | .007 Adoption of CI tool(s)
Build * CI Adoption of Build, CI
* Analyzer 007 007 and CA tool(s)
Build * Deployment 024 005 Adoption of Build, DA
* Test ' ' and Test tool(s)
Build * Analyzer 035 004 Adoption of Build, Code
* Test ' ' Analysis and Test tool(s)
CI * Deployment Adoption of CI, DA
* Analyzer 0451 004 and CA tool(s)
CI * Deployment 045 004 Adoption of CI, DA
* Analyzer * Test ' ' , CA and Test tool(s)

R Squared = .098 (Adjusted R Squared = .063)

Table 2.10: ANCOVA analysis of Commit Ratio for Applied projects (Only statistically
significant variables are shown)

Category Most important variables Interpretation
affecting DevOps churn
ML Applied | CI, Build * CI * Analyzer, An ML Applied projects’ adop-

Build * Deployment * Test, | tion of certain DevOps tool cat-
Build * Analyzer * Test, CI | egories or a combination of these

* Deployment * Analyzer, categories is linked to an increase
CI * Deployment * Analyzer | in its DevOps configuration files
* Test commit-ratio

ML Tool None An ML Tool projects’ DevOps

configuration files commit-ratio is
not linked to its adoption of a tool
of a certain DevOps category.
Non-ML None A Non-ML projects’ DevOps con-
figuration files commit-ratio is not
linked to its adoption of a tool of
a certain DevOps category.

Table 2.11: Summary of ANCOVA analyses results for DevOps Commit-ratio

Finally, we were able verify the statistical dissimilarity between the different projects
categories via the one-way ANOVA test [174], a test developed to allow the comparison of
the means of three or more different groups based on one property. The p-value obtained

was 0.032 implying significant statistical difference between the three groups regarding their
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Figure 2.7: Average Normalized Code Churn(Outliers removed with IQR [273])

To estimate the effort that developers put into DevOps configuration files in comparison
to Source files between different commits, we used the Average Normalized Code Churn
metric. As illustrated by the results in Figure 2.7, a comparatively higher relative churn
of DevOps configuration files is noted in ML Tool projects in comparison to ML Applied
projects. This is made clearer with the higher quartiles and median values of this metric for
ML Tool DevOps churn in comparison to those of ML Applied projects. Non-ML projects
had a bigger churn overall on both file-types, yet its DevOps churn shows a more even
distribution across its value range, reflecting more diverse DevOps maintenance practices
within these projects. With a more detailed analysis, we identified that both Source and
DevOps churn values are generally high at the beginning of a project’s history, matching
the intuition regarding changes being done to a large number of files as the project’s initial
code and configuration are being defined across a variety of them. These rates tended to
quickly drop in value during the following months. Regarding DevOps Churn specifically, it
tended to increase across all project categories whenever a new DevOps tool was added to a
project, and it can take several development periods to drop again. This signifies a possible

adoption barrier due to the time and effort required to establish and configure correctly
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working DevOps tools in a project.

Focusing on some interesting cases, the MLL Applied project with the highest Avg. Nor-
malized DevOps Churn and Source code churn was the INDIX/WHATTHELANG project with
the respective values of 1.0 and 0.43. This project provides a language prediction application
usable via a CLI or an API. It employs Travis CI For continuous integration. Within this
repository, 23 total commits over the period of one month were made. The only DevOps
file within this project was a .travis.yml file, and it was updated more than once during
that month, but not all of the source files were updated during this period following their
creation.

The ML Tool project with the highest Avg. Normalized DevOps Churn and Source code
churn was the YINCHUANDONG /SENTIMENT-ANALYSIS project with values of 1.0 and 0.2
respectively. It is a Deep Learning Workflow for Sentiment Analysis, and the only DevOps
tool it uses is Docker for Deployment Automation. It also has a relatively low activity with
36 commits over the duration of one month, during which the Docker file was frequently
updated. These two specific cases aside, ML projects of both types had DevOps churn
values close to their Source churns. This implies that DevOps configuration files require
development effort similar to that of Source files, along with the accompanying time and
resource investments. Our intuition is confirmed within the ANCOVA analyses of DevOps
code churn across the different project categories, which are illustrated and discussed in the
following paragraphs.

Focusing on ML Applied projects, the results of which are illustrated in Table 2.12, we
found that their adoption of a DevOps tool, or a combination of tools, such as Build or CI
tools, is strongly correlated with an increase in their DevOps churn. Furthermore, the varying
effect size values (represented by the Partial Eta Square) imply that different DevOps tools
have different effort-requirements, with CI Tools being the ones that are most effort-intensive
for ML Applied projects.

Moving on to ML Tool projects, the ANCOVA of which is illustrated in Table 2.13, we also
found that their adoption of one or more DevOps tools is correlated with an increase in their
DevOps churn. In their case, the adoption of Build, Deployment Automation, Continuous
Integration, and Code Analysis tools at the same time had the largest effect size, and thus
the highest consequential increase in DevOps Churn. This implies that an ML Tool project’s
adoption of multiple DevOps tools categories at the same time is more likely to result in
an increase of its DevOps configuration files churn and this increase is likely to be more
substantial than that resultant of the adoption of DevOps tools of one category.

Finally, focusing on Non-ML projects’ ANCOVA, illustrated in Table 2.14, we find similar
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Source Sig. Partial | Details
Eta
Squared
Intercept <.001 | .022 Intercept of the model
Team Size <.001 | .021 Project’s team size
Age In Days <.001 | .011 Project’s age
N Pr Merged 021 005 Number of Pull requests
merged
CI 031 | .004 Adoption of CI tool(s)
Deployment * Analyzer 032 004 Adoption of DA, CA and
* Test ' ' Test tool(s)
Build * Deployment 037 004 Adoption of Build, DA,
* Analyzer * Test ' ' CA and Test tool(s)
Analyzer * Test 041 | .004 Adoption of CA and Test
tool(s)
N Fr Cme Mased | 06 | e | Nwsiber of Pl
by core developers merged

R Squared = .213 (Adjusted R Squared = .182)

Table 2.12: ANCOVA analysis of DevOps Code Churn for Applied projects (Only statisti-
cally significant variables are shown)

results to those of ML Applied and ML Tool projects, establishing that the phenomena of
increased DevOps configuration files Churn is true across project categories. It’s interesting
to note that the adoption of a different mix of DevOps categories, more specifically Build,
Code Analysis and Test tools, which is different from that of ML Tool projects’, is the
variable with the largest effect size and hence the biggest effect on DevOps Churn of Non-
ML projects. It is especially interesting that Test tools are within this group of category, as
they do not rely on any specific configuration file. As mentioned in Section 2.3.3.3, we do
not consider Test files as DevOps configuration files.,

The summary of our ANCOVA analyses in relation to DevOps churn is within Table 2.15.
Notably, across all project categories, the number of issues does not seem to affect DevOps
code churn, signaling a lack of correlation between the reporting of issues within a project
and the churn of DevOps configuration files. Applying the one-way ANOVA test across
the different categories, we obtain a p-value of 3.61e—18 for the Source Code Churn and
6.49e—18 for the DevOps Code Churn, implying significant statistical difference between the

three groups of projects.
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Source Sig. Partial | Details

Eta

Squared
Age In Day <.001 | .019 Age of the project
Intercept <.001 | .018 Intercept of the model
Build * CI Adoption of Build, DA,
* Deployment * Analyzer <001 .005 CI, and CA tools
CI .002 .004 Adoption of CI Tools
Build * CI .002 .004 Adoption of Build, CI,
* Analyzer and CA Tools
Deployment * Test 006 | 003 | doption of DA and Test
N issues Open .007 | .003 Number of Issues open
CI * Analyzer 020 | o2 | Adoptionof Cland CA

tools
Build * CI .021 .002 Adoption of Build, CI
* Deployment and DA tools
. Adoption of Build
*

Build * Test .042 .002 and Test tools

R Squared = .106 (Adjusted R Squared = .090)

Table 2.13: ANCOVA analysis of DevOps Code Churn for Tool projects (Only statistically

significant variables are shown)

Source Sig. Partial | Details

Eta

Squared
Intercept <.001 | .082 Intercept of the model
Build * Analyzer 009 011 Adoption of Build, CA
* Test ' ' and Test tools
Age In Days .010 011 Age of the project
Build .031 .008 Adoption of Build Tools
N Pr_ Open .040 .007 Number of Pull requests opened
Team Size .043 .007 Size of the project’s team
CI .049 .006 Adoption of CI Tools

R Squared = .148 (Adjusted R Squared = .091)

Table 2.14: ANCOVA analysis of DevOps Code Churn for Non-ML projects (Only statisti-

cally significant variables are shown)
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Category

Most important variables
affecting DevOps churn

Interpretation

ML Applied

Team Size, Age In Days,

N Pr Merged, CI, De-
ployment * Analyzer * Test,
Build * Deployment * Ana-
lyzer * Test, Analyzer * Test,
N Pr_ Core Merged,

An ML Applied projects’ Team
Size, Age, reliance on PR-based
development, and its adoption of
certain DevOps tool categories or
a combination of these categories
are linked to an increase in its
DevOps configuration files churn

ML Tool Build * CI * Deployment * An ML Tool projects’ DevOps
Analyzer, Build * CI * An- configuration files churn is not
alyzer , Deployment * Test, linked to its adoption of certain
N Issues Open, CI * Ana- DevOps tool categories, and its
lyzer, Build * CI * Deploy- number of issues open.
ment, Build * Test

Non-ML Build * Analyzer * Test, A Non-ML projects’ DevOps con-

Age In Days, Build,
N Pr Open, Team Size,
CI

figuration files churn is linked to
its adoption of certain DevOps
tool categories, its age, its re-
liance on PR-based development,
and its team size.

Table 2.15: Summary of ANCOVA analyses results for DevOps Churn
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2.4.2.3 DevOps Change goals

After uncovering the efforts invested by developers in DevOps configuration files, we wanted
to explore the goals developers were trying to achieve by changing one or multiple DevOps
configuration files. To achieve this, we analyzed the different commits that affect DevOps
configuration files and determined the commits’ main goals, within 1437 ML projects and
1942 Non-ML projects which adopted Build and CI Tools, via a process detailed in Sec-
tion 2.3.3.3. The results are illustrated in Figure 2.8.

0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00% 70.00% 80.00% 90.00% 100.00%
1 0.00%

83.33% 100.00%
00%  1178%  29:23% 58.33% 2 °

10.00%
‘ 0.00% 0.46% 1.06%

N

g
S
0

0% 7140 30.77% 53.85% 88.89% 100.00%
1 o . 0 .

10.00%
0.00%

50.00% 90.91% 100.00%

=z
S
4
=
0.00% 7.69% 43.96%

M Build and Bug Fix
Only Build Fix

Il Only Bug Fix
Code Improvement

Figure 2.8: Goals of DevOps-changing Commits (Outliers points hidden, 3 quartile-values
shown if different)

In a typical development cycle, bugs and problems may be detected directly by the
developer through local unit testing, or be reported externally by either customers or
testers. In a project that adopts CI tools, program bugs, test failures, DevOps tools’

misconfigurations and other problems may be detected and reported by the CI system.

For ML Applied projects, the lower percentages of bug-fixes shown in Figure 2.8 may
imply that these projects are experiencing less build breakages and bugs. But in reality,
the ANCOVA analysis for ML Applied projects in Table 2.16 indicates that there is no
correlation between the adoption of Test and Code Analysis tools and a reduction in the

percentages of these fixes. This indicates that ML Applied projects are not using these tools
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Source Sig. Partial | Details
Eta
Squared
CI * Deployment Adoption of CI, DA
* Analy;)ery 068% | 004 and %A Tools
Intercept 0873 | .004 Intercept of the model
Build * CI 112% | 003 Adoption of Build and CI Tools

R Squared = .059 (Adjusted R Squared = .007)

Table 2.16: ANCOVA analysis of bug-fix commit goal for Applied projects ( # marks
statistically non-significant variables, table is shown for illustrative purposes)

efficiently in order to remedy the bugs that may arise in their code. In addition, we did not
find any correlation between team size or other covariates considered and bug-fixes. This
implies that this misuse of Test and Code Analysis tools is present within the majority ML

Applied projects, regardless of a project’s properties.

Source Sig. Partial | Details

Eta

Squared
Intercept <.001 | .060 Intercept of the model
Build * Analyzer 016 012 Adoption of Build, CA
* Test ' ' and Test tools

R Squared = .136 (Adjusted R Squared = .062)

Table 2.17: ANCOVA analysis of bug-fix commit goal for Tool projects (Only statistically
significant variables are shown)

Moving on to ML Tool projects, a clear correlation is found between the adoption of Build,
Code Analysis and Test tools within a project and bug-fixing commits being performed
within it. Since the goals of Code Analysis and Test tools is to allow developers to find bugs
and issues with their code-base, we interpret the increase of bug-fixing commits of ML Tool
projects that adopted them as a sign of efficient use of these tools by these projects.

Concerning Non-ML projects, a correlation is found between the adoption of Build, CI,
Code analysis, Test and Deployment Automation tools within a project and bug-fixing com-
mits being performed within it. Similar to ML Tool projects, we interpret the increase of
bug-fixing commits of Non-ML projects that adopted the different categories of DevOps
tools, especially those designed to allow bug-detection as a sign of efficient use of these tools
by these projects.

Across all projects categories, no correlation between Build fix percentage and Code
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Source Sig. Partial | Details

Eta

Squared
Analyzer <.001 | .006 Adoption of CA tool(s)
Intercept .005 .004 Intercept of the model
Deployment * Test | .020 | .003 Adoption of DA tool(s)
Build * CI 025 | .003 Adoption of Build,CI tool(s)
Build * Analyzer | .033 | .003 Adoption of Build,CA tool(s)
Build * Test 047 | .00 Adoption of Build, Test tool(s)

R Squared = .045 (Adjusted R Squared = .023)

Table 2.18: ANCOVA analysis of bug-fix commit goal for Non-ML projects (Only statisti-
cally significant variables are shown)

Analysis tool adoption or any other variable was found within the ANCOVA analysis. This
indicates that Build failures and the corresponding Build fixes are not affected by variabil-
ity within projects or project categories, and that there is no evidence that the adoption
of a specific tool or tool type such as code analyzers will influence build failures and sub-
sequent build-fixes. A summary of the analyses we performed for DevOps change goals is
within Table 2.19.

2.4.2.4 Interpretation of results

Using these findings, it’s evident that developers working on ML Applied projects make
numerous updates to their DevOps configuration files that are also smaller than those of
ML Tools project. By comparison, developers behind ML Tool projects overall did a smaller
number of updates to their DevOps configuration files, that were larger in size. Non-ML
projects had frequencies of DevOps-files updates similar to those of ML Applier projects,
with a bigger variance in update-size in comparison to both ML categories. The frequency
and size of updates, measured through the commit-ratio and DevOps code churn of ML
Applied DevOps updates was linked to their adoption of certain DevOps tools categories,
while no such correlations were found for ML Tool and Non-ML projects. The majority of
DevOps updating commits of all projects categories had concerns that are not immediately
related to the CI infrastructure which are in turn configured by DevOps configuration files.
However, through the ANCOVA analyses we performed, we found that the adoption of Code
Analysis, Test and other DevOps tools by ML Tool and Non-ML projects correlates with an
increase in their bug-fixes. This signals that these tools are being efficiently used within these
projects to detect bugs and the large effect size in the ANCOVA model signify this effect

has important consequences on the number of bug-fixing commits. However, while adopting
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Category

Most important
variables af-

fecting DevOps
bug-fix commit

Interpretation

ML Applied | None An ML Applied projects’ adoption of certain
DevOps tool categories or a combination of
these categories is not linked to an increase in
its Bug fixes

ML Tool Build * Ana- An ML Tool projects’ commits which modify

lyzer * Test DevOps-files and fix bugs increase when Build,
Code Analysis, and Test tools are adopted by
them. This implies that these tools are being
efficiently used to find and subsequently fix
bugs.

Non-ML Deployment A Non-ML projects’ commits which modify

* Test, Build DevOps-files and fix bugs increase when com-
* CI, Build * bination of Build, Code Analysis, Test, De-
Analyzer, Build | ployment, CI tools are adopted by them. This
* Test implies that the tools from these categories
which facilitate bug-locating are being effi-
ciently used to find and subsequently fix bugs.
Table 2.19: Summary of ANCOVA analyses results for DevOps change goals

38



these tools is linked with larger and more frequent updates to DevOps configuration files
within ML Applied projects, it is not linked with an increase in bug-fixing commits. This
hints at a less efficient adoption of these tools which requires more frequent updates with

more effort but no noticeable results on bug-fixes within ML Applied projects

While ML Applied DevOps configuration files updates are more frequent, they are

smaller in size than those of ML Tool DevOps configuration files, are less concerned
with CI Build fixes, and imply that DevOps tools are being used less efficiently within

these projects.

2.4.3 DevOps Adoption Advantages

What are the advantages of adopting DevOps tools across the different types of projects?

2.4.3.1 Commit Frequency
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Figure 2.9: Commit Frequency in correlation to Project Type and DevOps tool adoption
(Outliers removed with IQR [273])

Among the goals of the adoption of DevOps tools and practices within software projects
is to increase the rate at which developers share their code with other stakeholders within
their teams, which in-turn is measured with the frequency of commits that developers make
during a specific development period. As illustrated in Figure 2.9, the projects that adopted
1 or more specific types of DevOps tools had generally higher monthly commit frequencies.
This was especially true for projects that adopted CI, Deployment Automation and Testing
tools, where the increase in commit frequencies was significant across all types of projects.
In addition, ML Tool projects tend to see more frequent commits than ML Applied projects,

which in turn have more frequent commits than Non-ML projects.
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Source Sig. Partial | Details

Eta
Squared
Intercept <.001 | .043 Intercept of the model
DevOps <.001 | .013 DevOps tool(s) adoption
. Number of Pull requests
N Pr Rejected <.001 | .004

rejected
Number of Pull requests

N Pr Core Rejected | .002 .003 by core developers rejected

Age In Days .003 .003 Project’s age
Team Size .004 .003 Project’s team size
N Stars .013 .002 Number of stars

Number of Pull requests

by core developers opened

N issues_ Open .044 .001 Number of issues opened
R Squared = .185 (Adjusted R Squared = .182)

N Pr Core Open .036 .002

Table 2.20: ANCOVA analysis of Commit frequency for ML Applied projects (Only statis-
tically significant variables are shown)

When statistically analyzing the Commit frequency through ANCOVA for ML Applied
projects, as illustrated in Table 2.20, it’s clear that DevOps tool adoption has a significant
and important effect on the increase of monthly commit averages, especially since DevOps
adoption is the variable with the largest effect size within the ANCOVA model.

Source Sig. Partial | Details

Eta

Squared
Team Size <.001 | .061 Size of the project’s team
Intercept <.001 | .037 Intercept of the model
N issues_ Open | <.001 | .011 Number of Pull requests opened
DevOps 018 .005 Adoption of DevOps tool(s)
N Forks .029 .005 Number of Forks

R Squared = .198 (Adjusted R Squared = .189)

Table 2.21: ANCOVA analysis of Commit frequency for ML Tool projects (Only statisti-
cally significant variables are shown)

For ML Tool projects, the ANCOVA analysis in Table 2.21, shows that DevOps tools
adoption by these projects also has an important effect on the increase of their monthly
commit averages. However, the size of a project’s team and the number of open issues it has

seem to have a larger effect than its DevOps adoption on its commit averages.
For Non-ML projects, the ANCOVA analysis in Table 2.22, shows that DevOps tools
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Source Sig. Partial | Details

Eta

Squared
Team Size <.001 | .015 Project’s team size
Intercept <.001 | .007 Intercept of the model

Number of Pull requests
by core developers rejected
Number of Pull requests

N Pr Core Rejected | <.001 | .005

N Pr_Rejected <.001 | .003 .
- = rejected
N Pr Merged 004 002 Number of Pull requests
merged
DevOps .006 .002 Adoption of DevOps tool(s)

N Pr Core Merged |.016 | .002 Number of Pull requests
by core developers merged

R Squared = .057 (Adjusted R Squared = .054)

Table 2.22: ANCOVA analysis of Commit frequency for Non-ML projects (Only statisti-
cally significant variables are shown)

adoption by Non-ML projects positively affects its monthly commit averages. However, the
size of a project’s team and other variables related to its pull requests have a larger effect
than its DevOps adoption on its commit averages.

The summary of our findings through the ANCOVA analysis linked to the average monthly
Commits metric is illustrated in Table 2.23. Applying the one-way ANOVA test on this
metric across the different categories, we obtain a p-value of s 7.29e—13, implying significant
statistical difference regarding the average monthly commit frequency metric between the

three groups of projects.

2.4.3.2 Merging Frequency
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Figure 2.10: Merging Commit Frequency in correlation to Project Type and DevOps tool
adoption(Outliers removed with IQR [273])

Increasing the rate at which developers merge their code with other code branches, thus

increasing their code integration, is also a crucial goal of DevOps practices and tools. Merges
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Category

Most important variables
affecting Commit Fre-
quency

Interpretation

ML Applied | DevOps, An ML Applied projects’ adoption
N Pr Rejected, of DevOps has the largest effect on
N _ Pr Core Rejected, its monthly commits. Other factors
Age In Days, Team such as its Number of rejects PRs
Size, N _Stars, and Team-size also affect this metric.
N _ Pr_ Core_ Open,
N issues Open
ML Tool Team Size, An ML Tool project’s adoption of
N issues Open, De- DevOps has an important effect on
vOps, N Forks its monthly commits, however, other
factors such as its Team-size have a
larger effect on this metric.
Non-ML Team Size, A Non-ML project’s adoption of De-

N Pr Core Rejected,
N Pr_ Rejected,

N _Pr_Merged, DevOps,
N Pr Core Merged

vOps has an important effect on its
monthly commits, however, other
factors such as its Team-size have a
larger effect this metric.

Table 2.23: Summary of ANCOVA analysis results of Commit frequency

are represented with merging commits in a Git repository, and the frequency of branch merges
is measured with the frequency of merging commits that developers make within a specific
development period. As represented in Figure 2.10, the projects that adopted a specific type
or more of DevOps tools had generally higher monthly merge commit frequencies. This was
especially true for projects that adopted Analyzer, CI, and Deployment Automation tools,
where the increase in merge frequencies was significant across all types of projects. ML Tool
projects tend to have more frequent merges than Applied projects, which in turn have more
frequent commits than Non-ML projects.

To examine the relationship between DevOps tools’ adoption and the frequency of merge
commits, we built ANCOVA models for the different project categories. For ML Applied
projects, this model is represent in Table 2.24. Similar to the results found within Sec-
tion 2.4.3.1 it’s clear that adopting DevOps tools has a statistically-significant and important
effect on the increase of monthly merge averages for ML. Applied projects. DevOps adoption
is the variable with the largest effect size within the ANCOVA model, indicating that De-
vOps adoption has the highest positive influence on Merge commit rates within ML Applied
projects.

Moving on to ML Tool projects, Table 2.25 shows that adopting DevOps tools also has

42



Source Sig. Partial | Details
Eta
Squared
Intercept <.001 | .018 Intercept of the model
DevOps <.001 | .011 Adoption of DevOps tool(s)
Age In Days .005 .003 Age of the project
N Stars .016 .002 Number of stars
N Pr_ Merged | .019 .002 Number of Pull Requests merged

R Squared = .258 (Adjusted R Squared = .255)

Table 2.24: ANCOVA analysis of Merge Commit frequency for Applied projects (Only
statistically significant variables are shown)

Source Sig. Partial | Details

Eta

Squared
Team Size | <.001 | .047 Size of the project’s team
Intercept | <.001 | .022 Intercept of the model
DevOps .021 .005 Adoption of DevOps tool(s)

R Squared = .143 (Adjusted R Squared = .133)

Table 2.25: ANCOVA analysis of Merge Commit frequency for Tool projects (Only statis-
tically significant variables are shown)
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a statistically-significant and important effect on the increase of monthly merge averages for
ML Tool projects. However, it’s important to note that an ML Tool project’s team-size has

a much larger effect on Merge commit rates within ML Tool projects.

Source Sig. Partial | Details
Eta
Squared
Team Size <.001 | .052 Size of the project’s team
Age In Days <.001 | .006 Age of the project
Intercept <.001 | .004 Intercept of the model
N Forks <.001 | .003 Number of forks
N Stars <.001 | .003 Number of stars
N _Pr_Rejected <001 | .003 Number of pull requests
rejected
N Pr Core Rejected | .003 .002 Number of pull reque‘sts
- - - by core developers rejected

R Squared = .086 (Adjusted R Squared = .083)

Table 2.26: ANCOVA analysis of Merge Commit frequency for Non-ML projects (Only
statistically significant variables are shown)

Through the ANCOVA analysis on Non-ML projects, shown in Table 2.26, it seems that
DevOps adoption has no effect on Non-ML merge rates. To better investigate this contra-
diction with existing findings regarding DevOps tool adoption on merge frequency [109], we
performed a detailed analysis on the effects of the adoption of the different categories of
DevOps tool categories, such as Build Tools, CI Tools, etc., on Non-ML merge frequency,
which is illustrated within Table 2.27.

Source Sig. Partial | Details
Eta
Squared
Team Size <.001 | .042 Size of the project’s team
CI * Analyzer Adoption of CI, CA
* Test <001 .012 and Test tools
Build * CT * Adoption of Build, CI,
Deployment * Analyzer <001 .006 DA and CA tools
Build * CI Adoption of Build, CI
* Analyzer <001 .006 and CA Tools

R Squared = .144 (Adjusted R Squared = .135)

Table 2.27: Detailed ANCOVA analysis of Merge Commit frequency for Non-ML projects
(Only statistically significant variables are shown)
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In this model, the statistically significant variable with the second largest effect size is
the adoption of CI tools, Analyzer tools and Test tools, implying that these specific tool
categories are more likely to increase the merge frequency of Non-ML projects, versus the

adoption of any combination of tools, which apparently has no effect on the number of

monthly merges.

Category Most important vari- | Interpretation
ables affecting Merg-
ing Commit Fre-
quency
ML Applied | DevOps, Age In An ML Applied projects’ adoption of
Days, N Stars, DevOps has the largest effect on its
N Pr Merged monthly merging commits. Other factors
such as its number of stars and Number
of Pull requests merged also affect this
metric.

ML Tool Team Size, DevOps An ML Tool project’s adoption of De-
vOps has an important effect on its
monthly commits, however, Team-size
has a larger effect this metric.

Non-ML Team Size, CI * An- | An Non-ML project’s adoption of certain

alyzer * Test, Build DevOps tool categories at the same time,
* CI * Deployment * | such as adoption CI, Code Analysis and
Analyzer, Build * CI | Test tools, has an important effect on its
* Analyzer monthly merging commits. However, its
Team-size has a larger effect this metric.

Table 2.28: Summary of ANCOVA analyses results for Merging Commits frequency

The summary of our ANCOVA analyses in relation to the Average Monthly Merging
Commits metric is detailed in Table 2.28. Applying the one-way ANOVA test on the Average
Monthly Merging Commits metric across the different project categories, we obtain a p-value
of s 1.61e—13, implying that there is a significant statistical difference between the three

groups of projects.

2.4.3.3 Issue Duration

Allowing the quick resolution of problems and shortening down-time are also some of the
purported goals of adopting DevOps within a software project. To measure the effectiveness
of teams at resolving such problems, we used the average issue duration metric to approxi-

mate the duration an issue takes to be resolved after it’s opened within a specific project, in
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Figure 2.11: Average Issue Duration in correlation to Project Type and DevOps tool adop-
tion(Outliers removed with IQR [273])

accordance to a project’s category and its adoption of one or more types of DevOps tools.
As illustrated in figure 2.11, adopting any type of DevOps tools corresponds to a quicker
resolution of issues, especially the adoption of Analyzer, CI, Deployment Automation and
Testing tools. Furthermore, ML Tool projects tend to have quicker resolution of issues than

Applied projects, which in turn have a quicker resolution then Non-ML projects.

Source Sig. Partial | Details
Eta
Squared
N issues_ Open <.001 | .033 Number of issues open
Intercept <.001 | .032 Intercept of the model
Age In Days <.001 | .021 Project’s age
DevOps <.001 | .012 Adoption of DevOps tool(s)

Number of pull requests
rejected
Number of pull requests
by core developers rejected
Team Size .003 .003 Project’s team size
N Pr Core Open 004 | .003 Number of pull requests

- = - opened by core developers
Number of pull requests
merged
N Pr_Core Merged | .033 | .002 Number of pull requests

by core developers merged

R Squared = .096 (Adjusted R Squared = .092)

N Pr Rejected <.001 | .007

N Pr_ Core Rejected | <.001 | .006

N Pr Merged 009 | .003

Table 2.29: ANCOVA analysis of Average Issue duration for Applied projects (Only statis-
tically significant variables are shown)

When analyzing the effect of the adoption of DevOps tools on issue durations of ML
Applied projects, as illustrated in the ANCOVA analyses in Table 2.29, it’s clear that it

has a statistically significant and important effect on decreasing the average issue durations
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across all project categories. However, the number of issues open and the age of the project

seem to have larger effects than DevOps adoption.

Source Sig. Partial | Details

Eta

Eta
Intercept <.001 | .095 Intercept of the model
N issues Open <.001 | .022 Number of issues open
Age In Days <.001 | .017 Age of the project

Number of pull requests

N Pr_ Core Open | .019 .006

opened by core developers
DevOps 045 | .004 Adoption of DevOps tool(s)
N Pr Open .046 .004 Number of pull requests open

R Squared = .094 (Adjusted R Squared = .083)

Table 2.30: ANCOVA analysis of Average Issue duration for Tool projects (Only statisti-
cally significant variables are shown)

Moving on to the ANCOVA analysis regarding issue durations of ML Tool projects illus-
trated in Table 2.30, it’s clear that it has an important effect on decreasing the average issue
durations. However, similar to ML Applied projects, the number of issues open and the age
of the project seem to have larger effects than DevOps adoption.

By observing the ANCOVA analysis of the issue durations of Non-ML projects illustrated
in Table 2.31, it’s clear that it has an important effect on decreasing average issue durations.
However, other factors, such as the number of pull requests open and the age of the project
seem to have larger effects than DevOps adoption.

A summary regarding the ANCOVA analyses linked to the average issue duration metric
is illustrated in Table 2.32. Applying the one-way ANOVA test on the Average Monthly
Merging Commit metric across the different categories, we obtain a p-value of s 1.02e—174,

implying significant statistical difference between the three groups of projects.

2.4.3.4 Code Quality

In addition to positively influencing the code sharing rates and issue resolution durations,
DevOps is also posed as a method of improving the quality of development processes of a
project as well as its code base. To evaluate the validity of this claim, we used the state-of-
the-art tool SonarQube [299] via the method described in Section 2.3.3.3 in order to evaluate
the quality of the projects within our dataset. We were able to successfully generate code
quality reports for 2566 ML Applied projects, 969 ML Tool projects and 3320 Non-ML
projects, forming respectively 88.02%, 86.82% and 81.45% of the total number of projects
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Source Sig. Partial | Details
Eta
Squared
N Pr Open — o001 | 101 Number of Pull requests
- = opened
Age In Days <.001 | .076 Age of the project
N issues Open <.001 | .057 Number of Issues
- - opened by core developers
Intercept <.001 | .049 Intercept of the model
Number of Pull requests
N Pr_ Core Open <.001 | .043
opened by core developers
Team Size <.001 | .027 Size of the project’s team
. Number of Pull requests
N Pr_ Rejected <.001 | .012 .
rejected
DevOps <.001 | .008 Adoption of DevOps tool(s)
N Stars <.001 | .007 Number of stars of project
. Number of Pull requests
N _ Pr_ Core Rejected | <.001 | .006 .
- = - by core developers rejected
N Forks .001 .003 Number of forks of a project

R Squared = .327 (Adjusted R Squared = .325)

Table 2.31: ANCOVA analysis of Average Issue duration for Non-ML projects (Only sta-
tistically significant variables are shown)
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Category

Most important variables
affecting Issue Duration

Interpretation

ML Applied

N issues Open, Age

In Days, DevOps,

N Pr Rejected,N Pr

_ Core_Rejected, Team
Size, N _Pr_Core_Open,
N Pr Merged,

N _ Pr_Core Merged

An ML Applied projects’” DevOps
adoption helps it reduce its issue
duration, however, other factors
such as its numbers of issues open
and its age have a larger effect on
these durations.

ML Tool N issues Open, Age In An ML Tool project’ DevOps
Days, N Pr_ Core Open, adoption helps it reduce its issue
DevOps, N Pr_ Open duration, however, other factors
such as its numbers of issues open
and number of PRs open have a
larger effect on these durations.
Non-ML N Pr Open, Age In A Non-ML project” DevOps adop-

Days, N _issues Open,

N _Pr_Core Open, Team
Size, N_Pr_Rejected,
DevOps, N Stars,

N Pr Core Rejected,

N Forks

tion helps it reduce its issue dura-
tion, however, other factors such
as its age and number of PRs
open have a larger effect on these
durations.

Table 2.32: Summary of ANCOVA analyses results for Average Issue Duration
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from their categories. SonarQQube was unable to process some projects due to problems such
as software incompatibility, as the free version is not compatible with C and C+-+ projects,

missing dependencies, internal memory management issues, among other reasons.

Source Sig. Partial | Details

Eta

Squared
Intercept 0.000 0.435 Intercept of the model
DevOps <0.001 | 0.08 Adoption of DevOps
Age In Days 0.002 0.004 Age of a project
N issues Open | 0.006 | 0.006 Number of Issues Open
Team Size 0.011 0.003 Age of a project

R Squared = .065 (Adjusted R Squared = .059)
Table 2.33: ANCOVA analysis of Reliability for ML Applied projects

Source Sig. Partial | Details

Eta

Squared

Intercept | 0.000 0.992 Intercept of the model

DevOps | <0.001 | 0.004 Adoption of DevOps
R Squared = .011 (Adjusted R Squared = .004)

Table 2.34: ANCOVA analysis of Maintainability for ML Applied projects

Through the ANCOVA analyses within Table 2.33, it’s clear that an ML Applied project’s
reliability is correlated and most improved by its DevOps adoption. It’s also interesting to
note that a project’s age, team size, and number of issues have a significant effect on improv-
ing a project’s reliability. Longer-lived projects with larger teams, who are more capable at
keeping track of bugs, are more likely to have better Reliability metrics. Focusing on ML
Applied project’s Maintainability, it’s clear through Table 2.34 that DevOps adoption is the
only project property that is statistically correlated to this quality metric. Overall, through
these two analyses, it’s clear that DevOps adoption is the number one factor influencing an
ML Applied project’s code quality.

Moving on to ML Tool projects, it’s clear through Table 2.35 that DevOps is the only sta-
tistically significant variable that affects these projects Reliability metric. However, no such
correlation was found concerning the Maintainability metric, as no statistically significant
variables were found within its ANCOVA analysis. This allows us to deduce that DevOps
adoption only affects certain aspect of an ML Tool project’s code quality, yet it is the only

variable that seems to affect it, regardless of an ML Tool project’s team size, age, etc.
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Source Sig. | Partial | Details
Eta
Squared
Intercept | 0.000 | 0.479 Intercept of the model
DevOps | 0.001 | 0.013 Adoption of DevOps
R Squared = .089 (Adjusted R Squared = .077)

Table 2.35: ANCOVA analysis of Reliability for ML Tool projects

Source Sig. | Partial | Details

Eta

Squared
Intercept 0.000 | 0.476 Intercept of the model
DevOps 0.000 | 0.010 Adoption of DevOps
N issues Open | 0.000 | 0.009 Number of Issues Open
Age In Days 0.000 | 0.005 Age of a project
NBForks 0.013 | 0.002 Number of Forks
Team size 0.005 | 0.002 Size of project’s team

R Squared = .059 (Adjusted R Squared = .055)
Table 2.36: ANCOVA analysis of Reliability for Non-ML projects

Concerning Non-ML projects, it’s clear through Table 2.36 that DevOps is the single
biggest contributor to a project’s improved Reliability metric. In addition, a project’s number
of issues open, age, number of forks and Team size all correlate to this metric, signaling that
multiple factors can influence a Non-ML project’s reliability. However, it’s also important
to note that no statistically significant variables were found within the ANCOVA analyses
of the Maintainability metric.

A summary regarding the ANCOVA analyses linked to the reliability and maintainability
metrics is illustrated in Table 2.37. Applying the one-way ANOVA test on these two metrics
across the different categories, we obtain a p-value of 5.22e—6 for Reliability, and 0.98 for
Maintainability. This is surprising as it implies significant statistical difference between the
three groups of projects for the first metric, but similarity regarding the second metric, even

though both are code quality metrics.

2.4.3.5 Interpretation of results

Using these five metrics and their associated statistical analyses, it’s evident that employing
DevOps tools of different categories has mostly correlated with an increase in the frequency
of code commits, an increase in the merges across different branches, a reduced duration

leading up to issue resolution, and an increase in code quality across the three different
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Category Most impor- | Most im- Interpretation
tant variables | portant
affecting Re- | variables
liability affecting
Maintain-
ability
ML Applied | DevOps, Age | DevOps An ML Applied project’s DevOps
In Days, adoption, age, and Number of is-
N issues sues open are the most important
_ Open, factors that affect its code quality
Team Size
ML Tool DevOps None An ML Tool project’s DevOps
adoption is the only statistically
significant factors affecting its code
quality
Non-ML DevOps, None A Non-ML project’s DevOps adop-
N issues tion, Number of issues open, age,
_ Open, Age Number of forks and Team size are
In Days, the most important factors that in-
NBForks, fluence its code quality
Team Size

Table 2.37: Summary of ANCOVA analyses results for Reliability and Maintainability

types of projects. These advantages are especially prevalent when using CI and Deployment
automation tools across all categories of projects.

Focusing more on ML Applied projects, it’s evident that employing DevOps tools has an
important and generally positive effect on the development activities, issue resolution, and
code quality within these projects, thus signaling that while these projects may have a

harder time employing DevOps tools, as per the findings in Section 2.4.2, they also have

the most to gain from using DevOps tools within their code bases.

ML Tool and Non-ML projects that employ DevOps show mostly similar improvements

in comparison to their non-DevOps counterparts, however, the improvements are not as

drastic as those of the Applied ML projects.
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All categories of projects that employ DevOps show improvements in their development,
code quality and issue resolution metrics in comparison to their non-DevOps counter-
parts, especially in the case of ML Applied projects, supporting the claim that DevOps

tools can improve the development processes of most projects they are used in.

2.5 Implications of the Proposed Study

In this section, we discuss the implications of our empirical analysis. The following is a list

of actionable items we identified:

e Our analysis on DevOps adoption rates and trends, detailed in section 2.4.1, identified
that ML Applied projects were slow in adopting DevOps. They also had a lower
adoption across different DevOps tool categories such as Build, CI and Code Analyzer.
While analyzing the exact reasons behind the barriers to adoption of DevOps tools
is by ML projects is not within this work’s scope, our results shed a light on the
necessity for researchers to study the barriers to adopting DevOps in ML projects and
identify possible improvement scopes. These may include ML DevOps task automation,
DevOps tools for ML models evaluation and monitoring, etc. On the other hand, tool
developers can employ program analysis [192] techniques to automatically generate ML
DevOps configuration files which can lower the barriers of entry for data scientists who

might be unfamiliar with DevOps concepts and practices.

e Our DevOps tool maintenance effort analysis, detailed within Sections 2.4.2.1
and 2.4.2.2, reveals that even though ML Applied projects much less adoption of
DevOps than the other two categories (ML Tools and Non-ML projects), their de-
velopers are changing DevOps configuration files more frequently. This highlights the
necessity of working on support for automatic synchronization of DevOps configuration
files. This may be provided via change recommendation tools [345|, safe refactoring
tools [336], and others. These tools can help reduce maintenance overhead, and can
provide technical support to developers and data scientists who may not be very fa-

miliar with DevOps tools.

e Our analysis on events that trigger DevOps file changes, within section 2.4.2.3, identi-
fied that bug-fixing commits within Tool project that alter DevOps configuration files

were much more prevalent in comparison to ML Applied and Non-ML projects. This
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indicates that the software maintenance research community should invest more heav-
ily in co-evolution analysis [160] of functional code and DevOps configuration files to
facilitate early bug-detection. In turn, this will save both time and resources and allow
teams to invest them in improving their software product’s quality and reputation,

rather than resolving problems within it.

e Our analysis on DevOps adoption advantages, within section 2.4.3, identified that for
all project types, adopting DevOps has positive consequences on the code sharing
and code integration speed and frequency and helped decrease the duration necessary
for issue resolution and improve its quality. Even though using DevOps tools for
all types of projects, including ML projects, introduced adoption and maintenance
overhead, it appears that the benefits of DevOps outweigh the associated costs. Thus,
data scientists and ML developers should adopt DevOps tools within their projects.
Furthermore, we believe that adopting DevOps tools present these benefits for all ML
projects, even for those with smaller teams. This is especially prevalent in the case
of ML Applied projects, which had smaller team sizes overall but generally saw larger

improvements resultant of DevOps adoption than ML Tool projects.

e Software engineering educators lack concrete ideas on ML DevOps integration trends,
benefits, and tools, preventing them from training students with ML DevOps skills
that would allow them to build industry-ready ML-based systems. This study helps
educators understand the current trends, benefits, and tools of ML DevOps in order

to include up-to-date pedagogical material on ML DevOps.

2.6 Threats to Validity

Our empirical analysis has some limitations that we would like to discuss:

Construct validity: We used the code churn and commit ratio metrics to estimate De-
vOps configuration files maintenance efforts. However, while these metrics may not reflect
maintenance effort 100% correctly, they remain representative work items for maintaining
source code and other files.

Internal validity: During DevOps tools detection, we used a file name patterns list which
we manually constructed. To mitigate bias, one of the co-authors performed a manual check-
ing of DevOps configuration files and file naming patterns in both ML projects and Non-ML
projects. In addition, most tools have highly specific naming conventions, so the probability
of false positives is minimal. Some tools, such as logging tools, may be hosted on third-party

servers and do not need to have any configuration files within a repository, but they remain
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the minority among DevOps tools. Furthermore, DevOps tools that do not leave traces in
files within the code repository, such as communication tools, can not be detected via our
approach.

External validity: Our analysis is based on public repositories on GitHub. These results
might differ for private GitHub repositories and closed repositories, including projects devel-
oped by companies. However, our project set does contain projects developed by companies,
such as tensorflow/tensor2tensor which is backed by Google. We also estimate that at
least 30% of ML Tool projects are backed by major organizations such as Microsoft and
IBM. Furthermore, since we used popular organization and user-managed projects within

our analysis, we expect many similarities of behavior.

2.7 Conclusion

In this study, we conducted an empirical study on 4031 ML projects and a comparative set of
4076 Non-ML projects hosted in GitHub for ML DevOps adoption, maintenance effort and
benefit analysis. Through our analysis, we found evidence of a lower adoption of DevOps
tools within ML Applied projects, as well as different development practices and efforts in
relation to these files that tended to be less efficient than those of ML Tool and Non-ML
projects. In contrast, this type of projects has the most to gain from adopting these tools,
and with similar advantages for both ML Tool and Non-ML projects. To the best of our
knowledge, this is the first large scale empirical study on ML DevOps adoption, maintenance

effort and benefit analysis.
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CHAPTER 3

Characterizing the usage

of CI tools in ML projects

This work was published in ESEM 2022, the 16th ACM/IEEE International Symposium on
Empirical Software Engineering and Measurement. This work was performed in collaboration

with Microsoft Research.

3.1 Introduction

"The whole point of Continuous Integration is to provide rapid feedback". This is how
Martin Fowler [96], who helped popularize CI, describes it.

Similar to traditional software, ML projects rely on iteration within their development.
Indeed, the automation prowess of a CI system may be a great fit for ML projects’ need
for iteration. However, it’s notable that most CI tools were conceived before ML project
development became mainstream, and that both CI tools and ML projects have their specific
problems. For example, debugging CI build failures and errors can be non-trivial due to
complex logs [334], and ML projects require new development processes and practices such
as data engineering and model management [196], or require a different approach to existing
processes in comparison to traditional software, such as the example of traditional testing
being ineffective on ML projects [170]. Yet, there is a gap in research concerning the adoption
of CI within ML projects, the tasks performed by CI within them, as well as the problems CI
tools face when they are used in these projects. In this paper, we aim to fill these knowledge
gaps by identifying the adoption rates, current practices, and common failures and errors
related to CI within ML projects. We used a triangulation-based [48] method to estimate
the adoption rate of CI on a set of 4031 ML projects and 4076 Non-ML projects. Then,
for our detailed CI analysis, we selected 476 ML and 202 Non-ML projects out of the larger

set, using the same criteria of CI adoption and main programming language on both project
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categories. Using TraVanalyzer, our Travis CI AST analyzer, we determined the CI build
goals of these projects. Using our CI log analyzer, we analyzed these ML and Non-ML
projects’ builds, and their associated job failure and error logs, from which we determined
the CI problems these projects encountered. With our analysis, we answered 3 key questions:
RQ1: What is the adoption rate of CI among ML projects? Around 37.22% of ML projects
have adopted CI, which is below CI’s adoption rate by our set of Non-ML projects, estimated
at 45.12%, as well as that of Open Source Software (OSS) overall, estimated to be between
45% and 68% [73]. We also found that Travis CI, the most popular CI tool for our Non-
ML project-set and Open-source software on GitHub [148], is the most popular tool for ML
projects as well, with no sign of adoption of ML-projects-specific CI tools.
RQ2: What tasks does CI perform for ML projects? Similar to traditional software |77],
Testing and building software are the most common tasks. Code analysis is the third most
common, and deployment is the least common. Surprisingly, these tasks are used more often
within CI of ML projects than CI of Non-ML projects.
RQ3: How often and Why do CI builds break in ML projects? On average, 23.87% of the
CI builds of a project fail, and 14.09% of the builds are errored, both of these build types
are considered non-successful. Build breakages in general occur at similar levels between
our sets of MLL and Non-ML projects, but are more common in both than in Open Source
Software (OSS) overall. The most common failures were caused by failed tests, errored tests,
and failures related to Code Analysis, which are also common within our comparison set of
Non-ML projects. However, ML failures show more variability in terms of causes linked to
failure of a project’s build.
In summary, we make the following contributions:

e The first comprehensive analysis of CI adoption by ML projects on GitHub.

e The first Travis CI configuration AST analyzer TraVanalyzer which determines CI tasks.

e The first CI log analyzer specifically-designed for the detection and classification of CI

problems within Python-based ML and Non-ML projects.

e A comprehensive taxonomy of CI problems in Python-based ML and Non-ML projects,

that can facilitate the fix pattern analysis.

3.2 Background

Continuous integration (CI) was first introduced by Grady Booch in 1991 [42|, and this
concept began to gain popularity in the early 2000s partially due to support from Martin
Fowler [96]. The founding principle behind CI is frequent integration of code from the dif-

ferent developers of a shared repository, arising from the time-consuming and difficult task
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of code integration that software projects without CI need to perform [96, 42|. In general,
Continuous Integration servers and tools automate integration by automatically validating
newly-pushed commits via the execution of building and testing processes. CI can also in-
clude other automated tasks like code analysis tasks, such as linting and code coverage, or
deployment tasks. A variety of CI tools and services exist, and more recently, a few CI tools
and services have been specifically designed for ML projects or their components. Tools
and services that provide testing and versioning for ML projects, such as Kuberflow [177]
and Amazon Sagemaker [292], are generally only concerned with ML models, and the cor-
responding ML project’s code base is managed via a traditional CI tool such as Travis CI
or GitHub Actions. As a result, the majority of these aforementioned tools are generally
used in conjunction with traditional CI tools and cannot fully replace them. Furthermore,
we found no evidence of their usage within our project set. In fact, Travis CI is also the tool
that enjoys the highest usage within our set of ML projects, as detailed in Section 3.5.1.

Indeed, The majority of Cl-related processes, such as building and testing, and their
corresponding tools were established and designed for traditional software projects, and may
not be well-suited for ML projects. For example, Unit Testing is a well-established practice
of testing functional code by comparing its results against the expected results as defined
by the test’s author [236]. Applying this same approach to ML projects by evaluating their
results on the same testing set repeatedly can cause problems with their accuracy [170].
Another example is automatic deployment, where for traditional projects, the software and
its configuration are bundled into a deployable archive, such as a JAR, or deployable image,
such as a Docker-image, and then are pushed to their respective endpoints. For ML projects,
the most frequently updated component is the ML model [226], the deployment strategies
of which may differ from those of other components. In spite of these differences, Travis
CI, one of the most widely used CI tools [148], is the most popular CI tool of the ML and
Non-ML projects we analyzed.

A Travis CI workflow is described via a .travis.yml file, written in YAML-based [60]
Domain Specific Language (DSL), where certain settings-keywords can configure the envi-
ronment or execute a certain process. A workflow is generally referred to as a build and can
be composed of one or more stages that run sequentially, and each stage forms a specific
subset of the overall build. Stages can be configured with the stage keyword, and by default,
a build is composed of only one stage. Fach stage may be composed of one or more Jobs that
run in parallel, each executing the same sub-script in a specific environment different from
the other jobs. This is configured via the build matriz, where two or more jobs can be set to
run in parallel in each stage, by specifying a different environment for each. The keywords

0S and language, which respectively set the Operating System of a job’s container and
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prepare it by installing the tools of a specific programming language, can be used multiple
times and with different values. For example, 0S:1inux with language: Java and 0S:1linux
with language:ruby will configure two Jobs that run in Linux containers, one of which is

configured for Java projects and the other one is configured for Ruby projects.
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Figure 3.1: Travis CI job state machine

In further detail, a generic job’s state machine is illustrated in Figure 3.1. A job has two
phases, the install phase, meant for the installation of any dependencies and preparation of
the environment, and the script phase, which runs the build, test, and other tasks specified
by the developer. An errored job is a job that experiences an issue during the install
phase of its execution, after which it immediately stops executing. A failed job is a job
that experiences an issue during its script phase, after which it executes its "after failure"
section, and the rest of its script phase. A failed build is a build with 1 or more failed
jobs and no errored jobs. An errored build has one or more errored jobs. If no problems
occur, the job(s) and the build are considered passed. A notable exception is that if a
job experiences an issue only during its Deploy or After Script phase, it’s still labeled as
passed. A build can be manually canceled by the developer, giving it and all its associated

jobs the canceled state.

3.3 Research Methodology

3.3.1 Dataset

In this work, we used two data sets: the larger one is referred to as the Breadth Corpus, on
which we performed analysis to inform us about the state of CI adoption in ML projects,

and the smaller one is referred to as the Depth Corpus, a subset of the breadth corpus on
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which we performed detailed analysis to inform us about CI usage goals, and CI problems

within ML projects.

3.3.1.1 Breadth Corpus

Our goal was to analyze CI adoption within a set of open-source and active Machine Learning
(ML) projects, and a similar comparison set of Non-ML projects. We define ML projects,
also referred to as ML-enabled systems, as those with the goal of producing systems that
have ML capabilities as part of their features. For this task, we initially chose to analyze the
data set of projects proposed by Gonzalez et al. [129]. This data set is composed of 5224 ML
projects and 4101 Non-ML projects. However, we found several problems with it via manual
inspection, such as the inclusion of toy projects and study guides among others. To resolve
this problem, two of the authors re-curated the ML projects by reading the descriptions
on their main GitHub pages and any websites linked to by those pages, and they removed
1193 projects. These projects either did not use ML, or were toy projects, or study guides,
or another type of repository which did not constitute a software project. We were unable
to obtain 25 Non-ML projects from the original dataset due to delisting. The new set of
projects which forms our Breadth Corpus contains:

e 4031 ML projects: These projects are composed of ML frameworks and libraries
such as Tensorflow, as well as ML applications such as Faceswap. All of these projects
employ Machine Learning based techniques or components, and they either meet a
specific need for the user, or have a general-purpose usage and can be used by other
developers for a specific goal.

e 4076 Non-ML projects: These projects are considered traditional software applica-
tions, such as websites, desktop or mobile applications etc., which do not contain or

use ML-based components or technologies.

3.3.1.2 Depth Corpus

After estimating the adoption rates of different CI tools as detailed in Section 3.3.2.1,
we found that Travis CI was the most popular CI tool for ML projects, as detailed in
Section 3.5.1, which is also true for the Non-ML projects we analyzed and open-source
software in general [148|. Furthermore, for the ML projects that used Travis CI, Python is
the main language for 51.06% of them, as reported by the GitHub API [111], and no other
language was the main language for more than 9% of them. This aligns with the results
found by Gonzalez et al. [129] concerning Python being the most popular language for ML

projects. As a result, we selected Python-based ML projects with one or more Travis CI
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builds since they represent the majority of Cl-using ML projects. We then applied the same
selection criteria of Python as a main programming language and Cl-usage to our Non-ML
set of projects to obtain a comparison set, which produced a smaller number of projects.
This is expected since Python is a main programming language of only 14.95% of Non-ML
Cl-using projects. Our depth corpus is composed of:

e 476 ML Travis Cl-using Python ML projects.

e 202 Non-ML Travis Cl-using Python Non-ML projects.

3.3.2 Approach

In this section, we illustrate the different steps we took to select and analyze our project set.

An overview of our approach is in Figure 3.2.

5130 ML 4031 ML @
4076 Non-ML 4076 Non-ML
Projects Projects Travis Server

I — 1
File System API

Manual Analysis Analysis
Curation GitHub Server
and ﬂ
Classification

RQ1: CI Adoption

A
AST
. 476 ML
RQ2: CI Goals |——— Analysis 202 Non-ML
Log Travis-using
RQ3: CI Problems |<——— Analysis Python projects

Figure 3.2: Overview of Research Methodology

3.3.2.1 CI Adoption Analysis

Currently, there is no standardized approach to determine if a GitHub repository is using
a CI tool. In order to determine the adoption of different CI tools within our set of ML
projects, we developed a two-pronged approach to estimate the adoption rates of the different
continuous integration tools, based on methods followed by Hilton et al. [148] and Gallaba
& Mecintosh [100]. First, we considered a list of CI tools proposed by Leite et al. [181], but
this list included only 4 tools and was developed by examining traditional software projects.
To enrich it, we selected the top 1000 ML and the top 1000 Non-ML projects in our breadth
corpus and listed their filenames which had non-source-code extensions. Then, 2 authors
attempted to match their names with the naming conventions of configuration files of CI

tools in order to identify any other CI tools in our project set. We also added support for
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tools such as ease.ml\ci, that rely on the same configuration files of other tools by introducing
their own segments, since the filename-based approach would not allow us to detect their
usage. Second, we scanned the projects’ repositories ! to determine if they had files or file
segments indicative of the usage of a specific CI tool, which we collected in the previous
step. Finally, we selected the CI tools with an adoption rate of 5% or more as measured by
our first File-system-based approach, which was GitHub Actions and Travis-CI, and then
queried their APIs and used the existence of one or more builds to establish a project’s
adoption of a specific CI tool. However, we found conflicts between the two data sources:
some projects had CI configuration files without any builds in the corresponding CI tool’s
server, or vice-versa. For example, while we found 852 ML projects with Travis files in their
repositories, only 559 of them also had builds on Travis’s server, and we found an additional
376 ML projects which had Travis builds but did not currently have a Travis configuration
file in their repository. Even more notable differences were found in the case of GitHub
actions, where 858 ML projects had configuration files for this tool, but only 477 of them
had GitHub Actions builds, and we did not find any ML projects which had GitHub Actions
builds but no configuration files. To resolve these conflicts and avoid false positives or false
negatives regarding CI adoption, we applied a triangulation-based method [48] and defined
two types of CI adoption:

Historical Adoption: A project that has builds on a specific CI tool’s server, but does not
have the CI tool’s configuration files in its current repository, is assumed to have used the
CI tool in the past.

Current Adoption: A project that has builds on a specific CI tool’s server and has the
tool’s configuration file(s) within its current repository, is assumed to be currently using the
CI tool.

script: q python 3.7 IfStatement

- - if [ "STRAVIS_OS_NAME" == "linux" ]]; thi the
if [["STRAVIS_OS | inux"1]; then if [[ "STRAVIS_OS_NAME" == "linux" ]}; then test N

make flake; - "
fi make flake; Condition(==) %
fi

[[stravis_os_name | [ finux | [ Cmd: make |[ Param: fiake |

language: python

python:
Cug g

(a) An Example .travis.yml file (b) Phase I: Top Level parsing (c) Phase Il: Embedded Script Parsing

Figure 3.3: Overview of Parsing an example .travis.yml file in AST Format

This allowed us to resolve any data conflicts and answer RQ1 regarding the popularity
of CI within ML projects. The complete list of CI tools we considered is: AppVeyor [22],
Buildbot [47], CircleCI [63], Cloud Build [67], CodeBuild [3|, GitLab CI [121], Jenkins [1],
Travis CI [2], GitHub Actions [110], VSTS [212] and ease.ml\ci [81].

Last updated on 08/13/2021
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3.3.2.2 CI Task Analysis

CI configuration files (e.g., .travis.yml) define continuous integration tasks such as build,
test, deployment, etc. Travis CI adopted a DSL that is based on YAML. However, analyzing
a Travis CI configuration file is not trivial as it can invoke system commands, external
shell scripts, Python scripts, among others, and can also include steps to integrate ML
components (e.g., data, model, etc.). To overcome these challenges, we developed the first
travis.yml AST [225] analyzer, TraVanalyzer, to parse Travis configuration files from our
Depth Corpus projects, and applied a command clustering approach to group commands to
allow for manual annotation and analysis. Details of the parser and the AST-based command
clustering approach are discussed in the subsequent paragraphs.

AST Parsing of CI Configuration File:

Since Travis CI configuration files are written in a domain-specific language (DSL)
language extended from YAML, we chose to extend the Java-based YAML parser
DocConverter [24]| to extract top-level entities of the configuration file. Figure 3.3 shows
such an example where, in Phase I, top-level configurations are parsed in an AST format.
However, based on Travis CI Documentation [58|, install, script, before_install,
before_script, after_script, after_success, after_failure job phases can invoke
external system commands and bash syntax that includes if-else conditions, looping, variable
usage, etc. Figure 3.3 Phase I shows an example of that with a script-block that contains
an embedded bash script that uses an if-condition to invoke the make flake command. We
developed a Bash script parser that can parse and extract such embedded scripts, and gen-
erate their ASTs. Since Bash scripts support variable assignment and usages, we applied a
data-flow analysis [94] on the extracted AST to analyze its condition checks. However, in
many cases, the scripts use system environment variables such as TRAVIS_0S_NAME for if-else
conditions. Since system variables cannot be determined by just analyzing the embedded
scripts, we considered these conditions as always true. After generating the AST for the
embedded script, we extended the Phase I AST to generate the Phase II AST with Bash
annotations. We used the Phase II AST as depicted in Figure 3.3(c) for the CI task analysis
of ML projects. On a programmatic level, DocConverter allows us to ingest the file into an
object, which we then convert to a Tree object, as represented in Phase I. We then apply
the embedded script parsing to generate the object represented in Phase II.

Command Clustering and Task Analysis:

With the ASTs generated for the Travis CI configuration file, we can analyze the different
stages and properties described in it, such as the language and OS. However, the purpose
of external tools and commands invoked is difficult to determine. To solve this problem,

we extracted the commands from the Travis AST objects, generated from the .travis.yml
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files belonging to the ML and Non-ML projects within our depth corpus, and applied AST-
clustering based on the commands’ names. We chose to omit the commands’ parameters
as they are often project-specific. In total, we extracted 258 distinct commands and/or
tools, corresponding each to one cluster. Two of the authors then manually reviewed the
tools and commands documentations’ to categorize them into build, test, code analysis, and
deployment tools. This categorization is used in order to answer RQ2 regarding the CI tasks

of our Depth Corpus projects.

3.3.2.3 CI Problem Frequency and Taxonomy Study

Continuous integration workflows may experience failures or errors due to a variety of reasons.
To determine the build breakage? and success rates of the projects in our Depth Corpus, we
used the Travis CI API via PyTravisCI [254] to obtain information about their respective
builds and jobs, as well as the logs pertaining to their failed and errored jobs. Within this
analysis, we opted to use the CI information of each project within one year of a project’s
most recent build®. We opted for this moving window of dates in order to consider only the
most recent builds of each project, and we chose this relatively large window to minimize
the chance of excluding information from less active projects. We found a total of 79868
builds of our ML projects and 7519 builds of our Non-ML projects using this moving-window
criterion. The higher total number of builds for ML projects can be explained by the inclusion
of projects such RasaHQ/rasa_core and Cloud-CV/EvalAl with builds as high as 4715 and
1680 in the selected window, while the highest number of builds for a single project was 733
for Non-ML projects within numenta/nupic. We then applied the filtering process proposed
by Gallaba et al. [99] to avoid including duplicate builds in our analysis, which resulted in
the removal of 6157 passed, 2144 failing, and 1163 errored builds of ML projects, as well as
the removal of 694 passed, 708 failing, 357 errored builds of Non-ML projects. Finally, we
generated the average percentages of successful, failed, errored, and canceled builds for each
project, considering only their filtered builds.

Examination of existing taxonomies:

When it comes to classifying the issues causing a job failure or a job error, a number of
taxonomies exist: Beller et al. [33] classify build failures into two categories depending on
whether or not a build failed because of a test, but this has limited usage since it does not
clarify the reasons behind a build failure when tests are not the cause. Durieux et al. [7§]
analyzed build failures to extract the issue causing a job failure. But some of their issue

categories were overly specific, such as the "Gem file not found" category that does not

2a broken build refers to a failed or errored build in the context of CI
3before August 13th, 2021
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generalize to projects not using Ruby, and some of them lacked detail, such as the "Travis
Limitation" category which can be a log file length restriction, a timeout, or another Travis-
related limitation. Rausch et al.’s work [261] classifies failures into a variety of categories
related to Java projects but doesn’t generalize to other languages or projects other than
those studied. For example, their "androidsdk" category would only occur in projects using
the Android SDK. Finally, none of these aforementioned taxonomies focus on ML projects,
as they were developed for traditional software. When testing the preexisting log analyzers
associated with the aforementioned taxonomies, we found none of them reached a satisfactory
saturation rate, which in our context is the percentage of failure logs within which a failure
type was detected. For example. Travis Listener’s Log Parser 78] failed to detect the failure
type within 71% of 7655 randomly selected job failure logs pertaining to projects from our
Depth Corpus, and Rausch et al.’s [261] classifier would not work since it is intended for Java
projects, while the projects we are analyzing are Python-based. Overall, we found these
existing taxonomies either have a very broad categorization that lacks detail, or a narrow
categorization that does not directly relate to the failure and error classifications of the Travis
CI builds that we specified. Furthermore, none of these taxonomies or their associated tools
were designed for Python-based ML projects, and we found them inadequate for the job logs
we aimed to analyze.

Creation of a new taxonomy:

In order to resolve the aforementioned problems and answer RQ3 regarding the underlying
reasons behind job failures and job errors, we created a new taxonomy and its associated log
analyzer. We used open coding [173] to build our taxonomy of failures and errors and their
associated log analyzer composed of regexes and scripts. During this step, we considered the
following builds, selected via the filtration process described earlier: 1262 failed builds and
1144 errored builds belonging to Non-ML projects, and 19621 failed build and 7014 errored
builds belonging to ML projects. Then, we attempted to obtain the logs pertaining to job
failures connected to these broken builds, and succeeded at downloading 35965 and 7153 job
failure logs of ML and Non-ML projects respectively. In the following step, we randomly
selected our first set of 100 failure log files, which belonged to 71 different projects?, from the
set of all the failure logs. Then, we manually analyzed them to extract regular expressions
belonging to different failure types, each of which is associated with one CI task. Fourth,
we wrote a log analysis script that uses these regexes for classifying failures within their
respective sub-types. Finally, we tested our log analyzer on the remaining set of failure logs

to estimate our saturation rate. The rate was lower than 90% for both ML and Non-ML

“no uniqueness criterionwas applied regarding projects or their categories during the process of log-

selection as to not influence the randomness of the process
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projects, so we repeated the previously-described process on a second set of 100 randomly-
selected failure log files from 33 different projects to enrich our initial set of regexes. This
allowed us to reach a saturation rate of 91.59% and 91.15% on ML and Non-ML job failure
logs, respectively. In total, we used 2 sets each containing 100 log files to construct our
failure taxonomy. For the error taxonomy, we repeated this same process by analyzing 2
sets of 100 error log files from 90 different projects, randomly selected from 18857 error logs,
14121 of which belonged to ML projects and 4736 of which belonged to Non-ML projects.
This allowed us to reach a saturation rate of 95.05% and 96.16% on ML and Non-ML on job
error logs, respectively.

This process has proven complex and time-consuming due to the variety of tools being
used across Python projects, and their different logging conventions. For example, a test
failure may be reported in different ways across different projects all using the same Pytest
framework. It may be a line showing a test summary such as === 2 failed, 91 passed
===, or instead, listing each failed test e.g: FAIL Testl, FAIL Test2, or a combination
of both outputs or others. This output variability is also noted within other tools and other
processes, such as linting and code coverage. To resolve these problems, our log analyzer had
to rely on a high number of regexes to identify a large amount of different output-patterns,
it relies on 110 regexes to analyze job failure logs, and 33 regexes to analyze job error logs.
These regexes correspond to popular python tools that are used by both the ML and Non-
ML projects we studied, making it possible to reuse the log analyzer for other Python-based
Cl-using software projects.

To better organize the different types of failures we identified via our log analyzer, we
constructed our job failure taxonomy via the following process: 2 authors followed the card
sorting [92] method of grouping similar failures and errors as identified by the regexes into
multiple main and subgroups. Then, in the case of job failures, this hierarchy was simplified
by merging most similar sub-groups leaving only the ML-specific failure types at the 3rd
level of the taxonomy tree, to help increase the ease of understanding and generalization
of this taxonomy, after which 6 main and 18 subgroups remained. We constructed the
error taxonomy using the same method, but we chose to only leave 4 main categories as
they contained less internal variability within them in comparison to those of the failure

taxonomy.

3.4 Evaluation of Analysis Tools

Evaluation of TraVanalyzer: To evaluate TraVanalyzer’s AST generation, 2 authors

manually evaluated 100 ASTs generated from 100 randomly selected .travis.yml files belong-
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ing to projects from our Depth Corpus, and found that the files were parsed correctly. This
confirms the robustness of our tool regarding the generation of accurate ASTs. Regarding
TraVanalyzer’s efficacy in correctly allowing us to determine the CI usage goals, 3 of the
co-authors manually inspected Travis CI configuration files separately to categorize different
tasks executed by the CI. Fleiss’s kappa coefficient [93| was used to find inter-annotator
agreement prior to discussion, and was on average (.78 across the different categories, in-
dicating substantial agreement. The disagreements of analysis were resolved by discussion.
After evaluating the performance of TraVanalyzer on the manually labeled data, we found
an average Precision, Recall, and Fl-score of 98.44%, 95.45%, and 96.92%, respectively, for
identifying the different build, test, code analyzer, and deployment tasks configured within
the CI configurations file(s). These results confirm the correctness of the proposed tool for
our purposes.

Evaluation of the Log analyzer: We tested our CI Log analyzer on a set of randomly
selected logs. Two authors manually labeled 100 errored job logs and 100 failed job logs,
belonging to jobs from our Depth Corpus. These logs were not used to construct the log
analyzer. Fleiss’s kappa coefficient [93] was on average 0.73 across the 4 Job Error types,
and 0.78 across the six main Job Failure types, indicating substantial agreement, and any
disagreements were then resolved by discussion. Our log analyzer achieved an average Pre-
cision of 95.42%, average Recall of 92.84%, and F-1 score of 94.11% across the main Job
Failure types. It also achieved an average Precision of 99.1%, an average Recall of 96.4%,

and an F-1 score of 97.73 % across the Job Error types.

3.5 Results

3.5.1 CI Adoption rates

Research Question 1: What is the adoption rate of CI among ML projects?

To determine the prevalence of CI within ML projects, we used the triangulation-based
method detailed in Section 3.3.2.1, and applied it to our Breadth Corpus. This allowed
us to estimate the adoption rates of the CI tools outlined in Section 3.3.2.1. The first step of
our triangulation process was the File-System (FS) based process. Overall, the CI adoption
rate through this method is estimated at 37.22% for all ML projects, and the CI adoption
for Non-ML projects is estimated at 45.12%. Focusing on individual tools, the top 3 tools
adopted by ML projects were Travis CI at 21.14%, GitHub Actions at 21.29%, and Circle CI
as a distant third at 3.28%. For Non-ML projects, the top 3 tools adopted by ML projects
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Figure 3.4: CI Tools Adoption rates (Excluding CI Tools with less than 5% adoption)

were Travis CI at 33.98%, GitHub Actions at 13.62%, and AppVeyor as a distant third at
3.04%.

However, when applying the triangulation-based method, via querying the APIs of the
top 2 tools per the FS-based method for both categories of projects, Travis CI and GitHub
Actions, and then consolidating them with the FS-based findings, we found that there is a
mismatch between the two data sources. Details about this mismatch and the definitions
of Historical Adoption and Current Adoption we chose to resolve it are in Section 3.3.2.1.
The current and historical adoption rates, illustrated within Figure 3.4, reflect that the
popularity of Travis CI for open-source software [148] is also evident in ML projects and our
comparison set of Non-ML projects, with GitHub Actions being a close contender in terms
of current adoption for ML projects. This is surprising given the age of GitHub Actions,
as support for CI was only added to it in public beta in August 2019 [110]. Overall the
adoption of CI by ML projects is between 24.46% per the triangulation-based approach,
and 37.22%, per the FS-based approach, which trail behind those of our comparison set of
Non-ML projects, estimated at 38.84% per the triangulation-based approach, and 45.12%
per the FS-based approach. The adoption rates of ML projects are also less than those of
Open source projects in general, which is estimated at 40.27% by Hilton et al. [148] and
more recently between 45% and 68% by Digital Ocean [73|, which are consistent with our
findings regarding CI adoption by our Non-ML comparison set.

3.5.2 CI Task Analysis

Research Question 2: What tasks does CI perform for ML projects?

We applied TraVanalyzer on the subset of projects from our Depth Corpus with the
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current adoption of Travis: 378 ML projects and 164 Non-ML projects in order to categorize
the CI tasks of ML projects and compare them with those of Non-ML projects. We clas-
sified the tasks into four categories: build, test, code analysis, and deployment. The build
category includes both build environment preparation and build configuration and execution
commands. All the ML projects we analyzed include configuration and commands related
to build environment preparation and execution in their Travis configuration files. However,
only 83.33% of all of the ML projects we analyzed adopted testing in their CI process, and
surprisingly, only 65.85% of Non-ML projects adopted testing, even though recommended
testing practices are well established for these projects [252]. For code analysis, which in-
cludes static analysis, linting, and code coverage tools, overall adoption is lower than build
and test adoption. Another surprising result is that while 52.65% of ML projects adopted
code analysis in their CI workflow, only 25.61% of Non-ML projects adopted it. Concerning
deployment, its overall adoption rate is only 24.6% by ML projects, even though automatic
deployment is considered a key component of their workflows [226]. Meanwhile, only 14.02%
of Non-ML projects adopted automatic deployment. In addition, as will be illustrated within
the rest of this section, along with the higher adoption of the different functions of CI by
ML projects, there is a higher diversity of tools being used by these projects to achieve those
goals in comparison to Non-ML projects. Comparing these results to those found by Durieux
et al. [77] when analysing Travis jobs of open source software in-general, building and testing
are also the most common concerns of CI within OSS.

Build Tasks: Travis CI allows the definition of build environment in its configuration.
For example, language : python prepares an environment for Python-based projects. Other
properties can be set, such as the Python version, OS, etc. With TraVanalyzer, we extracted

build configuration features. The 10 most frequently-used Tavis CI configurations for ML
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projects are: language, python, dist, sudo, env, cache, include, os, and apt. These are also the
most popular keywords for Non-ML build configuration. Developers can also prepare their
build environments by using bash commands to download dependencies, set environment
variables, etc. Based on our approach detailed in Section 3.3.2.2, the 10 most frequently
used external commands for preparing ML projects’ build steps are: pip, export, wget, apt-get,
setup.py, conda, hash, cd, make, and curl. The top 10 commands used for Non-ML projects
are similar, but instead of hash and curl we find the git and npm commands.

Test Tasks: Testing confirms the correctness of the code before its integration. Since
Travis CI does not provide built-in test configuration, test cases are generally executed
by external tools and scripts invoked from the Travis CI configuration file. Based on our
analysis, pytest, activate, external shell scripts, external Python scripts, nosetests, py.test,
coverage, tox, unittest and, green are the 10 most frequently used tools and scripts used
for ML projects’ testing. Most projects invoke python unit test frameworks directly, but
some projects invoke external scripts to execute their tests. No usage of ML-specific testing
frameworks was noted. The same list was found for Non-ML projects, substituting green
with the make_test command.

Code Analysis Tasks: Some ML projects use code analyzers for code quality and
code style checking. These analyzers are generally configured through the Travis CI con-
figuration file to ensure continuous code quality checking. coveralls, codecov, flakes8,
coverage, pylint, bandit, mypy, autopep8, python-codacy-coverage, and black are the 10 most
frequently used code analysis tools and commands. Most of these are code coverage
analyzers, but some are used for code style checking and other types of static analy-
sis, such as bandit, a tool for checking security vulnerabilities of Python code. The
first 5 tools were also among the most frequent Non-ML tools for code analysis, how-
ever,ninja,pep8,pyflakes,codeclimate-test-reporter,luacheck were the other 5 most-frequently-
used coverage tools.

Deployment Tasks: Most CI services including Travis CI provide built-in support for
deployment automation. Developers can also invoke external tools such as Docker [74] to
automate deployment. Based on our analysis, provider:pypi, docker, provider:pages [59],
provider:script, external shell Script,provider:releases [59], twine,
provider: pages:git, doctr, and provider:aws make up the top 10 providers and tools used
for deployment. Meanwhile, the only deployment tool we found was beind used by Non-ML

projects was docker

3.5.3 CI Problem Frequency and Taxonomy
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Research Question 3: How often and Why do CI builds break in ML projects?
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Figure 3.6: Build status average percentages

Figure 3.6 shows the average percentages of the different types of build-outcomes per
project within our Depth Corpus of projects. While ML projects seem to have a higher
average rate of passing builds in comparison to Non-ML projects, it’s important to also note
the higher internal variability in terms of build-outcomes shown by the Non-ML projects
within our Depth Corpus, when comparing their quartiles to those of ML projects. The
results for Non-ML comparison set are surprising, especially when comparing our findings to
Beller et al.’s [33] findings regarding open-source software, where an average of 82.4% of the
builds for Java projects and an average of 72.7% of the builds for Ruby projects are passed,
but it’s important to note that our comparison set is composed of Python-based projects.
Delving deeper into the different factors behind build breakage, we chose to analyze the logs
corresponding to the failed jobs and errored jobs which compose the non-duplicate broken
builds of the projects within our Depth Corpus, that we identified using the process detailed
in Section 3.3.2.3. Gallaba et al. [99] showed that logs from Travis CI are an imperfect
source of information since they can be incomplete, malformed, or not present within the
Travis CI server. Indeed, we encountered problems obtaining the failure logs corresponding
to the failed jobs we specified. For ML projects, this totaled 45590 jobs, 13.87% out of
which were either empty or not found on Travis CI’s server. From the 35965 obtained job
failure logs, we achieved a 91.59% saturation rate of detecting at least one job failure type.

For Non-ML projects, we succeeded at obtaining 7153 logs pertaining to the job failures
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we identified, on which we obtained a saturation rate of 91.15%, and only 11 logs were
unobtainable. Moving on to error logs, We also attempted to download 15748 of the errored
jobs selected from the jobs of ML projects. 10.33% of them were empty or not found on the
Travis server. We achieved a 95.05% saturation rate of detecting the error type of the 14121
job error logs we obtained. For Non-ML projects, we attempted to download 4737 error logs
only 1 of which were empty or not found, and we achieved a saturation rate of 96.16% on
classifying the error types.

Description of Error Taxonomy: Moving on to the results we obtained, specifically
the error taxonomy, the categories of the job errors which we determined are:

Script Error: in 306 jobs of ML projects and 0 jobs of Non-ML projects, constituting
respectively 2.17% and 0%. They contain one or more errors within the shell script being
executed. For example, an error occurs during copying or deleting a specific item or trying
to execute a command that’s not available.

Dependency Install problem: in 9989 jobs of ML projects and 3369 jobs of Non-ML
projects, constituting respectively 70.74% and 73.96%. They contain problems directly re-
lated to the installation of dependencies. For example, if the package manager does not find
a package, or there’s a problem cloning a git repository required by the project.

Travis CI Error: in 2728 jobs of ML projects and 1157 jobs of Non-ML projects, consti-
tuting respectively 19.32% and 25.40%. They contain errors specific to the CI environment.
In the case of Travis CI, logs exceeding the maximum size are an example of such errors.
Install phase misuse: in 2732 jobs of ML projects and 864 jobs of Non-ML projects,
constituting respectively 19.35% and 18.97%. They contain the usage of the install phases for
purposes other than installing dependencies. For example, running Testing, Code analysis,
Deployment, or other processes within this phase.

Interpretation of Error Taxonomy results: It is evident that Dependency Install
problems are the most common type of problems within the install phase, since they are
detected within 70.74% and 73.96% of ML and Non-ML job errors. In fact, all the job error
categories we identified, except for the install phase misuse category, are linked directly or
indirectly to issues that can occur during dependency installation. This is unsurprising as
the main goal of the install phase of a Travis job is to install the dependencies needed in
order to run the configured scripts for the script phase correctly. It’s important to note
that an errored job can be linked to one or more of the issues within the taxonomy, hence
a job can belong to one or more error categories. The frequency of job errors confirms that
some of the approaches that developers use to install their dependencies, such as cloning
from git or installing a specific version from package managers, are not 100% reliable. A

git repository may change location or be removed, and a specific version of a tool may be
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removed from the package manager. Similar to Durieux et al.’s work [78] on traditional
software, we found git cloning for dependency installation is a problem-causing practice,
with 1065 jobs linked to ML projects failing due to a git-related error. While CI Tool errors
may be due to limitations with Travis itself, the Install phase misuse being present in 19.35%
of ML errored jobs and 18.97% of Non-ML errored jobs is concerning, as it possibly indicates
a disregard of developers for Travis conventions, which can make diagnosing and resolving
subsequent issues harder. These findings are similar to those of Gallaba et al.[100] concerning
the prevalence of misuse of Travis files in open-source software.

Overall, the different job error categories occur with similar percentages in our ML set of
projects as well as our Non-ML comparison set. It’s important to note however that script
errors as well as install phase misuses are present within a larger percentage of ML job errors
than Non-ML ones, but Non-ML job errors are more likely to be related to Dependency
Install problems and Travis CI related errors than ML job errors. Our findings align with
those of Pinto et al. [248| concerning CI build breakages for traditional OSS. Indeed, they
also found that issues related to dependency management were common reasons behind build
errors. Furthermore, other works such as those of Sulir & Porubén [305], Tufano et al. [315]
and Seo at al. [291] who respectively estimated that dependency-related issues accounted for
39% , 58% , and 65% of OSS build breakages.
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Figure 3.7: Job Fail Taxonomy. We show the count of Failed ML and Non-ML jobs of each
sub-type in each block, along with the relative percentage of failed jobs of each sub-type in
relation to its direct super-type

Description of Failure Taxonomy: Following the install phase, the script phase
which involves multiple CI processes is executed. A failed job may belong to 1 or more of
the main categories or sub-categories. The main types of failures are:

Script Failure: This failure is the result of an error during the execution of the shell script
or the python script as it attempts to execute tasks related to preparing the environment

for CI processes and execute each one of them. This failure’s sub-types are:

o Dependency Install Problems: this type of failure is encountered when Travis encounters

a problem while trying to acquire and install a certain dependency. This is a sign of misuse of
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the script phase, as the best practices recommend that all dependencies be installed during
the install phase of a Travis job [100].

= Resource Not Found: If the script tries to access a module, file, or program during its
execution (outside of the other CI processes) and is unable to find it, this type of error

occurs.

= Other Commands Failure: A general command failure resulting in the failure of the
execution of a command, which in turn may stop the execution of the entire script or the

execution of a specific CI task.

Test Failure: One or more tests ran correctly, but identified problems within the functional
code being tested. The functional code needs to be modified to resolve this problem. Its

sub-types are:

D Assertion Exception: An exception occurs when an assertion fails within a test execution.
This exception occurs when the code fails to establish the functional requirements specified
by the developer and is indicative of good test-writing practices being followed. A sub-type
of this exception is the ML-specific Assertion, which indicates that an exception specific
to the context of ML projects has occurred, such as the following example where the model
prediction result does not meet the accuracy threshold.

@Example@: FAIL: test_recalculate user (tests.als_ test.ALSTest)
AssertionError: 1.0 != 0.0 within 0.0001 delta

= Other Exception: This type of exception occurs when an exception unforeseen by the test
occurs. It indicates that the test did not account for this specific type of failure, and thus is

not following the best practices of test-writing [252].

Test Error: One or more tests did not run correctly, due to problems within the test build
up or tear down, or other processes related to preparing the environment to execute a test.

Its sub-types are:

= Error During Test Collection: This indicates an error occurred while the testing frame-
work was attempting to collect the tests across the different test-script files. This is usually
due to an error in the tests which prevents them from being loaded into Pytest, such as

missing modules or indentation errors within the test files.

= Test Fizture Error: An error that occurs during the execution of a pre-test or a post-test
method, also known as fixtures, due to a programmatic problem during the execution of these

methods such as a resource not being found. An ML-specific sub-type of this exception is
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the CUDA Problems, which indicates an exception related to the CUDA ML framework,
and the other one is ML Module Not found, which specifies that the test fixture was

unable to import a module generally associated with ML projects such as Tensorflow.
QExampleQ:

Could not load dynamic library 'libcuda.so .1'; dlerror: libcuda.so.l: cannot open shared object file: No

such file or directory

= Test Environment Problem: This indicates a problem linked to the testing environment
was found by the testing framework. For example, it occurs when certain environment
variables or dependencies that were expected by the testing framework were not found, or

the testing framework was unable to find or create the testing environment.

QExample@Q:
$tox

ERROR: unknown environment 'vulture'

Code Analysis Error: A failure during the process of Code Analysis or caused by its
result. For example, if an unexpected exception occurs during the code coverage phase, or

if severe code formatting issues are reported, this type of error occurs. Its sub-types are:

= Code Coverage: This type of failure occurs when the testing coverage does not meet the

minimum criteria set by the developer.

QExample@:
FAIL Required test coverage of 100% not reached

= Linting: This type of failure occurs when the coding practices of the software do not

conform with the conventions set by the developer.

= Other Code Analysis Fail: this occurs when an exception is thrown during a code analysis
process. In general, it’s due to an unexpected exception during the process of Code Coverage

or Linting.

Deployment Error: This error occurs when a problem is encountered when the CI process
attempts to deploy artifacts to a certain destination, for example, due to connection or
authentication issues. The reason behind the low number of deployment-related job failures
is the fact that the failure of the deployment phase built into Travis does not affect the
build outcome status. Hence even if a deployment fails, if the job has not encountered any
problems beforehand, it will still be considered passed.

Travis Failure: This error occurs due to problems related to the CI tool being used within
a project. For instance, in the context of Travis, this could be a security error related
to certificates within the Travis container, the container running out of memory, etc. Its

sub-types are:
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= Security Error: This error occurs when the Travis instance faces a problem related to

the verification of the signatures of certain resources, such as a package manager.

= Qut of Memory Error: This error occurs when the Travis CI instance runs out of memory

and can no longer load needed resources into its memory.

= Incomplete Log: This type of error occurs when the Travis Log is unexpectedly incomplete
(for example, stopping in the middle of an output line). This is due to a known issue with
Travis CI [108].

Interpretation of Failure Taxonomy results: While a job may fail for multiple
reasons, it’s clear that most of the job failures of ML projects are linked to testing. Focusing
on test failures, 4817 jobs of ML projects, 25.4% of the reported failures, were a result of an
assertion exception, thus 74.6% of the reported test failures did not follow the best practices
of testing for the Python language [252]. Furthermore, only 26.4% of the test failures of ML
projects which followed these practices were ML-specific, such as failing to meet accuracy
criteria, indicating that the majority of the tests performed were not necessarily ML-specific.
Regarding test errors, the second most common failure reason, 88.5% of them were due to
programmatic problems related to test collection or test fixtures, which are problems linked to
the coding of the tests themselves and to their frameworks’ configuration. Comparing these
results with those of Non-ML projects, it’s clear that ML projects have different frequencies
of job failure types. One surprising results is that ML projects are better at following
testing practices than Non-ML projects, since only 7.2% of the latter’s failures followed
the recommended practices, especially considering their relative novelty [129]. Focusing on
build failures in OSS in general, Pinto et al. [248] found similar build failure reasons as we
did, ranging from inadequate testing to missing edge cases, when analyzing build breakages
within OSS via interviews. Vassallo’s work [322] illustrates a similar picture for both open
source and Industrial Java software in the context of build failures. Beller et al.’s work [33]
illustrated that most build failures are due to failed tests, where 70.89% of Java build failures
and 67.13% of Ruby build failures were due to failed Tests. In comparison, 48.3% ML build
failures were due to Test failures. The similarities between OSS job failures, our comparison
set of Non-ML job failures, and ML build failures confirm that the same problems that affect
CIin OSS also affect CI in ML projects, with some variance in frequency. For example, static
analysis failures were present in 17.9% of ML projects, but only affected 4.2% of builds of
OSS in Vasallo’s results [322], and 2.1% of the job failures of our Non-ML set.

None of the test failures or test errors we detected through our semi-automatic log analysis
or the manual methods we used in constructing it revealed the usage of ML-specific testing

frameworks or tools, even though a few of these tools have been introduced, such as that by
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Karlas et al. [170], or Amazon [292], or the usage of recommended practices [170], such as
changing the test set with different builds to avoid the overfitting of models. This indicates
that even though ML-specific tools and practices were introduced to the software engineering

process, their adoption is still lagging.

3.6 Implications

For Researchers. First, while CI in ML projects has not received much attention from the
research community, it’s adopted by up to 37.22% of ML projects, showcasing its importance
as a subject of study. We provide researchers with a set of Cl-using ML projects, in order to
guide their work in developing and adjusting CI servers and tools for ML projects. Second,
Travis CI is the best source of information regarding CI practices of ML projects, and based
on our study, there is no evidence of the widespread adoption of CI platforms specifically
designed for ML projects. Thus, TraVanalyzer is a great tool to further investigate CI
practices in ML projects and can be easily extended to support other types of Travis-using
projects, especially since we were able to successfully use it in our set of Non-ML projects.
Third, we found some of the most frequent CI problems of ML projects were related to test
failures, test errors, and code analysis failures. Our Failure taxonomy and corresponding
log analyzer can help with the automatic detection and debugging of these problems and
guide the development of Travis CI configuration repair tools. For ML Developers. While
adopting a CI tool is a step in the right direction, simply building the software with it
is insufficient. Testing is a basic tenant of Continuous integration [96], and code analysis
procedures, especially code coverage, are highly recommended. ML projects’ developers
should invest in implementing these processes in their CI workflows and adapting them to
the context of ML projects and that of their project. For example, during our manual
log-analysis step for the construction of our CI Log analyzer, we found that some projects
are executing their tests on the same test set in every build, increasing their risk of ML
model over-fitting. To avoid this problem, ML projects are recommended to vary their test
sets frequently [170]. Another example is that some ML projects had job failures due to
a restrictive 100% code coverage requirement, which can be harder to achieve as the code-
base grows. Relaxing this requirement or monitoring CI status frequently can help minimize

unnecessary disruptions.
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3.7 Related Work

Hilton et al.’s work [148] contains one of the most exhaustive CI adoption estimates for
open-source projects on GitHub, as it considered a larger amount of open-source CI tools
and projects than many other works examining this issue [132, 33, 317]. When it comes to
CI goals, Durieux et al.’s [77] work is a good indicator of the tasks CI in OSS performs,
It classified the tasks being performed by Travis CI into categories ranging from testing
to communication. Moving on to CI problems, Gallaba & McIntosh [100] did an excellent
job at analyzing a set of .travis.yml files, extracting configuration anti-patterns from them
Focusing more on Travis in action, Beller et al.’s [33] work analyzes Travis CI jobs with
problems resultant from testing and presents important information about their frequency
per language. Focusing also on the testing aspect of CI, Karlas et al. [170] outline a few
problems concerning CI tool-support for ML projects and discuss some of the problems that
using the CI tools’ traditional testing practices may engender in regards to an ML model’s
accuracy.

What distinguishes our work from these is scope: it is one of the few that specifically
focus on CI within ML projects in practice, as well as analyzing CI in Non-ML in Python-
based projects as a baseline for contextualization. Furthermore, to estimate CI adoption
within ML projects, we apply a triangulation-based approach on more recent data, rather
than the API-only approach that Hilton et al. [148] employ, which may give false positives
in case a project is no longer using a CI service. Concerning the goals of CI, Durieux et al’s
work’s [77] granularity with its focus on jobs may be skewing the results in the direction of
the CI tasks being performed by more active projects that generate more builds, and thus
more jobs, or projects which are configured to run multiple jobs in different environments,
thus artificially increasing the count of the tasks they are trying to perform. Our work
attempts to investigate the multitude of CI problems ML projects experience in practice,

ranging from dependency installation problems to deployment errors.

3.8 Threats to Validity

The major threat to this study’s internal validity is the correctness of the classification of
the ML projects dataset. To reduce this threat, we have manually inspected the breadth
corpus to ensure that the studied projects are actual software projects, not study guides or
toy projects, and that they are in fact using ML. Moreover, the Travis CI AST-based task
analyzer and CI log analyzer developed for automatic analysis can have internal threats to

the correct analysis of the tasks, failure types, and error types. To minimize such threats,
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we also evaluated the correctness of these tools with manually labeled data as described in
Section 3.4. The major threat to the study’s external validity is that we analyzed open-source
ML projects available on GitHub and mainly focused on Python-based projects. So, the CI
adoption by ML projects findings can be different for closed-source projects and projects
developed in other programming languages. However, our findings are still significant, since
our dataset included large-scale ML projects such as tensorflow/tensor2tensor, which
was developed and open-sourced by organizations like Google Brain. We also focused on

Python, the most popular programming language of ML projects.

3.9 Conclusion

In this work, we have shown that CI has been less widely adopted among ML projects in
comparison to Non-ML projects. We also analyzed their different CI tasks, and extracted
knowledge about common problems of CI in ML projects. To the best of our knowledge, this
is the first work that has analyzed ML projects’ CI usage, practices, and issues. Furthermore,
we have also contextualized these results by comparing them with similar Non-ML projects,
and summarized useful findings for researchers and ML developers to identify possible issues

and improvement scopes for CI.
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CHAPTER 4

Empirical Analysis on CI/CD Pipeline

Evolution in Machine Learning Projects

This work is currently under submission in the Journal of Empirical Software Engineering
(EMSE).

4.1 Introduction

Continuous Integration (CI) [32] establishes an automated way to build, test,and package
software applications and encourages developers to commit code changes more frequently
[80, 150, 34]. Continuous Delivery (CD) is an extension of CI, which additionaly automates
the delivery of applications to selected environments in short cycles [157]. CI/CD pipelines
help create an automated and consistent process that helps reduce human errors, increase
productivity in teams, and accelerate release cycles [80, 150, 319]. CI/CD has become the
industry standard of modern software development [295] and has been widely adopted in
Open-Source Software (OSS) projects [150, 303| and in Machine Learning (ML) projects [277]
which have gained widespread popularity and significance in recent years [127, 256].

Machine Learning shares a lot of common ground with traditional software development,
especially with their the need for multiple development iterations to enhance their quality.
However, ML projects introduce a unique set of challenges due to their inherent complex-
ity [14, 139]. For instance, regular testing methods generally used in CI can cause model
overfitting, rendering accuracy measures unreliable for evaluating models [168]. Additionally,
ML projects encounter challenges in version control and dependency management, leading
to manual interventions during model experiments and deployments to address these is-
sues [195]. Furthermore, limited knowledge exists on software maintenance and evolution
in the context of ML systems [202|. A recent study by Zampetti et al. [351] explored how
CI/CD configurations evolve over time in open-source projects and focused mostly on the
restructuring actions occurring within these files. Other studies [126, 176, 335] on CI/CD
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focused on the goals and challenges of utilizing CI/CD in traditional software systems. To
the best of our knowledge, understanding the nuances of this co-evolution in ML projects
between source code and CI/CD configuration file changes remains uncharted territory. This
research gap makes it challenging to discern the necessary adjustments in CI/CD configura-
tions to effectively accommodate the changes in ML systems.

Building upon this context, this paper presents an in-depth analysis of the evolution of
CI/CD configurations in ML projects. By examining the intricate relationships between
changes in ML source files and corresponding adjustments in CI/CD configurations, analyz-
ing the patterns of change, and evaluating developers’ expertise, this study aims to unravel
the complexities of sustaining and maintaining CI/CD setups for evolving ML models. We
collected 578 open-source Python-based ML-enabled projects on GitHub having Travis CI
or GitHub Actions as their CI/CD infrastructure. We opted for these filtering criteria since
Python is the most popular language for ML-enabled projects, and Travis and GitHub Ac-
tions are their most popular CI tools [277]. We extracted 38,982 commits from these projects
modifying the different CI configuration files for Travis CI and GitHub Actions. We filtered
those commits to include only ones modifying both ML source files and CI/CD configura-
tions and then we applied random sampling to obtain 701 commits which will be used for
manual analysis. Through this work, we answer the following research questions:

e RQ1: How do CI/CD pipelines evolve in ML projects? We observe that changes to the
Build Policy in ML CI/CD configurations occur in a sizeable chunk of the commits, mostly
due to updates in the the installation policy. We found that Performance ajd Maintainabil-
ity are not major concerns when it comes to updating CI/CD configurations, which may
lead to technical debt and prolonged builds.

e RQ2: How do CI/CD pipelines co-evolve with ML code? We devise a taxonomy of 14
co-evolution categories and we find Testing and Dependency Management as the most
prominent categories of change whereas Deployment and Data Versioning are infrequent.

e RQ3: What are the common patterns of change occurring in CI/CD configurations? We
generated a comprehensive list of change patterns occurring in CI/CD pipelines in ML
projects. The AST analysis supports our earlier findings and shows that there are minor
adjustments related to deployment and failure handling. This is worrisome because it
means that ML developers often resort to manual interventions for debugging build failure
and for deploying models.

We identified four bad practices performed by ML developers: adding dependencies directly
to the CI Configurations file for Travis CI and GHA, not using the automatic discovery
feature of testing frameworks in both CI tools,using deprecated Travis CI settings, and

relying on a generic build language configuration in Travis CI.
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e RQ4: How skilled are the developers changing CI/CD configurations in ML projects? Our
analysis revealed a robust and statistically significant positive association between devel-
opers’ project knowledge and expertise, and their involvement in modifying CI/CD con-
figurations. This indicated that the more active and knowledgeable developers are more
inclined to modify CI/CD configurations.

In summary, our study makes the following contributions:

e The first quantitative and qualitative study of CI/CD configuration evolution in open-
source ML projects.

e A taxonomy of 14 categories of co-changes between CI/CD configurations and ML source
code.

e A list of common change patterns in CI/CD configurations in ML projects that can be
used to mitigate challenges associated with ML CI evolution.

Furthermore, our code scripts and empirical dataset are publicly available for future
research [17].

The remainder of this paper is organized as follows: Section 4.2 discusses the background
of the project, and Section 4.3 outlines the research methodology employed in our empir-
ical study. Section 4.4 provides a detailed analysis addressing the four research questions.
Potential threats to the validity of our study are mentioned in Section 4.5. The research
implications are discussed in Section 4.7. Finally, Section 4.6 delves into related works to

our study, while Section 4.8 concludes this study.

4.2 Background

CI/CD pipelines have been used by different types of projects and have been adopted by a fair
amount of ML projects [277, 278|. In recent years, some CI/CD tools designed explicitly for
ML projects have emerged, including KubeFlow [178]|, Amazon Sagemaker [12], and Azure
ML [213|. However, these ML-specific tools can not be used alone and typically complement
traditional CI/CD tools for managing the codebase of MI-enabled projects. Despite the
differences between traditional software development and ML projects, some CI/CD tools
designed for the former, like Travis CI [61], amd GitHub Actions [120] remain the most
popular in both domains.

Travis CI [61] is one of the largest and most popular CI/CD services [351]. It supports
a variety of programming languages and provides a cloud-based infrastructure, relieving
developers of the burden of maintaining their own environments. GitHub Actions [120]
is another popular CI/CD service that automates workflows for GitHub repositories. It

is integrated with GitHub, allowing developers to define CI/CD workflows directly in the
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repository. GitHub Actions also supports a wide range of programming languages. What
differentiates GitHub Actions from Travis CI provides a variety of pre-built actions that can
be used to automate common tasks. Both GitHub Actions and Travis CI can automatically
detect changes to the repository on version control systems like GitHub and triggers a build
based on predefined events. The build process is configured by the .travis.yml file, which
resides in the root of the project repository. GitHub Actions, on the other hand, uses a
similar configuration files under the folder .github/workflows to define the workflow.

The .travis.yml file defines the build process through a series of sequential stages. Each
stage is composed of multiple sequential phases, each phase contains multiple jobs running
in parallel and executing different in a virtual environment. The build environment can be
configured through the os keyword, which sets the Operating System of a job’s container,
and the language keyword, which installs the tools and dependencies of a specific program-
ming language. This configuration can be used multiple times and with different values to
configure various environments for jobs, each executing the same sub-script in its designated
environment.

The job executes a series of phases which are shown in Figure 4.1. The typical phases
include an install phase for dependency installation, a script phase for running tests, an
after_success phase to handle post-test actions such as coverage reporting, and a deploy

phase for project deployment.

before_install before_script ] *[before_deploy]

v v
install [ script ] [ deploy ] after_script ]
Vv

after_success[ after_failure ] [ after_deploy ]

Figure 4.1: Travis CI job Lifecycle.

GitHub Actions relies on multiple ymlis files to define the workflow. Each file contains
a series of jobs that run in parallel or sequentially. Each job can have multiple sequential
steps, which are the individual tasks that run in the job’s environment. These steps can
rely on commands or actions, where the latter are reusable units of code that can be shared
across workflows. Actions can be used to automate common tasks like building, testing, and
deploying code.

GitHub workflow can be triggered by various events, such as push, pull request, or issue
creation. The workflow can also be scheduled to run at specific times or triggered by external

events like a new commit or pull request. In comparison to Travis CI, GitHub Actions
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workflow rely on a more modular and flexible structure, allowing developers to define complex
workflows with custom life cycles. By default, jobs run in parallel. However, they can be
configured to run sequentially via the needs keyword, which allows a job to depend on the
completion of another job before it can start. An example of a custom lifecycle, where the

build and test jobs run in parallel, is shown in Figure 4.2.

build - mac build - windows build - linux
\ ) '
' Needs ' Needs ' Needs
test - mac test - windows test - linux
A A A
Needs ' Needs Needs
deploy

Figure 4.2: An example of a custom GitHub Actions job Lifecycle.

4.3 Research Methodology

Figure 4.3 shows an overview of the research methodology. In this section, we begin by
describing the dataset used in this study and how we acquired it. Then we will move on to
explaining the approach by specifying the steps needed to answer each of the four research

questions.

4.3.1 Data Collection

In order to conduct our qualitative and quantitative analysis, we utilizied the ML Project
dataset proposed by Rzig et al. [278|. The dataset was curated to eliminate toy or study
projects and ensured projects were indeed using ML. The dataset contained 4031 ML projects
hosted on GitHub, one of the most popular platforms for hosting software repositories [165].
Our set is composed of 578 open-source ML projects extracted from this set based on the
following criteria. They have Python as the main programming language since it was found to
be the most popular language for ML projects [127], and use Travis CI or GitHub Actions,
which are the two most widely adopted CI/CD infrastructures in OSS projects [351] and
in ML projects [277]. From these projects, we extracted 15,634 that modify Travis CI
configuration files, which we refer to as TravisCI- -modifying commits, and 23,348 that
modify GitHub Actions configuration files, which we refer to as GitHub Actions-modifying

commits. These commits will be used for the quantitative study to answer RQ3 and RQA4.
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Evolution ) L JN Change ) Expertise

Figure 4.3: Overview of Research Approach

Then, we filtered those commits based on two criteria: At least one Python file should be in
the list of modified files and at least one of the modified source code files should have one
of these keywords related to ML in their name or path: ’data’, 'model’; ’train’, ’training’,
‘test’, 'pipeline’, 'predict’, 'correctness’, ’deploy’, 'inference’, and 'preprocess’. Prior works
in Machine Learning [40, 79] have also utilized keyword-based searching. We applied this
filter in order to obtain commits that are impacting both the pipeline and ML source code,
which represents one of the main of focuses of this study. We ended up with 3,169 Travis
Cl-modifying commits, and 4,923 GitHub Actions-modifying commits. We applied pure
random sampling with a 95% confidence level and a 5% margin of error on each sample.
We obtained 343 commits for Travis CI and 358 Commits for GitHub Actions for manual
analysis in RQ1 and RQ2.

4.3.2 Approach
4.3.2.1 CI Evolution Analysis

To understand the evolution of CI/CD pipelines, two authors manually labeled the 343 Travis
CI commits and the 357 GitHub Actions commits using Zampetti et al.’s [351] taxonomy of

restructuring actions applied in the pipeline configuration file. Both of these authors have
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extensive expertise in DevOps and Software engineering. They focused on the second level
of the taxonomy to simplify our analysis. Inter-rater agreement was measured using Cohen’s
kappa [205] at 0.72 for labeling Travis CI commits, and 0.71 for labeling GitHub Actions
commits indicating substantial agreement. A reconciliation meeting was held afterward to

resolve the differences.

4.3.2.2 Co-Evolution Analysis.

Studying the changes in the CI/CD configuration files can give us an idea of the most
frequent actions performed on it. However, the over-arching intent of these changes is not
obvious when the CI files are analyzed individually. To yield deeper insights, we analyze
code changes in both ML source files and the CI configuration files of the tool, to better
understand how CI co-evolves with other ML-related components.

Manual co-evolution labeling. Two authors individually labeled the changes happen-
ing in the sample commits in both ML source and CI files. Because there could be multiple
changes occurring in the same commit, the labeling was not limited to one category per
commit; rather, the raters were free to add as many categories as required to assess all the
changes. Not only did the authors analyze the code changes happening in files, but they
also observed the commit message and description. If any are found, Pull Request (PRs)
discussions of the commit were also analyzed. The labels were created by following a coop-
erative card-sorting procedure [302, 214]. The list of categories defined by both raters was
maintained in a shared file, ensuring consistent naming without introducing substantial bias.
Then, the two raters discussed and resolved conflicts in a consensual agreement meeting. We
calculated the Cohen’s kappa [205] score, which we found to be 0.65 for Travis CI commits,
and 0.66 for GHA commits, showing substantial agreement. In the end, we identified 14
categories of co-changes in CI/CD pipelines and ML code.

Co-evolution Change Mining. To further analyze the co-evolution between CI/CD
configuration changes and ML-related changes in RQ2, we employed Association Rule Mining
(ARM), which describes relationships between different phenomena. The rules consist of
frequent subsets and take the form of X => Y, where X represents the antecedent and Y is
the consequent. Metrics like "Support" and "Confidence" are used to measure the quality of
these rules [10]. Support(X => Y) indicates the frequency of appearance of co-occurrence of
X and Y, while Confidence(X=>Y) measures the conditional probability that Y is present

given the presence of X, indicating the reliability of the association between X and Y.

Supp(X =Y)=P(XNY) (4.1)
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P(XNY)

Conf(X=Y)= PX)

(4.2)

To generate Association Rules, we picked the Apriori algorithm [5], a widely used algo-
rithm for studying co-change and co-evolution [327, 146, 200|. Given a set of transactions,
the Apriori algorithm generates association rules satisfying user-specified minimum support
and confidence criteria. It starts by generating large itemsets appearing in a minimum pro-
portion of transactions using a minimum support threshold and then uses these itemsets to
derive association rules. In RQ2, we use ARM to assess the relationship between the cate-
gories we labeled manually for co-evolution analysis. After a process of parameter tuning,
similar to other co-evolution works [200, 323], we used a minimum support value of 0.1 and a
minimum confidence of 0.6 for the Travis CI commits. Following the same process, we used
a minimum support of 0.01 and a minimum confidence 0.2 for the GitHub Actions commits.
These values were chosen to focus on relatively frequent and potentially more significant

associations.

4.3.2.3 Change Patterns Analysis

To gain a better understanding of the the changes happening in CI/CD configuration files,
we performed a change pattern analysis. We used Abstract Syntax Trees (AST), to represent
the code to help mine the re-occurring changes. Then we cluster and match these ASTs to
generate general and valuable insight.

Abstract Syntax Tree Analysis. We were interested in studying the patterns of
changes happening in the CI/CD configurations in the context of ML projects. But first, we
needed to parse the different CI configuration files and extract the Abstract Syntax Trees
(AST) |225], that they contain. ASTs break down code into a tree-like structure, with nodes
representing different language constructs, such as functions, loops, or variables, and edges
denoting the relationships between them. To accomplish this, we used TraVanalyzer [277],
a tool designed to parse Travis CI configuration files and generate the corresponding ASTs.
Furthermore, we expanded this tool to support GitHub Actions configuration files. With it,
we parse the CI/CD configuration file in all the Cl-modifying commits and then apply AST
diffing using the state-of-the-art GumTree [86] to compute fine-grained changes. GumTree
can detect change types happening in the configuration files by comparing each node in the
AST between two diffs, allowing us to pinpoint and categorize the structural changes that
take place within the configuration files.

Command Matching and Clustering of CI changes. After generating the change

patterns from all the commits, we now needed to find a way to group them into meaningful
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clusters to analyze their different properties and stages. However, there was an abundant
use of commands and scripts within the different CI configuration files. Following Rzig et
al.’s [277| approach, we extracted the commands appearing in the file from each commit and
applied a matching process where we matched AST nodes having the same command name
and omitted the rest of the parameters in the commands since they are often project-specific
and do not add value. We performed a more refined clustering based on parent node name
similarity, which consists of a CI keyword [62, 118|, and change types to generate the final
list of change patterns. Finally, we apply a normalization procedure on the node labels to
ensure the generalizability of our results. We identified 59,948 changes in the Travis CI files
and 103,480 changes in the GitHub Actions files from the dataset of Cl-modifying commits.
Each change includes the action performed, the modified command, and the parent Travis

CI keywords where the command was performed.

4.3.2.4 Developer Expertise Analysis

Finding reliable metrics for measuring developer expertise in software development is no easy
feat, as previously reported [267, 30]. Previous studies have employed diverse approaches,
including skill vectors [72, 25|, ML techniques |20, 218], and, notably, Change History infor-
mation [204, 217, 105]. The latter encompasses metrics such as commit frequency and the
extent of modified lines of code, and has been proven effective by Anvik et al. [21]. In our
study, we aim to investigate the role of developer expertise in the context of modifying CI/CD
configurations for ML projects. We hypothesize that developers with a deeper knowledge and
prolonged involvement in the project are more inclined to modify CI/CD configurations. In
our dataset comprising 15,634 Travis CI commits, we identified 1951 developers as contribu-
tors modifying Travis CI pipeline configurations, with each developer uniquely identified by
their email addresses. Concerning the 23,348 GitHub Actions commits, we identified 1808
developers as contributors modifying GitHub Actions pipeline configurations.

To assess expertise, we calculate the percentage of Cl-modifying commits for each devel-
oper alongside the percentage of their total contributions to the projects. The objective is to
explore how experience, manifested through active and substantial contributions to a project,
influences the likelihood of developers being involved in CI/CD changes. To quantify and
statistically assess the strength of the observed relationships, we calculate the correlation
between these two measures using Spearman’s rank-order correlation [301] and Kendall’s
correlation [289]. Spearman’s correlation measures the strength and direction of the mono-
tonic relationship between two variables. Kendall’s correlation quantifies the strength and
direction of the ordinal association between two variables by comparing the number of con-

cordant and discordant pairs of data points. We used the p-value measure to assess the
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statistical significance and strength of the observed correlations.

4.4 Empirical Evaluation

4.4.1 RQ1: Evolution of CI/CD pipelines

We begin by evaluating the percentage of CI/CD pipeline changing commits in the 578 ML
projects. We find a median of 4.44% when examining projects that used Travis CI, and
4.04% when looking at projects that relied on GitHub Actions, revealing similar percentages
for both CI tools.

To further understand how CI/CD pipelines evolve over time, two authors manually
labeled the commits by adopting Zampetti et al.’s [351] taxonomy as described previously
in Section 4.3.2.1. We give a brief description of each category here, but more details are

provided in Zampetti et al’s [351] study.

Build Policy
Maintainability [EEG——

Infrastructure [—

Performance [

Security [
Dashboard/Notifications ™
Build Process Organization ™

0% 10% 20% 30% 40% 50% 60% 70% 80%
M Travis CI  ® GitHub Actions

Figure 4.4: Distribution of CI/CD change categories.

Overall, comparing the different categories between Travis CI and GHA with a paired
T-test [270], we find a p-value of 0.99, indicating a non-statistically significant difference
between the two tools, thus implying that both tools show similar change category trends
overall.

Build Policy: Actions in this category concern the build triggering strategy and dependen-
cies’ installation policy. We found many changes in this cateogry to be related to managing
the dependency installation policy. This category represents a common concern for both
Travis CI and GitHub Actions modifications, where it affected 61.8% and 75.91% of com-
mits, respectively. It’s clear that altering the build policy to adapt to ML-related changes is
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a common practice, unlike the set-it-and-forget-it approach often promised as an advantage
of CI/CD |[80].

Maintainability: Maintainability refers to the ease with which the CI/CD pipeline can be
modified, repaired, and understood. Common actions include improving the readability of
code snippets, renaming jobs and scripts, and simplifying the build matrix. Our analysis
reveals that maintainability is a less common concern, with only 13.7% and 8.68% of Travis
CI and GitHub Actions modifying commits, respectively. This is a worrisome sign as ML
systems have a higher susceptibility to incurring technical debt, as they not only inherit the
typical maintenance challenges associated with traditional code but also face an additional
set of ML-specific issues [286].

Infrastructure: This category revolves around changes to the overall infrastructure sup-
porting the build process. The identified actions involve adopting Containerization to en-
sure a consistent environment for the build process, and the migration of the whole CI/CD
pipeline from GitHub Actions to Travis or vice-versa. The two authors improved on this
definition from Zampetti et al.’s [351] by adding the latter action to this category. The
raters found a limited number of commit changes related to Infrastructure, 9.3% and 3.36%
for Travis CI and GitHub Actions commits, respectively.

ML projects often involve a diverse set of dependencies and specialized hardware con-

figurations, making it challenging to encapsulate all aspects of the ML environment within
Docker containers effectively for both CI tools. The larger share of infrastructure commits
for Travis is explained by the large number of migrations observed from it to GitHub Actions,
consistent with findings in other works [125].
Performance The objective in this category is to minimize build time by removing unnec-
essary components from the workflow, adopting caching strategies, and introducing paral-
lelization. These actions align with established practices, including recommendations from
Duvall [80]. ML models usually involve extensive computations, large datasets, and nu-
merous dependencies, thus requiring special attention to handling these complexities when
configuring CI/CD builds. We find that 8.45% and 9.80% of Travis and GitHub Actions
commits, respectively, are related to performance improvements.

This finding suggests that, despite the resource-intensive nature of ML development,
optimizing CI/CD runtime performance has not been a main focus for ML developers.
Security This category includes actions with security implications. Examples include se-
curing credentials/tokens in pipeline configuration and either introducing or removing sudo
in commands. We found a low percentage of respectively 2.33% and 1.43% of Travis CI and
GitHub Actions commits related to security compared to other categories.

Dashboard /notifications Improving the notification mechanism and enhancing build log
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readability in CI/CD pipelines are the main goals for this category. Here, we found a per-
centage of 2.33% and 0.28% for Travis CI and GitHub Actions, respectively. Notifications
are provided by default in GitHub Actions, and are also configurable via the GUI, thus ex-
plaining the much lower percentage of changes in this category for GitHub Actions compared
to Travis CI. It is notable that not properly configuring build output for CI/CD is considered
a bad practice [352]. Thus, ML developers, especially those using Travis CI, need to improve
on this.

Build Process Organization: This category focuses on improving the overall organization
of the CI/CD configurations through reordering the execution of workflow steps, restructur-
ing of the different phases, and embracing parameterized builds for both tools. Here, we
also find lower percentages of changes compared to other categories, at 2.04% and 0.56% for

Travis CI and GitHub Actions commits, respectively.

RQ1 Findings: a sizeable chunk of changes happening in C1/CD configurations are
related to updating the build policy with minor changes to Performance, Maintainabil-
ity, and Build Process Organization which may lead to technical debt and prolonged
builds. Some Minor differences were found between Travis CI and GitHub Actions

regarding these categories.

4.4.2 RQ2: Co-evolution of CI/CD Pipelines and ML Code

We curated a taxonomy of 14 categories to describe ML CI/CD co-changes, as explained in
Section 4.3.2.2. The distribution of the different categories amongst the 343 Travis CI and
357 GitHub Actions commits is shown in Figure 4.5.

We employed Association Rule Mining to assess the coupling between these different
categories, which is detailed in Section 4.3.2.2. We found seven association rules concerning
Travis Commits, which we present in Table 4.1, and 9 association rules concerning GitHub
Actions commits in Table 4.2. Now we investigate the results of our analysis for each of the
categories in the taxonomy.

Overall, comparing the different co-evolution categories between Travis CI and GHA with
a paired T-test [270], we find a p-value of 0.98, indicating a non-statistically significant
difference between the two tools, thus implying that both tools show similar co-change
category trends overall, similar to the results found in Section 4.4.1.

Testing: Testing includes commits related to writing or updating tests for ML models. This
category appeared in 21% of Travis CI-modifying commits and 12.52% of GitHub Actions-
modifying commits. This high frequency supports our findings in RQ1 where we identified
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Figure 4.5: Distribution of commit categories
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Table 4.1: Association rules mined for Travis CI commit analysis

Rule Antecedents Rule Consequents Support Confidence

Documentation Dependency Management 0.18 0.71
Pipeline Automation Dependency Management 0.11 0.67
Refactoring Dependency Management 0.13 0.61
Feature Development Testing 0.1 0.75
Integration Testing 0.11 0.71
Model Training Testing 0.11 0.66
Pipeline Automation Testing 0.12 0.72

Table 4.2: Association rules mined for GitHub Actions commit analysis

Rule Antecedents Rule Consequents ~ Support Confidence
Documentation Feature Development 0.04 0.29
Code Cleanup Feature Development 0.03 0.28
Pipeline Automation Feature Development 0.03 0.28
Pipeline Automation Testing 0.02 0.25
Pipeline Automation, Feature Development Code Cleanup 0.01 0.36
Pipeline Automation, Code Cleanup Feature Development 0.01 0.50
Feature Development, Code Cleanup Pipeline Automation 0.01 0.28
Pipeline Automation, Feature Development Documentation 0.01 0.36
Pipeline Automation, Documentation Feature Development 0.01 0.44
Feature Development, Documentation Pipeline Automation 0.01 0.25

Build Policy, which includes updating testing policy, as the most important change category
of both CI systems. This is due to the fact that in many cases, we found that developers add
the tests manually to the CI/CD configuration. An example is illustrated in Listing 4.1,
where a new test was added to the .travis.yml file for the ray-project/ray repository, which
has over 28,000 stars.

Listing 4.1: Adding a new test suit in .travis.yml (ray-project/ray/d06beac).

script :

+ — python test/trial scheduler test.py

However, this is a bad practice because each time a new test is added, the developers need
would also need to update their CI/CD configuration to include it. A better approach is using
a testing framework with automatic discovery, such as pytest [253| and nosetests [233],

which scan for testing files and functions, making it easier to maintain and scale test suites
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as the project grows.

Dependency Management (20.31%): Commits in this category involve adding or updat-
ing dependencies used in ML or CI components. 20.31% of Travis Cl-modifying commits are
related to dependency management, while 8.39% of GitHub Actions commits are related to
this category. Many Travis projects manage their dependencies within the Travis CI config-
uration file instead of externalizing them into dedicated files, such as requirements.txt and
pyproject.toml. This leads to frequent changes to the installation policy in .travis.yml as we
discussed in RQ1. To a lesser extent, many GitHub Actions projects also manage dependen-
cies within the CI configuration file, but the percentage is lower than Travis projects. We
show an example of this in Listing 4.2 for the piskvorky/gensim repository, a well-known
open-source Python library with over 14,000 stars, where dependencies are added directly
in the .travis.yml file. Another example is shown in Listing 4.3 for the OpenMined /PySyft
repository, a popular open-source library for privacy-preserving machine learning with over
9,500 stars.

Listing 4.2: Adding new dependencies directly in .travis.yml (piskvorky/gensim/7e74d15).

install :

+ — pip install tensorflow

+ — pip install keras

Listing 4.3: Configuring dependencies directly in GitHub Actions configuration file (Open-
Mined /PySyft/60c0dae).

install :

run: |

pip install ——upgrade tox tox—uv==1.5.1

We consider this a bad practice, as embedding dependencies in CI scripts can make it
harder to maintain a consistent and reproducible environment.
Documentation (8.73%): This category involves updating project documentation, includ-
ing README files, code comments, or API documentation. The raters found 8.73% of Travis
commits and 9.06% updated documentation. Concerning Travis CI commits, as shown in
Table 4.1 we find that if there is a documentation update within a commit, it is likely that
there is also a dependency management change as well with a confidence of 0.71. This
change, as observed by the two authors, is to ensure that the documentation reflects the

correct dependencies and their versions. For instance, in the Educational TestingService/skll
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repository, they changed the tabulate package to prettytable and had to update both
travis.yml and the README file. Concerning GitHub Actions Commits, we found a differ-
ent association in Table 4.2, where if there is a documentation update, it is likely that there is
a feature development change as well with a confidence of 0.29. This is because when adding
new features, developers need to update the documentation to document these features and
ensure they can be used properly. An example of this is shown in Listing 4.4, where a new
feature is added to the Espnet/Espnet repository, which relies on GitHub Actions, and the
documentation is updated to note this new feature. Another example of this change is shown
in Listing 4.5 for the EducationalTestingService/skll repository, which uses Travis CI. This
category is also strong correlated with Pipeline Automation and Feature Development, as

shown in the last two rules in Table 4.2.

Listing 4.4: Changing the "prettytable’ dependency to 'tabulate’ and updating documenta-
tion (EducationalTestingService/skll/cd5bf73).

# .travis.yml

- prettytable python-coveralls ruamel.yaml
+ tabulate python-coveralls ruamel.yaml
# README.rst

“PrettyTable <https://pypi.org/project/PrettyTable/>"
+ “tabulate <https://pypi.org/project/tabulate/>"

Listing 4.5: Adding documentation of new features to documentation (espnet/esp-

net /8eed522).
# README.md
+ - Transfer Learning :
+ - easy usage and transfers from models previously trained by your group, or
models from [ESPnet huggingface repository]
Bug Fixing

Commits in this category address and resolve issues or bugs identified in the code. 8.64%
of Travis CI commits and ¢ 12.92% of GitHub Actions Commits belonged to this category.
These lowers percentages might indicate that CI configuration file and ML source code
changes are not often related to bug fixing. Here, we observe that the bug fixes in ML files

and CI/CD configurations are independent and are usually related to fixing syntax errors in
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the CI/CD configuration files.

Refactoring Refactoring focuses on improving the code’s structure, readability, and main-
tainability without altering its external behavior. ML developers might remove files, reorga-
nize code, rename variables, or simplify complex functions to enhance the overall quality of
the codebase. The category appears only in 7.46% of Travis and 13.09% of GitHub Actions
commits. For Travis CI, we find that it leads to dependency updates with a confidence of
0.61. This is mostly due to removing deprecated libraries and updating Python versions,
such as the example shown in Listing 4.6 which was taken from the marl/openl3 repository.
In this commit, developers removed Python versions 2.7 and 3.5 and added versions 3.7 and
3.8 since as part of their refactoring process, they changed their models to use Tensorflow 2

and it only supports Python versions 3.6-3.8.

Listing 4.6: Removing python versions unsupported by Tensorflow 2 (marl/openl3/d593e2d).

python:
+#— "2.7" 4+ byeeeee forever
+#— "3.5" # tensorflow 2 does not support

— 36"
+— "3
+—"3.8"

Code Cleanup: Commits in this category are related to removing dead code, unused
variables, or deprecated functions to help maintain a clean and efficient codebase.

We find that 6.87% of the Travis CI commits and 8.22% of the GitHub Actions commits
are related to code cleanup.

We show a code snippet reflecting this category from the chainer/chainercv repository,
where they removed the disk attribute, a decorator that marks tests consuming a lot of disk

space, from the .travis.yml file as well as source files as shown in Listing 4.7.

Listing 4.7: Removing the disk test decorator from test files and .travis.yml (chainer/chain-
ercv/3eff205).

# \textit{.travis.yml}
MPLBACKEND="agg" nosetests -a '!gpu,!slow,!disk' tests;

+

MPLBACKEND="agg" nosetests -a '!gpu,!slow' tests;
tests/datasets_tests/ade20k_tests/test_ade20k.py
@attr.disk
def test_ade20k_dataset(self):

**

Model Training: Model Training commits are related to training or fine-tuning ML models.

Changes to hyperparameters, datasets, or training algorithms fall under this category. Model
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training is essential for optimizing the performance of ML applications. However, with
a percentage of 6.08% of Travis Commits and 6.88% of GitHub Actions, we realize that
changing model behavior is not always correlated with updating CI/CD configurations. We
also found that model training often requires adding new tests and/or updating older ones
with a confidence of 0.66. An example of that is shown in Listing 4.8 taken from the
OpenNMT /OpenNMT-py. Here, the developers decided to use training steps instead of
epochs when training the models. Training steps provide more fine-grained control over the

training process. A change in the testing command was performed in .travis.yml as well.

Listing 4.8: Using training steps instead of epochs for model training
(OpenNMT /OpenNMT-py/4d17982).

- python train.py -model_type img -data /tmp/im2text/q -rnn_size 2 -batch_size 10

-word_vec_size 5
- -report_every 5 -rnn_size 10 -epochs 1

i -report_every 5 -rnn_size 10 -train_steps 10

Pipeline Automation (5.69%): These commits introduce or enhance automation scripts or
workflows within the CI/CD pipeline. Automated processes improve efficiency and reliability,
enabling seamless integration, testing, and deployment of machine learning models. The
percentage of 5.69% of Travis CI commits and 6.54% of GitHub Actions commits suggests
minimal efforts for using automation scripts within these commits. Furthermore, We noted
that adding automation scripts often coincides with updates in testing components and
changing dependencies for Travis Commits as shown in Table 4.1, and with Testing, Feature
Development, Documentation, and Code Cleanup for GitHub Actions commits as shown in
Table 4.2 with a confidence of 0.72, 0.28, and 0.50 respectively.

Integration: Integration commits signify connections with other systems or services, align-
ing with a broader software ecosystem. Integration can include databases, web applications,
or notification systems. We found a percentage of 5.5% of Travis CI, and 1.01% of GitHub
Actions commits which is moderately low compared to other categories. We also found that
these changes are frequently followed by updates in testing components in Travis CI with
a confidence of 0.71 in Table 4.1. This indicates a strong correlation between integration
efforts and ensuring comprehensive testing, possibly to validate the integrated systems. The
raters observed that in most cases for Travis CI, the service is actually Docker and is used
to run integration tests.

Feature Development (4.81%): Feature Development involves the addition of new ML

features to the codebase. This could include implementing novel algorithms, data processing
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techniques, or any other functionality that enhance the capabilities of the machine learning
models. This was observed in 4.81% of Travis CI commits and 18.96% of GitHub Actions
commits.

The lower frequency in Travis CI suggests that new features do not require updates in the
Travis CI configuration file, where as GitHub Actions configuration files needs to be updated
more frequently to support these features. In Travis CI, these changes are highly associated
with Testing updates with 0.75 confidence as shown in Table 4.1, and is highly correlated
to Documentation, Code Cleanup, and Pipeline Automation with a confidence of 0.29, 0.28,
0.28. .

Performance Optimization: Commits aiming to optimize the performance of machine
learning models or CI/CD processes fall into this category. The techniques used are detailed
under Section 4.4.1. We found that 2.65% of Travis CI commits and 1.17% of GitHub Actions

commits are related to performance optimization.

Listing 4.9: Using the joblib [164] library for parallel computing (tslearn-
team/tslearn/d3062d3).

# \textit{.travis.yml}

- conda create -q -n test-environment python=$TRAVIS_PYTHON_VERSION Cython numpy
>=1.14 scipy tensorflow keras
- scikit-learn numba nose
+ scikit-learn numba joblib>=0.12
# tslearn/clustering.py
def silhouette_score(X, labels, metric=None, sample_size=
- None, metric_params=None, random_state=None,
+ None, metric_params=None, n_jobs=None, random_state=
+ None, **kwds) :

A notable case involves the use of parallelization through joblib [164], a well-known
Python library that provides tools for parallel computing and efficient caching. Listing 4.9
is a code snippet taken from the tslearn-team /tslearn repository where the developer added
the joblib package to perform parallel computations within their models. They added the
dependency to the installation command in the CI/CD files since it is now needed to build
and test the models.

Deployment: Deployment commits involve activities related to deploying machine learn-
ing models to production environment updating deployment-related code. Surprisingly, we
found a small number of commits that apply deployment changes: only 1.57% of Travis
CI commits 1.57%, and only 0.34% of GitHub Actions commits. ML practitioners seem to

prefer more manual and controlled deployment processes, reflecting a risk-averse attitude
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toward automated deployment. The limited emphasis on CD could stem from the unique
challenges posed by ML models, emphasizing the need for precision and careful consideration
in better-tailored deployment processes for ML projects.

Security: This category addresses security vulnerabilities or improves the security aspects
of machine learning models, data handling, or CI/CD processes. With only found 0.39%
of Travis CI commits and 0.34% GitHub Actions commits related to security, it is obvious
that security is not a major concern when updating both ML source code and pipeline
configurations. This aligns with our finding from earlier in Section 4.4.1, where we also
identified a small number of commits related to security in CI

CD configuration files.

Model And Data Versioning: These commits are related to data and model versioning
and management, ensuring consistency and reproducibility in ML experiments. This cate-
gory has the some of the lowest frequencies with only 0.29% for Travis CI and 0.50% for
GitHub Actions. Although versioning is established as a good practice, ML versioning is
still a young practice as observed by Lewis et al. [182], due to the lack of effective tools
tailored for the complexity of ML models. Traditional code versioning tools like Github are
unsuitable for data versioning due to large sizes and specialized tools like Data Versioning
Control (DVC) are still not widely adopted in ML projects, as found by Barrak et al. [31].
Most of the commits we found simply used Github to specify datasets with different versions
whilst only one commit uploaded the model to Amazon Web Services (AWS) [293] storage
with their corresponding versions as a workaround for the large file sizes. The commit in
Listing 4.10, from sorgerlab /indra, updates the version of the folder containing the models

in the cloud storage and renames to reflect the version update from 1.2 to 1.3.

Listing 4.10: Versioning data in AWS storage (sorgerlab/indra/6bbaba2).

- - mkdir -p $HOME/.indra/bio_ontology/1.2

+ - mkdir -p $HOME/.indra/bio_ontology/1.3

- - aws s3 cp s3://bigmech/travis/mock_ontology.pkl
- $HOME/ . indra/bio_ontology/1.2/

+ - aws s3 cp s3://bigmech/travis/bio_ontology/1.3/
+  mock_ontology.pkl $HOME/.indra/bio_ontology/1.3/

bio_ontology.pkl --no-sign-request
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RQ2 Findings: We devised a taxonomy of 14 co-changes and identified Feature De-
velopment, Testing Dependency Management, Bug Fizing, and Refactoring as the most
prominent categories. We found two bad practices in those two categories which are
direct inclusion of dependencies in CI/CD configuration and a lack of usage of auto-

discovery testing frameworks.

4.4.3 RQ3: Change Patterns in CI/CD pipelines

To gain a deeper understanding of the evolution of CI/CD configurations, we wanted to
identify the change patterns occurring of the build environment settings and the different
job phases. To achieve this, we perform AST analysis on the different CI/CD configuration
files and then apply clustering and matching to obtain a list of change patterns, as explained
in Section 4.3.2.3. Due to the differences in structure and lifecycle between Travis CI and
GitHub Actions configuration files, we conducted the analysis separately for each CI system
and present them in two separate sections. We first discuss the results for Travis CI, followed
by the results for GitHub Actions. The results for Travis CI are illustrated in Figure 4.6,
and the results for GitHub Actions are illustrated in Figure 4.7.

4.4.3.1 Travis CI Change Patterns

Build Environment Configurations: As shown in Figure 4.6, we identified the top eight
build environment configurations and the frequency of their changes. For some of them, we
also specified the top three change patterns. Setting environment variables via the env key is
the most changed configuration with 5,183 occurrences. By adjusting environment variables,
developers can easily specify and control the test environment. Furthermore, it provides
flexibility for testing since ML projects often involve diverse frameworks, data sources, or
experimental conditions. The next most changed setting is related to updating Python
versions. Developers may want to ensure their projects are tested across various Python
environments to guarantee broad compatibility.

We also found 960 updates to the sudo key which is lower than the other patterns. This
aligns with our results in RQ1 and RQ2 where we found that security is not a big concern
for ML developers. It is notable that the sudo key is actually deprecated according to Travis
CI documentation [62]. We consider the usage of this key as a bad practice, as the use
deprecated code is a bad practice in software engineering overall. Additionally, we identified
661 changes related to caching, which is also lower than other keys. As explained in RQ1

and RQ2, performance-related changes are minimal in .¢ravis.yml file within ML projects.
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env - 5,183

language - 920

-Insert python - 539
-Insert generic - 105
-Update python - 41

before_install - 5,720

-Insert apt-get - 460
-Update apt-get - 350
-Update pip - 184
-Insert pip - 184
-Update conda - 180

Build Environment Configurations

install - 13,177

-Update pip - 2,100
-Insert pip - 1,890
-Delete pip - 727
-Update conda - 667
-Insert conda - 372

—>

—>

python - 5,049

dist - 914

-Insert trusty - 224
-Insert xenial - 223
-Update trusty - 122

sudo - 960

os - 678

-Insert linux - 167
-Insert osx - 106
-Update linux - 84

cache - 661

services - 266

-Insert docker - 124
-Insert xvfb - 26
-Insert postgresql - 16

before_script - 1,194

script - 10,052

-Insert pip - 103
-Update pip - 76
-Update flake8 - 58
-Insert export - 52
-Insert flake8 - 50

—>

-Update python - 676
-Insert python - 436
-Update pytest - 392
-Update nosetests - 297
-Insert pytest - 219

v

after_success - 1,287

-Insert coveralls - 136
-Insert codecov - 128
-Update coveralls - 51
-Update codecov - 36
-Insert bash - 32

[

v

after_failure - 78

-Insert pip - 6

-Insert shell_script - 5
-Delete docker - 5
-Insert pwd - 4

-Insert docker - 3

v

after_script - 108

after_deploy - 53

deploy - 514

before_deploy - 144

-Insert docker - 7

-Insert docker-compose - 4
-Insert Is - 4

-Insert pip - 4

-Delete docker - 3

-Insert docker - 7
-Delete echo - 4
-Insert echo - 3
-Update docker - 3
-Insert shell_script - 3

-Insert provider:pypi - 183
-Insert provider:pages - 71
-Insert provider:script - 41
-Insert provider:releases - 27
-Delete provider:pypi - 15

e

-Insert npm - 22
-Update conda - 10
-Delete conda - 9
-Insert cd - 6
-Delete export - 5

Figure 4.6: Change Patterns in Travis CI configurations lifecycle.
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The language key has been updated 920 times in our dataset, and most changes are
related to adding or updating the Python language or using a generic language. The latter
means that the build environment should not assume a specific programming language and
should provide a generic environment where developers can setup their own build tools.
However, since all the projects we examined are written in Python, we consider this behavior
as a bad practice. Using "python" as the language key provides a more standardized and
optimized environment.

The os and dist keys were modified moderately with 1linux and osx being the most
changed operating systems. As for distribution, most changes are related to adding either
the trusty distribution or the xenial one. Both represent a version of the Ubuntu operating
system with specific features and package versions.

Finally, we found minimal changes related to integration with services, a detail we also ob-

served in RQ2. Similarly to our findings in RQ2, most changes are related to adding docker.
However, as observed in RQ1, there are minimal changes related to Containerization due to
the difficulty of encapsulating the complex aspects of the ML environment within Docker
containers. Other added services include xvfb, a service that provides a virtual display server
for running graphical applications, and PostgreSQL, a pre-configured environment that pro-
vides a running instance of the PostgreSQL database server for testing. The usage of the
xvEb service in CI/CD configuration within ML projects appears somewhat unconventional
due to the non-graphical nature of many ML tasks.
Job Phases: We observe that the install phase has undergone the most changes with a fre-
quency of 13,177. The top five change patterns we found are related to Pip and Conda which
are considered the most popular package managers [294]. Additionally, the before_install
phase is the third most changed phase as well which is often used for pre-setup tasks before
the main installation phase. This supports the results we found in RQ1 and RQ2, where we
identified updating dependencies as the second most frequent category of change happen-
ing in CI/CD changing commits as well as updating installation build policy as the most
occurring action in .travis.yml file.

The script phase is the second most frequently changed. This phase typically includes
commands for running tests, as shown in the change patterns in Figure 4.6. The high
number of changes indicates a significant amount of activity related to test scripts, which
we observed in RQ2. Pytest [253] and nosetests [233] are popular testing frameworks
for Python but surprisingly, the python command is changed more frequently, potentially
indicating a tendency to run tests independently using the python command rather than
utilizing standard testing frameworks, a bad practice that we also noted in RQ2. As for

the "before_script", it is also frequently changed. Surprisingly, we found that the that
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are many changes linked to the pip commands, further confirming the prevalence of the bad
practice of directly including dependencies in the CI/CD configuration file which we also
noted in Section 4.4.1. We also found the flake8 command, often used to perform linting and
static code analysis, and the export command which sets environment variables. Updating
these commands aligns with the idea of performing necessary setup and checks before the
main build or testing phases commence which is the intent of the before_script phase.
This aligns with existing findings regarding the misuse of the different phases of the Travis
CI configuration file [100].

The discrepancy between the frequency of changes in the after_success and
after_failure phases may be attributed to the distinct nature of these phases within the
CI/CD pipeline. after_success typically includes actions performed when the build and
tests have passed successfully, indicating a stable state, whereas after_failure is executed
in the event of test failures or build errors. Changes in after_success are mostly related to
adding the coveralls and codecov commands, which report code coverage metrics to ex-
ternal services after a successful build. The after_failure less frequent usage can indicate
that ML developers often resort to manual intervention or debugging outside the CI/CD
pipeline when errors occur, thereby reducing the need for frequent adjustments.

Furthermore, we note that deployment-related phases, which are before_deploy, deploy
and after_deploy have low frequencies compared to other phases which suggests a cautious
approach to automated deployment in the ML community. We found similar results in RQ2
as well with Deployment being one of the least frequent categories of changes. The most
commonly added provider is PyPI, followed by a few others such as GitHub Pages and

releases, as well as custom script-based deployment strategies.

4.4.3.2 GitHub Actions Change Patterns

GitHub Actions does not have predefined phases like Travis CI, instead, every project main-
tainer defines their specific phases and steps through the use of jobs and steps keys. Fur-
thermore, these jobs have custom names and are not standardized like Travis CI. Due to
this flexibility of GitHub Actions, many more AST forms are possible in GitHub Actions
compared to Travis CI. Hence the clustering process using only the predefined syntax has
limited feasibility and results in GitHub Actions. Hence, we enrich this process by also ex-
amining some commonly used keys under the jobs, namely the common job names "build",
"test", and "deploy". We also examine the "matrix" key which is used to define different
environments/configurations for multiple jobs.

Build Environment Configurations: The most frequently changed key in GitHub Ac-
tions is the on key, which defines the triggers behind the GitHub Actions workflows, with 4662
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Build Global Configuration
env - 1258 permission - 246
on - 4662
defaults - 178 concurrency - 180
------------ build - 1427 deploy - 321
-Insert actions/checkout 198 -Insert twine 116
-Insert julia 68 -Update syft 17
-Insert docker 12
-Insert cmake 38
: -Insert numpy 34 -Update k8s 8
jobs - 5979
test - 1866 matrix - 971
-Insert actions/checkout 234 -Insert os:ubuntu 164
-Insert if 160 -Insert julia-version 131
-Insert python 136 -Insert python 93
........... -Delete actions/checkout 136 -Insert windows 72

Figure 4.7: Change Patterns in GitHub Actions configurations lifecycle.

changes, denoting that changing a workflow’s policy is a common concern behind GitHub
Actions commits, confirming our findings in Section 4.4.1 regarding the frequency of Build
Policy changes. Similar to Travis CI setting environment variables via the env key is also a
common concern, with 1258 changes.

However, this is where the similarity between the two tools end. Indeed, GitHub Actions
offers a permissions key, which can be used to modify the default permission granted to
the GitHub token, thus changing what the token can access, whether for example it can
access the repository’s secrets or modify its contents, or perform other actions. This key
was changed 246 times, showing that developers are concerned with the security of their
workflows. However, consistent with our observations in Section 4.4.1, that Security-focused
changes are of limited frequency.

The key defaults, which allows developers to set shared settings across multiple jobs, was
changed 178 times, showing that some developers are taking advantage of this GitHub Ac-
tions feature to ensure consistency across their workflows. Finally, concurrency is a concern
for 160 changes, showing that developers are concerned with changing the default behavior of
GitHub Actions workflows to ensure that they run in parallel or serially as needed. However,
the low frequency of this change indicates that most developers are content with the default
behavior of GitHub Actions workflows, as we observed in Section 4.4.1 concerning the low

frequency of Build Process Organization changes.
Jobs:
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As jobs describe the different processes that are to be executed as part of the GitHub
Actions workflow, they are the most frequently changed key in GitHub Actions, with almost
6000 changes. Under the jobs key, we found on three common job names to get a better
understanding of the granular changes being performed to achieve the different processes.

Focusing on build, a job name commonly used for that jobs that compile code and prepare
any artifacts necessary for the execution of the workflow, we denote that the insertion of
the action "actions/checkout" was the most common operation. This action is a necessary
addition to ensure a copy of the code from the repository is available to the job. The
second most commonly inserted command was julia with 68 insertions. Julia is a fast-
performing programming language that is often used in ML projects, and programs written
in Julia can be called directly from Python. Hence, this change pattern reveals that some
developers are taking advantage of Julia’s superior performance for specific ML tasks even
though they rely on Python for the majority of their codebase. Another common insertion
we denote is cmake, a cross-platform build system commonly utilized with C Language,
with 38 insertions. This change pattern reveals that some developers are using CMake
to compile parts of their codebase, which is a common practice in ML projects that rely
on C or C++ for performance-critical tasks. This change pattern and the latter change
pattern reveal a trend in ML projects to use multiple languages to optimize performance
and functionality, resulting in a heterogeneous codebase. Finally numpy was inserted 34
times as an explicit dependency, revealing that some developers are manually setting up
the numpy library in GitHub Actions, which is a common practice in ML projects that
require numerical computations and linear algebra operations, thus further confirming the
bad practice of directly including dependencies in the CI/CD configuration file that we noted
in Section 4.4.1.

Moving on to another common job name, the test jobs also contained numerous insertions
of the actions/checkout action, at 234. The keyword if was inserted 160 times, denoting
the common usage of conditional command to run specific tests or test-suites following
specific conditions. The command "Python" was also inserted 136 times, mostly where a
specific test file was denoted as a parameter for this command. This reveals an bad practice
encountered in Section 4.4.3.1, where we noticed a lack of usage of auto-discovery-based test
tools and their corresponding commands. Finally, the deletion of actions/checkout is a
common change at 136 deletions. This is likely an optimization, as we noticed this generally
occurs in cases where the code is copied in a previously executed job, thus making this action
redundant.

We shift focus to the deploy key, which is generally used to deploy the codebase to a

specific environment, was changed 321 times. It contained 116 insertion of the twine [316]
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command, which is used to upload Python packages to the Python Package Index (PyPI).
This reveals a common deployment strategy in ML projects, where the codebase is deployed
to PyPI [95] for easy access and distribution. Another commonly inserted command was
syft [16], with 17 insertions. Syft is a tool that is used to generate software Bill of Mate-
rials, thus revealing the packages and dependencies required for a certain ML project. The
insertion of this command reveals that some developers are using Syft to identify the depen-
dencies of their codebase before deployment, ensuring that the deployment environment is
correctly configured. Finally, the 12 insertions of Docker [74] and the 8 updates of K8s [130]
command reveal that some developers are deploying their codebase to Docker containers or
Kubernetes clusters, which are common deployment strategies in ML projects that require
scalability and flexibility.

Finally, we discuss the matrix key. Matrix does not represent another common job name,
but rather, it is a key generally used to define different environments and configurations of
multiple jobs. The Matrix key was updated 971 times. Out of these updates, the insertion of
os:ubuntu was performed 164 times, reflecting that most developers rely on the Ubuntu to
run their workflows, similar to our findings in Section 4.4.3.1, as it is a commonly used linux
distribution that has a very active community and comes pre-installed with Python, making
it a popular choice for ML projects. The insertion of julia-version was performed 131
times, revealing that developers are running certain jobs within an environment that supports
Julia, as we observed in the build job. The insertion of python-version was performed 93
times, revealing that developers are running certain jobs within an environment specifically
setup for a specific version of Python. Finally windows was inserted 72 times, revealing that
some developers are running their workflows on Windows, which is a less common choice for
ML projects, as most ML libraries and frameworks are optimized for Linux environments.
However, this change pattern reveals that some developers are using Windows to evaluate
the compatibility of their codebase with Windows environments, which is a good practice to
ensure that the codebase is compatible with a wide range of environments, especially due to

the widespread usage of Windows in the end-user market.

RQ3 Findings: We generated a comprehensive list of change patterns. We reveal how
these patterns those supports our findings in RQ1 and RQ2. We specifically uncover
two more bad practices: usage of deprecated CI syntaz, the reliance on a generic build

language.
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4.4.4 RQ4: Developer Expertise for CI/CD Configuration Changes

Developer expertise has been a well-explored area in the context of recommendation sys-

tems, with substantial research highlighting its significance [204, 217, 215]. As explained in

Section 4.4.4, we used change history, and specifically the frequency of commits, as a metric

to evaluate the experience level needed to conduct changes in CI/CD configurations. We
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Figure 4.8: Ranks of percentage of commits per author (Spearman’s)

calculate the correlation between the percentage of Cl-modifying commits for each developer

and the percentage of their overall contributions to the projects using Spearman’s correla-

tion [301] and Kendall’s correlation [289]. We observed a Spearman’s correlation value of

0.86 for Travis CI, and of 0.74 for GitHub Actions. The associated p-values were extremely

small (p < 0.001), indicating strong evidence against the null hypothesis of no correlation.

This significant correlation is visually represented in Figure 4.8 using a scatter plot of the

ranked values for both Travis CI, and GitHub Actions, and we also illustrate the average

for both tools with an additional line. We also found Kendall’s correlation value of 0.68 for
Travis CI and of 0.56 of GitHub Actions, with associated low p-values (p < 0.001). These
results show that the developers responsible for modifying the CI/CD configuration file are

likely to be the ones contributing the most to the ML projects and thus, should have the
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most expertise in those projects.

RQ4 Findings: Developers with deeper knowledge and prolonged involvement in the
project are more inclined to modify C1/CD configurations.

4.5 Threats to Validity

Construct validity. The manual analysis of RQ1 and RQ2 might be insufficient to evaluate
the exact changes happening in a commit. Since there is no existing taxonomy to use as a
reference for RQ2, the two authors independently reviewed and categorized the changes in
the sample commits. The categorization process took into account various sources, including
code diffs, commit messages, commit descriptions, and pull request discussions. Then, the
authors held a meeting to discuss the conflicts and reach a consensus. Additionally, for
assessing developer expertise in RQ4, as there is no exact mean of measurement, we leveraged
change history information, a reliable metric well-documented in the literature [204, 217,
105, 21].

Internal validity. We acknowledge the potential for selection bias in our sampled dataset
of Cl-modifying ML commits, utilized in RQ1 and RQZ2, which may not fully represent all
changes in CI/CD commits. We reduce this threat by using random sampling with a 95%
confidence level and a 0.05 margin of error when creating this sample. Furthermore, the
observed coupling between commit categories may be due to randomness. To mitigate this
threat, minimum support and minimum confidence thresholds were applied.

External validity. Our study focused on open-source ML projects using Python as their
primary programming language, which is the most popular language for ML projects [127].
We acknowledge the limitation of generalizing our findings to closed-source projects and
those developed in different programming languages. To address this limitation, our dataset
was diverse, encompassing projects of varying sizes, ages, and commit frequencies. Fur-
thermore, we only studied projects that have Travis CI or GitHub Actions as their CI/CD
infrastructure, which is considered the most used CI/CD tool for open-source ML projects
[277].
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4.6 Related Works

4.6.1 CI/CD Bad Practices and Barriers

The challenges of adopting CI/CD pipelines have been highlighted in several research works.
Duvall et al. [80] first identified several common barriers related to using CI/CD pipelines
such as maintenance, managing dependencies, and handling different environments. Zam-
petti et al. [352] also defined a catalog of 79 bad smells encountered by developers, leveraging
interviews with experts and analyzing Stack Overflow posts. Hilton et al. [147] studied the
challenges faced by developers when moving to CI, which involve multiple aspects such as
quality assurance, security, and flexibility. Similarly, Olsson et al. [238] examined the barriers
of migration towards CD. Also notable is Gallaba & Mcintosh’s work [100] that discussed

the misuse of Travis CI in open-source projects.

4.6.2 CI/CD in Machine Learning Projects

There is limited literature studying CI/CD usage within ML projects. Some works [168, 265]
found the traditional testing practices in existing CI services to be insufficient when it comes
to ML applications and proposed new CI systems more tailored to the specifications of ML
testing specifications. Rzig et al. [277| was one of the first researchers to empirically study
and characterize CI adoption rate, tasks, and build failures in ML projects compared to
general OSS projects. However, his work mainly focused on analyzing CI adoption without
delving deeper into the changes occurring in CI/CD configuration and the developer expertise

needed to perform those modifications.

4.6.3 Software Evolution

MeclIntosh et al. [208] empirically studied the evolution of build systems in open-source
projects and found that build files have a high churn rate and are tightly coupled with source
code and test files, which means that they need constant maintenance as the source files and
test files changes. Jiang et al. [160] explored the co-evolution of Infrastructure-as-Code (IaC)
files and found IaC files to be tightly coupled with other software artifacts. Barrak et al. [31]
focused on the co-evolution of Data Versioning Control (DVC) files and ML source files, and
found a tight coupling between DVC and software artifacts and a non-constant complexity
trend for DVC files in 78% projects. Zampetti et al. [351] studied the evolution of CI/CD
pipelines by evaluating the restructuring actions occurring in the CI/CD changes. Unlike

Zampetti et al. [351], we want to understand the co-evolution between changes happening
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in the CI/CD pipeline configuration and the ones happening in ML source code. We also

analyzed the developer expertise needed to perform those changes.

4.7 Implications

For ML Developers: The study’s findings underscore the critical importance of managing
dependencies and testing procedures in ML projects, as these areas are likely to receive
frequent changes and often need adjustments in build policies. ML developers need to pay
extra care in these areas and try to avoid bad practices like managing dependencies directly in
CI/CD configuration and not using testing frameworks with auto-discovery. These practices
can lead to CI/CD maintenance overhead and bugs. Furthermore, as ML projects tend to use
large datasets and complex computations, ML developers need to utilize caching mechanisms
and job parallelization to enhance the performance of the CI build.

For ML Tool Builders: The study highlights a significant opportunity for tool developers
to streamline the CI/CD process for ML developers. The limited adoption of continuous
deployment among ML developers when updating CI/CD presents a valuable opportunity
for tool builders to develop and provide solutions tailored to the specific needs and challenges
of the machine learning development workflow. Furthermore, building upon our identified
change patterns in RQ3, there is an opportunity for CI tools to become more tailored to
ML projects. This could involve enhanced documentation features to assist in the creation
of CI configuration files tailored to the specific needs of ML development. Additionally,
incorporating prompts with commonly used commands could facilitate the onboarding of
less experienced developers, thus mitigating the perception that only experts can effectively
modify CI/CD files, as observed in our earlier findings. Our dataset of change patterns from
RQ3 can also be used for improving static analysis tools.

For Researchers: Our findings reveal a prevalence of bad practices among ML developers
in CI/CD processes, presenting an opportunity for researchers to delve into this domain.
Researchers can leverage the existing list of change patterns to conduct in-depth investiga-
tions into code smells and bad practices within ML projects. This approach allows for the
development of tailored guidelines and best practices aimed at improving the overall quality

and efficiency of CI/CD workflows within the machine learning development ecosystem.

4.8 Conclusion

In this paper, we presented the first empirical analysis of how CI/CD configuration changes

and co-evolves with ML code during the life cycle of ML projects. Moreover, we performed
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CI/CD change pattern analysis and evaluated the expertise of ML developers who manage
CI/CD configurations. Our analysis found that over half of commits include updates to the
build policy and minor changes related to performance and maintainability. We also revealed
several bad practices performed by ML developers which include managing dependencies di-
rectly in CI/CD files, using deprecated code, and not utilizing testing frameworks with
auto-discovery. Moreover, the pattern analysis identified common integration and delivery
features widely used in different CI/CD execution phases. At the same time, our developer
expertise for CI/CD maintenance identified that the pipeline is mostly managed by experi-
enced developers, which indicates limited knowledge of CI/CD among the ML development
community. We hope that our findings on CI/CD change analysis on ML projects will allow
future researchers to develop techniques for automatic incorporation and synchronization of
the CI/CD pipeline for ML projects.
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CHAPTER 5

CIMig: An Automated Approach of Mi-

grating Continuous Integration (CI) System

This work is currently under submission in the Journal Transactons on Software Engineer-
ing and Methodology (TOSEM). This work was done in collaboration with Amazon Web

Services.

5.1 Introduction

Continuous Integration (CI) is a widely used software engineering (SE) process for auto-
matically integrating changes in shared repositories. It has enabled drastic change and
improvement in SE processes and outcomes, such as quicker issue resolution and faster ship-
ping [148, 350, 356]. There is a wide range of CI tools that help developers automate their
development workflow. Many popular contemporary CI tools exist, such as GitHub Ac-
tions, TravisCI, GitLab CI/CD, Azure DevOps, CircleCI, and Jenkins. Each of these tools
offers its own benefits to accommodate individual software projects’ specific needs and con-
straints [298]. Soares et al. 298] discuss how CI tool-support has undergone significant shifts
recently, driven by the emergence of new competitors, expanded operating system support
in existing tools, alterations in billing policies, changes in the organizational or commu-
nity structure of CI providers, improvements in service reliability and performance, among
other factors. As a result, developer migration between CI tools has become a common and
frequent phenomena [125]. Prior research [272] identified that CI-platform migration is a dif-
ficult task and that "lack of developer familiarity with the new CI" is one of the main reasons
for Cl-migration abandonment. However, these migrations are slow and error-prone due to
various factors [272], and further complicated by a lack of tool support. The only official tool
among prominent CI tools is GitHub Actions Importer [117], which only supports migrating
to GHA, relies on hand-crafted mapping rules, and lacks support for features such as the

migration of secrets like authorization tokens [112]. Moreover, this tool is technology-specific
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and can not be applied to migrate to or between other CI systems. This highlights the need
for a technology-agnostic approach to CI migration.

Most existing automatic migration research works focus on analyzing and migrating source
code between programming languages [88, 83, 219, 15, 231], and some works focused on with
the analysis and migration of configuration code [145, 124, 321, 260]|, but none tackled the
automatic migration of CI configuration code. Many differences exist between source code
and configuration code. Source code defines the behavior of software, relies on programming
languages like Java that have logic and behavior-describing syntax, and is generally man-
aged and documented by developers. Configuration code describes the parameters of a soft-
ware application [37], relies on markup languages like YAML or domain-specific languages
(DSLs) [325] with higher abstraction level than programming languages, and is generally
maintained by DevOps engineers [325]. The migration of CI systems is challenging because
of the many possible differences between Source and Target CI systems [272], owing to the
aforementioned usage of DSLs with higher abstraction. Moreover, our analysis identified that
these migrations require multiple iterations and a significant time span to achieve stability
in the Target CI system.

To mitigate this difficulty, we propose a novel technology-agnostic approach CIMig that
employs example-based mining to migrate CI configurations between CI systems. The pro-
posed approach CIMig automatically learns rules from semantically-equivalent tuples of CI
files originating from different tools, then applies its learnings to migrate CI files from a
Source CI system to a Target CI system. Since Travis CI and GitHub Actions (GHA) are
the most popular CI tools for Open Source Software (OSS) projects [125, 148, 276], and
migrations occur frequently between these two tools [125], we evaluated CIMig for migration
between GHA and Travis CI. We assessed the results of CIMig through automatic and man-
ual evaluations, described its cost, and analyzed some of the cases where it failed. Through
this paper, we answer the following research questions:

RQ1: What is the accuracy of the migration pipelines ?
RQ2: What is the cost of the migration pipelines?
RQ3: What are the limitations of our approach?

CIMig can translate 70.82% of a Travis CI file and 51.86% of a GHA file on average.
Its translations from Travis to GHA are competitive with GitHub Actions Importer, where
they had an average cosine [281] similarity of 0.51 to the developer’s hand-crafted manual
translations, versus 0.45 achieved by GitHub Actions Importer. Unlike the latter, CIMig
also translates syntax in the opposite direction, where it generates files with an average 0.35
cosine similarity to the developer’s versions.

Our main contributions through this work are:
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e A novel technology-agnostic CI migration technique leveraging Apriori Rule Mining

and Tree Association Rules.

e A comprehensive evaluation of the effectiveness of CIMig, and of a few important

failure scenarios.

e A dataset of GitHub Actions and Travis CI configuration files from 30,543 real-world
Java projects shared at [18].

We motivate our work within Section 5.2. We discuss its background in Section 5.3.
We detail our approach in Section 5.4, and the quality, cost, and shortcomings of applying
techniques to migrations between GHA and Travis CI within Section 5.6. Related works are
detailed in Section 5.7, the threats to validity are discussed in Section 5.8, and finally, we

conclude our work in Section 5.9.

5.2 Problem Contextualization

Prior research [272] has identified through qualitative analysis that migrating a CI infras-
tructure is a difficult process due to technical and human hurdles. A recent study [354] on
CI migration pointed out that migration to GitHub Actions is complicated, with developer
comments like "Migrating to GitHub Actions from Travis keeps failing." To further vali-
date these findings, we performed an empirical study, where we analyzed 1252 projects that
migrated from Travis CI to GHA, one of the most common migration patterns [125, 272|.
These projects were collected through a process detailed in Section 5.4.1, and are manually
confirmed to have created an equivalent GHA file.!. In GHA and Travis CI, some work-
flows may be reported as "No Data", such workflows are assumed to be failed unless they
are preceded by a successful workflow, similar to other works that analyzed Build and CI
systems [143, 276, 279].

Through our Git and API-based analyses, we uncovered that an average 71.20 days, and
2.75 commits are needed to reach a successful build that corresponds to the equivalent GHA
file, with some projects needing up to 169 commits to reach this threshold. This implies that
the migration process is not self-evident and requires multiple attempts over an important
span of time. Furthermore, we find that 48 projects seemingly abandoned the migration
process entirely even though they implemented equivalent GHA files, as they never achieved

a successful GHA workflow.

!Defined as sharing 50% or more functionality, detailed in Section 5.4.1
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To better illustrate the complexity of the CI migration process, we present an example of a
migration from Travis CI to GHA from the project VocableTrainer-Android in Figure 5.1.
The semantically-equivalent segments of the configuration are marked with a + sign and
linked with an arrow in Figure 5.1. However, the sections marked with an x sign, have no

direct equivalents between the two syntaxes.

|GitHub Actions File |
i language: android +: name: Java CI with Gradle
| android: E Rﬁf_____________________ii]
| components: ' |+ push: !
| #build tools ro branches: [ master ] !
| - build-tools-26.0.2 L__: pull_request: '
1 . 1
| - android-26 | ||L,._branches: [ master ] _,
! - extra-android-m2repository ! jobs:
! #emulators ! bvild:
: - sys-img-armeabi-v7a-android-26 | ' runs-on: ubuntu-latest +:
L ____ Sys-img-armeabi-v7a-android-19 | | steps: :
! - uses: actions/checkout@v2 |

script: | - name: Set up JDK 11 |
L:_t7éf‘5(ﬁiéﬁ_fl_e_a_n_ build i . —: uses: actions/setup-java@v2
""""""""""""""""""""" ' with: |
'before_cache: "~ T TTTTTTTTTTTTT i‘] | java-version: '11' |

! - rm -f $HOME/.gradle/caches/ ! L distribution: ‘'adopt’ |
1modules-2/modules-2.1ock !

I - rm -fr $HOME/.gradle/caches/ ! - name: Grant execute permission for
1 */plugin-resolution/ ! gradlew

| cache: ! run: chmod +x gradlew

| directories: : - name: Build with Gradle
| - $HOME/.gradle/caches/ ! —»«:_ run: ./gradlew build +:
| - $HOME/.gradle/wrapper/ A LT -
' - $HOME/.android/build-cache ! :_*_.Syntaxwithanequivalent :_8_.Syntaxwithnodirectequivalent

Figure 5.1: Example of Migration from Travis CI to GitHub Actions

The Travis CI configuration of this project requires specifying android as a language and
manually configuring the different components required to run this project within the Travis
CI environment. However, that is not necessary within GHA, as all of these components are
provided by default when using the ubuntu-latest environment.

While Travis CI automatically performs the checkout process and makes Gradle exe-
cutable, these steps need to be explicitly performed in GHA. Travis CI workflow execution
triggers are configured via its website or performed via API requests [58]. But, GHA devel-
opers need to specify them within the on section of the GHA configuration file. In addition,
while Travis CI provides a generic cache configuration mechanism, GHA does not have a
workflow-wide syntax that is directly equivalent to caching. It relies on the configuration
of job-specific caches by using actions/cache@v3, or package-manager-specific caching key-

words. cache:gradle can be added to this example to ensure caching.

115



Overall, this example illustrated how developers need to navigate and avoid many pitfalls
during the translation of a CI configuration file and how the lack of direct equivalents of

some syntaxes hinders the translation process.

5.3 Background

5.3.1 Continuous Integration

Continuous Integration tools automate code integration by automatically validating new
commits via the execution of building, testing, and other processes. Most CI tools are
configured via Configuration code files, and the execution of a CI tool is referred to as a
workflow.

GitHub Actions [117], Travis CI [314], Azure Pipelines [26], and Circle CI [63] are among
the most popular CI tools, and have many commonalities. All four tools rely on YAML-
based [60] files to store the configuration of their workflows, with each relying on its own
Domain Specific Language (DSL). For all four tools, workflows can be manually or automat-
ically triggered by Git events such as pull requests or pushes. Workflows are composed of
one or more jobs, which may be configured to execute in parallel in different environments.
For each of these tools, a job may be composed of one or more steps that run sequentially,
and it’s possible to use variables to share information between the different steps and the
different jobs.

Even with the functional similarity of these tools, there are significant conceptual and
syntactical differences between them. For example, while the Operating System for each
GHA job may be specified using the runs-on [114]| keyword, or the keyword vmImage [28] for
Azure Pipelines, or the image [64] keyword for CircleCI, Travis CI uses the keyword os [312]
to configure it for all stages and jobs. While Travis CI has a specific phase install [313]
within its lifecycle to prepare the environment, GHA, Azure Pipelines, and CircleCI leave the
specification of these phases to the developers. GHA makes workflows and jobs reusable with
the keyword uses [115], so does Azure Pipelines with task [27], and CircleCI via orbs [65],

but, Travis CI does not offer an equivalent function.

5.3.2 Example-based Learning

A plausible approach for automatic CI system migration is to learn from how prior developers
migrate from source CI systems to target CI systems and how they compose the structure
of the CI configurations. Such migration and composition data can be extracted from open-

source projects hosted in GitHub. We utilized Association rule mining [179, 85|, an ML
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approach for finding interesting associations among data. Specifically, we used the Apriori
Rule Mining [5] and Frequent-Tree Mining [56] algorithm to generate rules for the target CI

system.

5.3.2.1 Apriori Rule Mining

Apriori is an Association Rule Mining (ARM) algorithm defined by Agrawal et al. [5]. It
starts by finding the frequent individual items in a database, also known as transaction set,
and expands them to item sets co-occurring together as long as the appearance of those
item sets is larger than a minimum threshold specified by the user. Apriori then uses these
frequent item sets to generate association rules that reflect general trends in the transactions
set. Apriori rules are composed of a Left Hand Side (LHS), the antecedent, also referred
to as pre-condition, and a Right Hand Side (RHS), the consequent. Within our work, the
transaction set as well as the resulting rules, are composed of subsets of Abstract Syntax
Trees (sub-ASTs).

5.3.2.2 Frequent Tree Mining and Tree Association Rules

Frequent Tree mining empowers us to discover frequent maximal, induced, ordered sub-trees
with a specific minimum support from a group of similar trees. We performed Frequent-Tree
Mining via the CMTreeMiner [56] algorithm on subsets of Abstract Syntax Trees (ASTs).
We grouped these sub-ASTs by their root nodes and passed them as input to CMTreeMiner.
Frequent Trees are discussed in detail in Chi et al.’s work [57]. Using these trees, we were able
to extract Tree Association Rules (TAR), which we adapted from the work of Mazuran et
al. [203]. Similar to association rules, TARs are composed of an antecedent and a consequent.
Within our work, we considered the antecedent to the root node as well as 50% of the branches
of a Frequent Trees, and the consequent being the remaining branches of the tree. Hence, a

Frequent Tree may generate multiple TARs during the execution of CIMig.

5.4 Approach

An overview of our approach is shown in Figure 5.2. While CIMig is technology agnostic, we

use Travis CI and GHA syntaxes in the different examples to better illustrate our approach.

5.4.1 Data Collection and Preparation

As an example-based learning approach, CIMig requires a set of examples to learn from.

Specifically, CIMig requires three sets of configuration files. Set (1) containing Source CI files
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Figure 5.2: Overview of CIMig when used to migrate between Travis CI and GHA

, Set (2) Target CI files, and Set (3) of Source and Target CI equivalent-file-pairs, with each
pair composed of two files from two different CI tools that implement similar functionality.
To evaluate our approach, we chose to focus on Java projects using Travis CI or GHA as they
are the most important subset of Cl-using OSS projects [148, 33, 77, 276, 279], but CIMig can
be used with projects using any programming language. To concertize the data preparation
phase in this context, we discuss the processes we followed to create the 3 aforementioned sets
in this specific context. First, we collected the projects from two sources: Google BigQuery
and GitHub, the two most popular OSS repository hosting sites [185, 116|, after applying
criteria on activity and popularity as outlined by previous works [221, 166, 131|, ensuring
that these projects have a size > 0 KB, have been active in 2021, and have a popularity > 5
stars or > 5 forks. We collected 345228 projects after de-duplication. Then, we used Travis
CI and GHA APIs to establish a project’s usage of these CI tools, a more accurate method
of establishing adoption [276].
This allowed us to build these three project sets:

e Travis CI-Only projects: 13403, — Set (1) or Set (2)?
e GHA-only projects: 15888, — Set (1) or Set (2)?
e Travis CI and GHA projects: 5138, 1252 after filtering, — Set (3).

We used the first two projects sets to extract Set (1) and Set (2) for Task B in 5.4.2, to
extract Frequent Trees for both Travis CI and GHA. We used the third project set to perform
migration effort analysis discussed in Section 5.2, and to extract Set (3) of semantically
equivalent configuration code file tuples for Tasks A-1 and A-2 in 5.4.2. It’s important to
note that while Travis CI uses one configuration code file, GHA may use multiple files, hence
why we’re extracting tuples from a project, as they contain one Travis file, and may contain
more than one GHA file. We applied the following filtering process to find these tuples.

First, we performed a git-history-based analysis to extract the Travis CI and GHA file
tuple which contains the file pair composed of the Travis CI and one of the GHA files with the

2 depending on Translation direction.
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highest cosine similarity [281], a metric used within previous works [54, 338| to determine
source code and configuration code similarity, and which have passing build statuses as
confirmed by the GHA and Travis CI APIs. We eliminated 1748 projects as they did not
have configuration files for one or both tools in their history, likely due to Git rewritings [39],
and 919 projects, due to their tuples having a maximum cosine similarity of 0.1 or less.

Second, to confirm the semantic equivalence of the remaining tuples from the third set,
two co-authors manually analyzed file tuples from 2471 projects. As mentioned earlier, the
extracted file tuple may contain more than one GHA file. Hence, the developers performed a
pairwise comparison between the Travis file and each of the GHA files in each tuple, starting
with the longest GHA file. The co-authors focused on the shorter file out of the file pairs,
determined the functionality being performed via the goals of commands and CI-specific DSL,
and then, then attempted the same process in the other CI file and its DSL. To save time,
they stopped when reaching the minimum equivalency criterion of 50%. We opted for this
permissive semantic equivalence criterion after perceiving that very few projects completely
re-implement the same functionality between GHA and Travis CI, which is consistent with
previous findings [272]. After applying these filtering processes, only 1252 projects met these
criteria. In the tuples where more than one GHA file was present, we designated the biggest
GHA file meeting the equivalence criterion it as the "main" GHA file. In total, we extracted
1252 Travis files and 1372 GHA files.

Third, similar to other works that tackled code translation [274, 6], we split third set into
two subsets, following the 80%-20% ratio, a "training" set of file tuples from 1001 projects
and a "test" set of file tuples from 251 projects. The project splitting process was random
to maintain representativeness, and no project is represented in bot the training and testing
set. Only the training set is used for Tasks A-1 and A2, while the testing set is reserved for
the evaluation of the approach. Since Tasks A-1 and A2 of CIMig are designed to learn on
file-pairs, we transform each tuple into pairs where the same Travis CI file is paired with the
multiple GHA files.

Finally, we apply an Abstraction process to Sets (1), (2), and (3) .This process parses the
different configuration files into equivalent ASTs, then transforms their leaves by matching
them with regular expressions that contain predefined keywords to preserve the commands
used within the configuration code files while removing their project-specific parameters. The
keywords used within the abstraction process were defined via a clustering method, where
we collected the 100 most common keywords within Travis CI and GHA files, respectively,
and manually extracted 22 keywords corresponding to popular commands used within these
files. These commands correspond to tools such as Git and Maven that are external to these

two CI tools and may be used by any CI system. This is the only part of the abstraction
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process that is programming-language-specific, as the tools detected via this process, such
as Maven, might be more closely associated to a specific programming language. However,
this process can be easily adapted to other programming languages by using Sets that use
other programming languages for this process, or simply manually defining the keywords

depending on the programming language used in the projects associated to the CI files.

5.4.2 Training CIMig
5.4.2.1 Task A: Apriori Rule Mining Process

The goal of this process is to find rules that allow us to translate Source CI syntax to Target
CI Syntax, which we refer to as (I) Translation Rule Mining as well as rules that link different
parts of Source CI syntax to each other, referred to as (2) Hierarchization Rule Mining. This

process is applied to Set (3): the Source-Target CI file pairs set.

ey Table 5.1: Subset of Cartesian product generated
g :‘ | for a Travis CI - GHA File tuple

,,,,,,,,,,,,

) ) Travis H-2 AST GHA H-2 AST
{"children™:[{"children”:[],"type":Java}],"type":Language} {children:[{children:[],type:mvn-cmd}], | {children:[{children:|],type:name}],
{"children”:[{"children”:[],"type":false}], "type":sudo} type:script,origin:travisci} type:name,origin:gha}
{"children":[{"children":[], "type" :mvn-cmd}, YDe:SCHph,oren: ybe: Orgin:g
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type:script,origin:travisci} type:branches,origin:gha}
: . : children:[{children:[|,type:mvn-cmd}|, children:[{children:|],type:build}],
Figure 5.3: Travis CI H-2 AST Ex- {childrens [{ehildren:[,typ LA H{children:[ typerbuild)]
type:script,origin:travisci} typemame,origin:gha}
tra,Cthn EXample {children:[{children:[],type:mvn-cmd}|, | {children:[{children:[],type:adopt}],
type:script,origin:travisci} type:distribution,origin:gha}

Task A-1: Translation Rule Mining. To extract translation rules to guide our translation
from the Source CI to the Target CI tool, we analyze the previously-prepared file pairs.

First, after the abstraction of these files as detailed within Section 5.4.1, we parse them
into ASTs. Then, for each pair of ASTs, we extract the sub-ASTs of height equal to 2 starting
from the leaves of the ASTs, which we refer to as H-2 ASTs within this work, and we represent
them in a textual format. We decided on this height after a process of parameter tuning,
detailed in the Parameter Tuning paragraph of 5.4.2.3. An example of the application of
the abstraction and H-2 collection processes is shown in Figure 5.3. For each file pair i, we
obtain a set of H-2 ASTs extracted from the Source CI file: SRC' — H2;, and a set of H-2
ASTs extracted from the Target CI file TGT — H2;

Second, for each file pair, we apply Cartesian product, used in other code-translation
works [310], to create a transaction set T; = SRC — H2, XTGT — H2; We chose this product
since the alignment of the configuration code files from different tools is not possible in many

of cases, as different configuration parameters can be at different locations within the file
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pairs due to some tools, such as GHA, employing a more flexible file structure than others.

Third, all the transaction sets generated from the file pairs are grouped into one large set
Tiranst = Zfil T; on which we perform our Apriori-based Association Rule Mining (ARM) [5],
previously detailed in Section 5.3.2. This rule-mining was used in other works tackling code
translation and configuration mapping such as that of Hora et al. [153]

These rules are evaluated in terms of their support [5], confidence [5], and lift [209],
with higher values indicated higher quality rules. Support reflects how often the item set
appears together, support(SRC = TGT) = P(SRC UTGT), where SRC' is a specific H-
2 AST from Source CI, TGT is a specific H-2 AST from Target CI. Confidence reflects
how often the rule is correct, confidence(SRC = TGT) = P(SRCUTGT)/p(sre). Lift is the
ratio of the actual confidence of a rule to its expected confidence, lift(SRC = TGT) =
con fidence(SRC=TGT)/p(rGT). We specified a minimum support of 1075, a value determined via
a process detailed in Section 5.4.2.3.

Fourth, we filter the generated rules to keep those with the format of SRC-CI-H2-AST
= TGT-CI-H2-AST, thus creating the Rule-Set R. We calculate the confidence, lift and
support products of these rules with their flipped counterparts, of the format TGT-H2-AST
= SRC-CI-H2-AST, to substantiate the equivalence between the two H-2 ASTs. This is
important since one Source CI H-2 AST may have multiple possible equivalent Target H-2
ASTs, and vice-versa.

Finally, we automatically bifurcate R into two sets, based on whether the cosine similarity
of the LHS’s leaves and the RHS’s leaves was above 0.5. These sets are:

R, - Similarity-Based rule-set.
R4 : Statistical-Based rule-set.

We opted for this bifurcation as we anticipate a number of spurious rules will be present

in R due to the application of the Cartesian product. We choose to apply Ry in the
translation process, after applying additional constraints, as it may still contain some useful
non-textually-similar rules. We detail these constraints and the translation process in Sec-
tion 5.4.3.
Task A-2: Hierarchization Rule Mining. The translation rules only capture two levels
of the entire Source CI AST to find its equivalent Target CI AST. However, CI ASTs often
contain 3 or more levels. Thus, multiple H-2 ASTs can be linked with a variety of inter-
mediate nodes on multiple levels. To better infer the intermediate nodes within a Target
AST, and ensure the correct composition of the generated Target CI file, we created a set of
hierarchization rules via the following steps.

First, from each Target CI file i, we built a transaction set T'H; of the extracted H-2
AST nodes and their parents, then we built TH = Zfil T H; on which we ran the Apriori
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algorithm with a minimum support of 107¢ to generate the hierarchization rules.

Then, similar to their translation counterparts, the rules were filtered to keep those of the
desired format of H-2-AST-Child = Parent. These rules allow us to find the direct parents of
an H-2 AST, thus allowing us to infer some intermediate nodes within the complete generated
AST of our Generated Target CI file. In addition, their confidence, lift, and support products

were also calculated.

5.4.2.2 Task B: Frequent-Tree Mining Process.

While our translation and hierarchization rules allow us to translate H-2 ASTs and find their
direct ancestors, they do not capture patterns that link multiple H-2 CI ASTs to each other
or patterns that span more than 2 levels. Such patterns may allow us to add beneficial sub-
ASTs via inferring which sub-ASTs occur together, thus allowing us to address syntax that
is not directly translatable from the Source CI syntax or syntax that does not have a direct
equivalent. To capture these useful patterns, we perform Frequent-Tree Mining, detailed
in Section 5.3.2, on the Source CI files set, and the Target CI files set. After abstracting
these files, we extract sub-ASTs originating from each of their intermediate nodes. This
mining process empowered us to discover a set of Frequent sub-ASTs, which we refer to as
FT, where each tree has a minimum support of 5%, a value we chose via parameter tuning,
detailed in Section 5.4.2.3.

Root is steps, Children contain [{"children":[],"type":mvn-
cmd}, {"children":[],"type":mvn-cmd}]} map

< Mvn-cmd_> Children should contain {"children":[{"children":[],
m "type":javaversion}],"type":with},{"children":[{"children"

:[1,"type":actions/setup-java@version}], "type":uses}
Figure 5.4: Example of Frequent Tree mined from GHA and Generated TAR

These Frequent Trees we extracted capture sub-ASTs which co-occur frequently within
the files we used as input, and an example of such a Frequent Tree containing a beneficial
pattern, which we extracted by mining GHA files, is shown within Figure 5.4. This tree
contains the syntax used to setup and configure Java within a specific job, as well as the
usage of Maven commands, signaling that these two elements are likely to occur together.
As detailed in Section 5.3.2, these Frequent Trees generate multiple Tree Association Rules
(TAR), and an example TAR is shown in the figure as well, where the antecedent is the root
node steps along with the usage of Maven commands within an AST, and the consequent
is the setup and configuration of Java. Such co-occurring H2-ASTs can’t be identified by

translation and hierarchization rules. As illustrated by this example, the configuration of
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Java is a beneficial addition to our translation. Furthermore, TARs generally add more

intermediate nodes to an AST file, which are useful for the hierarchization process.

5.4.2.3 Parameter Tuning for Task A & B

While designing the Apriori Rule Mining and Frequent Tree Mining processes, we followed an
extensive parameter tuning process. Due to the prevalence of the migration from Travis CI
to GHA, we focused on that translation scenario during this process.  For the Apriori Rule
Mining tasks, while deciding on the optimal number of levels to capture within our translation
rules, our goal was to generate rules that strike a good balance between conservativeness and
generality, as higher-order rules may less easily accommodate the migration with new CI
workflow steps not seen during the training process, while lower order rules may generate too
many rules that are prone to noisiness. To determine the ideal number of levels to consider,
we mined rules with different sub-ASTs of different heights. We specifically evaluated 3
different types of rules: H-2 rules, with two levels on both sides of the rules, Mixed rules,
with three levels on one side, two levels on the other side of the rule, and H-3 rules, with
three levels on both sides of the rules. For each type of rule, we mined Travis CI =>
GitHub Actions rules, and then performed an evaluation of these rule sets against hand-
crafted ones. While Sim-based H-2 and Stat-based H-2 rules had F-1 scores of 71.25%
and 31.85%, Sim-based Mixed and Stat-based Mixed rules had F-1 scores of 60.75% and
8.10%, and Sim-based H-3 and Stat-based H-3 rules had F-1 scores of 33.33% and 10.26%.
Hence, it’s clear that H-2 rule-set has significantly better rules, while considering higher-
level rules causes a precipitous drop in rule quality. Furthermore, while performing the rule
mining process, we experimented with different values for the minimum support, and opted
to use 1079 as it allows the generation of the maximum number of rules on the development
machine, described in 5.5.2, without causing memory consumption issues related to the
Apriori algorithm [5]

Concerning Frequent Tree Mining, we again aimed to strike a balance between conserva-
tiveness and generality, and to operate within the constraints of time and memory needed for
the mining process. Hence, we attempted the mining process with multiple minimum sup-
port values ranging from 1% to 75%. Of the values in this range, we found that a minimum
support of 5% generated a sufficient number of trees, consisting of 2664 GHA Frequent Trees
and 524 Travis CI Frequent Trees, within an amount of time detailed in 5.5.2, while higher
support values resulted in a much smaller number of Frequent-trees, especially for Travis CI.
For example, 10% minimum support resulted in the discovery of only 1006 GHA trees and
175 Travis CI trees, and 25% resulted in the discovery of only 191 GHA trees and 40 Travis

CI trees, thus capturing far fewer patterns. Frequent Tree Mining with minimum support
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values lower than 5% either went on indefinitely, or took much longer time and resulted in

few additional trees, most of which were not generalizable.

5.4.3 Using CIMig

The four steps of the approach that we follow to translate files from the Source CI syntax to
the Target CI syntax are illustrated in Figure 5.2. Within this section, we detail the different
steps of the translation process and illustrate them with an example of a translation from
Travis CI to GHA. Similar to GitHub Actions Importer, we designed CIMig to use one file
as input and produce one file as output, as the splitting of CI configuration across all files
is optional in some CI tools such as GHA, and not at all supported by other tools such as
Travis CI.

language: java
sudo: false
jdk:
oraclejdk7
after_success:
mvn clean cobertura:cobertura coveralls:report

Figure 5.5: Example of Travis CI File and its corresponding AST

5.4.3.1 Step 1: Abstraction and Parsing

First, the configuration code of the source file is processed with the same abstraction process
applied during the training phase, described in Section 5.4.1, and then parsed to an Abstract
Syntax Tree (AST) from which we collect the H-2 ASTs. The parameters of the commands
within these nodes, which are removed in the abstraction process, are stored for usage in a
later step. An example of a Travis CI configuration file and its equivalent abstracted AST

is shown within Figure 5.5.

e Basic GHAAST

/j;a_\;a versioﬁ‘_\:j [Stat-based Translation]

- o lTmaeo L {Sim—based Translation‘
f${{i:ajr|XJava}} TAR Enrichment

“run { Parameter Transfer}

mvnclean
cobertura:cobertura
coveralls:report

Figure 5.6: Example of a translated GHA AST
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5.4.3.2 Step 2: Source to Target Translation and Target AST Composition

This step is composed of 3 phases: Initialization, Sim-based Translation, and Stat-based
Translation. We also detail the Insertion Process we follow during the latter two phases.

Step 2.1: Imitialization. First, we initialize a Target CI seed tree before the translation
process begins. This AST is created from Frequent Trees found within the Target CI files,
and that was verified to follow the correct structure of the Target CI tool. An example of a
basic GHA AST composed of a seed tree is shown in black in Figure 5.6. This AST forms
the basis of the file we're attempting to create as an end result of our translation process,

and we refer to this file as generated equivalent Target CI file.

{"children":[{"children":[],
"type":mvn-cmd}], "type":run}

{"children":[{"children":[],
"type":java}],"type":language}}

{"children":[{"children":[], "type":
${{matrix.java}}}],"type":Java-version}

{"children":[{"children":[], "type": ‘- -

mvn-cmd}], "type" :After_success}}

Figure 5.7: Example of Sim-based transla- Figure 5.8: Example of Stat-based transla-
tion rule tion rule

Step 2.2: Sim-based Translation. Second, we attempt a Sim-based translation, which
makes use of Sim-based rules, detailed in Task A-1 of Section 5.4.2.1. For each Source CI
H-2 AST collected within the previous step, we collect all the Sim-based rules with an LHS
that matches it. Then, we extract the best rule according to its confidence product and
apply it to generate the corresponding Target CI H-2 AST, which is then inserted within
the AST of the generated equivalent Target CI file. Figure 5.7 shows an example of such
a translation rule that applies to the Travis CI file shown in Figure 5.5. The usage of its
results in a generated equivalent GHA file is shown in green in Figure 5.6. These rules
effectively translate syntax that is directly equivalent between Source and Target CI systems
and has textual similarity, such as translating the after_success:./gradle segment from
the motivational example in Figure 5.1.

Step 2.3: Stat-based Translation. Third, we attempt Stat-based translation. For each
H-2 AST not translated within the previous step, we collect all the Stat-based rules with
an LHS that matches it. However, we look for certain prerequisites before attempting to
apply the Stat-based rules. For each rule, we collected the Frequent Trees of the Source CI
tool, which contain the LHS of this rule, and the Target CI Frequent Trees, which contain
the RHS of this rule.® CIMig analyzes each matched rule in descending order of their
confidence product. It ascertains whether at least one Source CI Frequent-Tree, containing
the LHS of the Stat-based rule, is present within the Source CI file’s AST. It also verifies
if a Frequent-tree from the Target CI tool, containing the RHS of the Stat-based rule, has

3This step is independent of the translation process, it is pre-computed to help accelerate it.
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at least 50% of its branches within this AST. If both conditions are met, the rule is applied
and the corresponding Target CI H-2 AST is generated and inserted within the AST of the
generated equivalent Target CI file. Figure 5.8 shows an example of such a translation rule
that applies to the Travis CI file shown in Figure 5.5. The usage of its results in a generated
equivalent GHA file is shown in red in Figure 5.6. This type of rule is especially useful
for the non-directly-equivalent syntax and directly-equivalent syntax which does not have
textually similar leaves, such as the translation of the language:android segment from the
motivational example in Figure 5.1.

Insertion Process. In this paragraph, we detail the insertion process that we followed
during the Sim-based Translation and the Stat-based Translation. CIMig performs a DFS-
based search within the generated equivalent Target CI file AST to find the deepest node that
matches the parent node of the new H-2 AST, which is then used as the point of insertion.
The H-2 AST’s children are inserted as the matching node’s siblings. The design of this
process was guided by observations of the YAML syntax, which is used by many CI tools,
as intermediary nodes do not occur multiple times on the same level within a YAML file. If
no matching nodes are found, the new H-2 AST is assumed to be a direct descendant of the

file’s root node and is accordingly inserted at the root of the file.

5.4.3.3 Step 3: Target AST Enrichment and Hierarchization

Step 3.1: AST Enrichment with TARs. to improve the structure of our generated equiv-
alent Target CI file, we make use of TARs contained within the previously-mined Frequent
Trees, detailed in Task B of Section 5.4.2.1. TARs can add beneficial patterns found within
CI files of the same type, as well as intermediate nodes and structures that can be used to
hierarchize the previously generated H-2 ASTs. We attempt to match each of the Target CI
tool’s TARs with the AST of the generated equivalent Target CI file. If a TAR is applicable,
we insert the AST branches it generates while preserving any existing nodes within the file.

an example of an AST Enrichment is shown in blue in Figure 5.6 .
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Algorithm 1 Hierarchization Algorithm

function DFS Basep Inserr(CI_H2 AST,CI AST)
T+ CI_H2 AST.Parent_Node.Type
Insert _Node < DFS Basep Searcu(CI_AST,T)
if Insert Node # NULL then
Insert _Node.Children < (Insert_Node.Children AST UCI _H2 AST.Children)
CI_AST.Children + (CI_AST.Children\ CI_H2_AST)

return True

else
9: return False
10: end if
11: end function
12: for all CI_H2 AST € CI_AST.Children do
13: if DFS_Basep_ INsgrr(CI_H2_ AST,CI_AST) = False then

14: Matched Hierarch _Rules <+ )

15: for all Hierarchy _Rule € Hierarchy _Rules do

16: if Hierarchy Rule. LHS =CI H2 AST then

17: Matched Hierarch Rules < (Matched Hierarch Rules U Hierarchy Rule)
18: end if

19: end for

20: if Matched Hierarch Rules.size > 0 then

21: Best_Rule < Best(Matched _Hierarch _Rules)

22: New CI_AST < Init(Best_ Rule.Parent_Node.Type)

23: New_CI_AST.Children < (New_CI_AST.Children UCI_H2_AST)
24: CI_AST.Children « (CI_AST.Children\ CI_H2_AST)

25: if DFS_Basep_INserr(New CI_AST,CI_AST) = False then

26: CI_AST.Children < (CI_AST.Children U New_CI_AST)

27: end if

28: end if

29: end if

30: end for

Step 3.2: AST Hierarchization. The goal of the hierarchization process is to improve the
placement of our H-2 ASTs, and the internal structure of our generated equivalent Target CI
file’s AST. We apply Algorithm 1 to achieve this process, which employs the hierarchization
rules, detailed Task A-2 of in Section 5.4.2.1. First, as shown in lines 12-13, for each H-2-
AST we inserted at the root, we attempt to apply the hierarchization process. Within this
paragraph, we refer to the H-2 AST we’re attempting to hierarchize as the current H-2 AST.
For each current H-2 AST, we call the function DFS Based Insert, detailed in lines 1-11,
where we perform a DFS-based search to find the deepest node that matches the current
H-2 AST’s parent type. If a match is found, we insert the current H-2 AST’s children as
children of the matching node and remove the current H-2 AST from the root node. This
re-application of the same insertion process we followed in the previously-described Step 2
allows us to take advantage of the new intermediate nodes added via the TAR enrichment
process that we previously applied. If no matches are found, we collect all the Target CI

hierarchization rules the LHS of which matches the current H-2 AST and we apply the
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hierarchical rule with the highest confidence product, as detailed in lines 14-21. Lines 22-30,
show how we use this rule: we produce a new node using the new parent type, and add
the current H-2 AST to its children. We then pass this new node as a search target to
DFS Based Insert. If a node with the same type as our new parent is found within our
Target CI file AST, we insert the current H-2 AST as one of its children. If no matches are
found, the newly generated node is inserted a child of the root of the generated equivalent
Target CI file’s AST.

An example of a hierarchization rule is shown in Figure 5.9. It applies to the generated
equivalent GHA file we’re constructing in Figure 5.6, where the usage of this rule’s results
is shown in . This example also illustrates how the application of TARs allowed us to

add new intermediate nodes, which were then useful during the hierarchization process.

{"children":[{"children":[], "type": \ -
${{ matrix.java}}}],"type":Java-version}

Figure 5.9: Example of Hierarchization rule

5.4.3.4 Step 4: Source to Target AST Parameter Transfer

Before applying the abstraction process in Section 5.4.3.1, we stored the parameters that
correspond to the different commands contained in the H-2 ASTs we extracted. Throughout
the different steps of our translation process, we keep track of which parameters correspond to
each collected H-2 Source CI AST, as well as which generated H-2 Target CI AST corresponds
to which H-2 Source CI AST. The generated Target CI ASTs are abstract due to the nature
of the rule generation process, making the parameter transfer to them a direct process, where
we copy the parameters to the new commands while preserving their order. Hence, we end up
with a generated equivalent Target CI file that contains commands identical to their Source
CI counterpart. An example of the results of this step is illustrated within the underlined
node in the AST shown in Figure 5.6, where the parameters of the maven command were
transferred from the original Travis CI AST. The generated equivalent Target CI file AST
is finally transformed into a regular YAML file that can be used by the developers in their

Target CI environment.
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5.5 Evaluation

5.5.1 RQ1: How effective is CIMig?

To measure the effectiveness of CIMig, we performed two-pronged evaluation: automatic
translation evaluation and user study.

Automatic Translation Evaluation: To evaluate the performance of the automatic transla-
tion, we applied CIMig on "test-set" of 251 that we discussed in Section 5.4.1. We evaluated
two aspects of the automatic translation. First, we calculated the percentage of automated
translations, which quantifies how many of the H-2 ASTs collected from each source CI file
are matched and translated by CIMig. Second, we adopted Cosine similarity [281] and Crys-
talBLEU [82] to measure the similarity between CIMig generated CI configuration files and
developer-written Target CI configuration files. We chose these two metrics due to their wide
usage in literature. Cosine similarity is known for its versatility and applicability in source
code migration research works [338, 54, 247, 307, 229|, and CrystalBLEU is designed for
source code similarity and was utilized in code generation works [184, 341, 75| and code mi-
gration works [243, 161]. For comparative analysis, we compared the performance of CIMig
with that of GitHub Actions Importer, the official tool from GitHub Actions [119], using
these two metrics.

User Study: We performed a user study to evaluate the practicality of CIMig. The study
was done with five participants, out of 15 initially contacted. They had software development
or research experience ranging from 3 to 7 years, CI experience including GHA ranging from
1 month to 1 year. Each participant was tasked with migrating five Travis CI projects to
GHA manually. Then, they also migrated these projects semi-automatically twice, with one
migration using a configuration file generated by CIMig and another with GitHub Actions
Importer, in a random order. In fact, the participants were given CI File 1 and CI File 2
without knowing their generating tools. To ensure a random order, File 1 was generated by
CIMig in three projects and by GHA Importer in two projects, while File 2 was generated
by the remaining tool.

The five projects are from the Travis Cl-only set, and we selected them using popularity
(> 5 stars or > 5 forks), project activity ( > 200 commits made), and project freshness (
updated June 2023 or later) following criteria in a similar works [131, 166, 221]. The five
projects are hutool [76], WxJava [329], hsweb-framework [155], elasticsearch-sql [232],
TelegramBots [35|. For the study, we only considered Travis CI to GHA migrations as
GitHub Actions Importer only supports Travis CI to GHA. As stated earlier, all configuration
files generated by CIMig and GitHub Actions Importer were anonymized before being shared

with the participants to avoid bias.
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For each migration task, the participants were asked to achieve a "First Passing Work-
flow", a workflow that implements minimal CI functionality, and a "Final Workflow" which
implements all CI functionality that is available in Source CI configuration. During the study,
we measured how much time can be saved via the semi-automatic migration approaches us-
ing CIMig and GitHub Actions Importer generated files. Also, we received ratings for the
usefulness of the generated files by each tool from participants using a Likert scale [9] rang-
ing from 1 to 5, with 1 being "not at all useful" and 5 being "incredibly useful". Having
performed the manual migration first helped the participants determine their user rating
(usefulness) of CIMig and GitHub Actions Importer in comparison with the manual process.

Our full study guide and the full reports are available at [18].

5.5.2 RQ2: What is the CIMig Execution Cost?

To estimate the time consumption of the training and translation processes, we program-
matically measured the time it took to execute each training task, as well as the execution
times for each translation performed on our test set, during the experiment execution. We
performed our experiment on a machine running Ubuntu 22.04 and configured with an Intel
Xeon CPU with 6 cores/12 threads and 32 GB of RAM.

5.5.3 RQ3: What are the Shortcomings of CIMig?

To find the shortcomings of the results of CIMig, we asked co-authors who did not work on
developing CIMig to manually evaluate the results of our experiments by providing detailed
reports on the different issues they noticed for the worst 25 generated translations from
Travis CI to GHA, and the worst 25 generated translations from GHA to Travis CI, as
determined by Cosine similarity. We then grouped similar issues into 3 main categories and

reported the number of translations of each type that possessed that flaw.

5.6 Results

5.6.1 RQ1: CIMig Migration Effectiveness
5.6.1.1 Automatic Translation Evaluation Results

As the translation percentage values illustrate within Figure 5.10, for the 251 projects com-
posing the test set of GHA-Travis CI equivalent set, our technique is effective at translating
an average of 70.82% and a median of 75% of the H-2 ASTs extracted from a Travis CI file.
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Figure 5.10: Percentage of H-2 ASTs translated per-file

Furthermore, CIMig translates an average of 51.86% and a median of 53.13% of a GHA H-2
ASTs to Travis CI syntax.
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Figure 5.11: Cosine Similarity score of the Figure 5.12: CrystalBLEU score of the
Generated files. Generated files.

Moving on to the translation quality, both Cosine Similarity and CrystalBLEU scores,
illustrated within Figure 5.11 and Figure 5.12 respectively, and measured using the test
set, display averages of 0.51 and 0.044 for the translation from Travis CI to GHA. The
translation from GHA to Travis CI has averages of 0.35 and 0.036, respectively. Using the
Paired T-test [269] for the Cosine Similarity and CrystalBLEU scores for the translations
from Travis CI to GHA, we found that the differences between the two translation directions
were statistically significant, with p-values of 0.0001 and 0.0098 (<0.05). Using the same
statistical test for these scores for the translations from GHA to Travis CI, we found that
the differences between the two translation directions were statistically significant as well,
with p-values of 0.0001 and 0.0001 (<0.05).

Using the CrystalBLEU metric, it’s clear that the generated equivalent GHA files and
the equivalent Travis CI files show a good similarity to their developer-crafted baselines,
especially when considering the works of Eghbali & Pradel. [82] For CrystalBLEU, where
values around 0.05 were considered indicative of context-preservation and feature-parity
between the code pairs. Furthermore, Using both Cosine Similarity and CrystalBLEU to
compare the results from CIMig to those obtained by GitHub Actions Importer for the
scenario of translating Travis CI files to GHA files, it’s clear that CIMig’s generated files

131



are as similar to the developer-provided files. This helps substantiate the quality of our
generated files, especially since the official tool relies on hand-crafted specific rules. While
CIMig supports the translation from GHA to Travis CI, GitHub Actions Importer does not,
nor does any current tool, hence why there is no baseline for comparison in that case.

We find it important to mention that a considerable amount of GHA syntax does not have
a Travis CI equivalent, mainly because the oft-used Actions in GHA do not have a direct
equivalent in Travis CI, as it doesn’t support reusable workflows, making their translation
difficult, explaining the lower results obtained when translating GHA files to Travis CI. It’s
also notable that GHA-Travis CI equivalent set contains GHA and Travis CI tuples that
have as little as 50% functionality in common, meaning that the generated equivalent GHA
file or generated equivalent Travis CI file may only achieve a maximum similarity of 50%.

Overall, our results further support the confidence in the quality of the equivalent Target
CI file generated by CIMig and validate that they implement a sizeable percentage of the
functionality originally found in the Source CI file. We believe the files CIMig generates can
form a good basis for developers to build on and help accelerate the migration process of

their infrastructure, and we attempt to confirm this in the following section.

Table 5.2: User Study results on manual migration, and migrations with CIMig and with
GHA Importer

‘ First Workflow ‘ Final Workflow ‘Avg. user rating

Project name ‘ Manual CIMig GHA Imp. ‘ Manual CIMig GHA Imp. ‘ CIMig GHA
Imp.

|time (m) time (m) saved (%) time (m) saved (%)|time (m) time (m) saved (%) time (m) saved (%)| files ;nlgs

WxJava 38.40 23.6 38.54 11.60 69.79 76.80 30.20 60.68 19.80 74.22|  2.60 4.80
hutool 41.40 26.4 36.23 9.00 78.26 90.40 40.20 55.53 14.80 83.63 2.80 4.40
Elasticsearch-sql 29.00 24.20 16.55 4.60 84.14 46.00 36.20 21.30 8.00 82.61 3.40 5.00
Hsweb-framework 68.80 9.80 85.7 24.00 65.12 93.40 34.60 62.96 45.00 51.82 3.40 3.40
Telegram Bots 22.20 10.40 53.15 17.20 22.52 73.40 26.80 63.49 33.60 54.22 3.00 3.20
Average |  39.96 18.88  46.05% 13.28  63.97%| 76 33.6  52.79% 2424 69.30%| 3.04 4.16

5.6.1.2 User Study

Table 5.2 shows the results of the user study conducted following Section 5.5.1. Column 1
shows the name of projects used for the migration from Travis CI to GHA in the study. The
First Workflow (column 2-6) shows the time that developers spent on Manual migration and
migrations using CIMig and GitHub Actions Importer to reach a First passing workflow.
For the results of CIMig and GitHub Actions Importer, we show how much time was saved
in comparison to Manual migration (column 4 and column 6). Similarly, the Final Workflow
(column 7-11) shows measures of developer time taken to reach a Final passing workflow for

the same 3 migration types. Finally, Avg. User Rating (column 12-13) contains the average
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usefulness scores from 1 to 5, assigned by the developers to the files from CIMig and GitHub
Actions Importer.

Similar to prior research [52, 210, 358], the files generated by CIMig and GitHub Actions
Importer still require some manual modifications before being usable, however, the results
in Table 5.2 show the usefulness of these tools by quantifying how CIMig and GitHub Ac-
tions Importer help developers reach both the First-passing workflow and the Final-passing
workflow much faster than manual migrations. Indeed, CIMig reduced the Manual migration
time by 16% to 86%, and GitHub Actions Importer reduced it by 22% to 84% for reaching
the First-passing workflow. We see similar reductions as well in the migration time for the
Final-passing workflow. In terms of user ratings, CIMig has an average of 3.04 user rating,
and GitHub Actions Importer has a higher average user rating of 4.16.  When applying
Repeated Measures ANOVA [106] to the Time to first build and Time to final build, we
found that the differences between the two tools were statistically significant, with p-values
of 0.02 and 0.00003 (<0.05). However, we found that the differences between the two tools in
terms of user ratings were not statistically significant, with a p-value of 0.06 (>0.05), when
using the paired T-test [269].,.

Focusing on specific projects, we notice similar user ratings for the two tools for the
Hsweb-framework and Telegram Bots projects. In both projects, CIMig also provides
higher reduction in migration time than GitHub Actions Importer. Two developers men-
tioned in their reports that the files provided by CIMig were easier to extend for these 2
projects than GitHub Actions Importer’s files, where GitHub Actions Importer’s attempts
to translate some syntax results in more complicated configuration files that were harder
to debug and extend. The remaining developers confirmed this as well, thus explaining the
reported user ratings and time savings. In summary, CIMig shows lower reduction rate than
GitHub Actions Importer on three projects and higher reduction rate on two projects. User
ratings tend to follow the reduction rates, with ratings for CIMig being lower than GitHub
Actions Importer. Overall, the results confirm that the files generated by CIMig are us-
able in the GHA environment with minor modifications, and help save on migration time.
Furthermore, CIMig is a technology agnostic approach that leverages mining processes from
existing files, making it easy to extend and adapt to new syntax, as shown via GHA to Travis
CI migration. On the other hand, GitHub Actions Importer is built using manual-mapped
rules, and only supports Travis CI to GHA migration, limiting its extension to other scenar-
ios. Hence, CIMig provides more usefulness in terms of supporting more migration scenarios

with comparable performance to the specialized migration tool.
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Although CIMig uses a learning-based, technology-agnostic approach, it achieves per-
formance comparable to the technology-specific hand-crafted GitHub Actions Importer

in terms of migration quality, time savings, and user satisfaction.

5.6.2 RQ2: CIMig Execution Cost

Concerning the time needed to perform the translation of GHA files to Travis CI the average
execution time of CIMig is 719.85 milliseconds, and the median is 705 milliseconds. Mean-
while, the average execution time of GitHub Actions Importer is 1553.31 milliseconds, and
the median is 1503.38, for the same process. When applying the Paired T-test [269] to the
execution times of the two tools, we found that the differences between the two tools were
statistically significant, with p-values of 0.0001 (<0.05) for both translation directions.
While both executions times are acceptable [230|, CIMig is faster than GitHub Actions
Importer . CIMig has acceptable times for translating GHA syntax to Travis CI as well,

with a median execution time of 797 milliseconds, and an average translation time of 1235.46

milliseconds.
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Figure 5.13: Execution time of GitHub Actions Importer and CIMig in milliseconds

Concerning the different processes of the training phase, they are only executed once and
are independent of the translation process, making their time consumption less important.
During the rule mining phase, detailed in Section 5.4.2.1, we executed 2 Apriori-based ARM
operations: Travis CI to GHA translation rules, which took 45947 milliseconds to execute,
and GHA hierarchization rules which took 22022 milliseconds to execute. These times were
nearly identical when mining the translation rules GHA to Travis CI, as well as the generation
of Travis CI hierarchization rules. The most time-consuming process we designed was the
detection of which GHA and Travis CI Frequent Trees match with the Stat-Based rules,
which took 1625773 milliseconds (around 27 minutes), despite a parallelized implementation

that took advantage of all CPU threads available. This is however not surprising as there is
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a total of 99586 Stat-Based rules for each direction, along with 524 Travis CI Frequent Trees
and 2664 GHA Frequent Trees.

We performed two Frequent-Trees mining operations: one on Travis CI files, which took
1211342 milliseconds (around 20 minutes), and one on GitHub Actions files which took
257445 seconds (around 71 hours). The latter’s much higher time consumption can be
attributed to a bigger number of unique root nodes at which we attempted to detect Frequent-
Trees, as well as the larger and more complex ASTs of GHA files. Overall, we believe CIMig

time consumption during the training phase also remains within acceptable limits.

CIMig is faster than the GitHub Actions Importer, requiring only about one second to

generate translations in both directions.

5.6.3 RQ3: CIMig Translation Failures

Although our approach generates CI files of good quality, there are certain cases where our
approach fails to generate an acceptable translation. These failures are classified into three
categories as follows:

Syntax with no direct equivalent: (5 out of 25 Travis CI = GHA translations, 22 out of
25 GHA = Travis CI translations) Although there are some similarities between Travis CI
and GHA configuration syntaxes, there are certain functionalities that are supported in only
one of them. For example, GHA offers the uses keyword that allows reuse of existing GHA
workflows in the form of Actions, but Travis CI does not offer an equivalent functionality.
An example of this syntax is shown in Listing 1.

Syntax that relies on more than two levels: (7 out of 25 Travis CI = GHA translations,
2 out of 25 GHA = Travis CI translations) Since we opted to capture and translate H-2
ASTs in Travis CI, any functionalities that depend on the configuration of more than 2 levels
are not captured. For example, the usage of multiple stages with different jdk and language
settings in Travis.

Unabstracted syntax and parsing issues: (23 out of 25 Travis CI = GHA translations,
4 out of 25 GHA = Travis CI translations) Since the abstraction process was applied with the
usage of the most common commands, some less common commands, such as openssl and
jarsigner, are not represented within the translation rules we generated. An illustration of
this is shown in Listing 2. This can be minimized by extending the abstraction process to

include more commands, as discussed in the last paragraph of Section 5.4.1.
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Listing 5.2: Travis CI syntax from

Gotify/Android using unmatched com-
Listing 5.1: GHA syntax with no Travis CI = .51ds (Highlighted)

equivalent from Albertus82/Cyclesmod
before deploy:

uses: sonarsource/sonarcloud—github—action |\ colorbox{yellow }{openssl}| aes—256—cbc
env: —K S$encrypted key
GITHUB_TOKEN: ${{ secrets. —iv $encrypted iv —in release—key.
GITHUB_TOKEN }} jks.enc
SONAR_TOKEN: ${{ secrets. —out gotify—release—key.jks —d
SONAR_ TOKEN }}
SONAR_SCANNER_OPTS: |\ colorbox{yellow }{jarsigner }| —verbose —
—Dsonar.organization=albertus8§2—github sigalg SHA1withRSA

—digestalg SHA1 —keystore release—
key.jks

CIMig has a few limitations in translating certain syntaxes, such as those with no direct
equivalent, those that rely on more than two levels, and those that have not been covered

by the abstraction process.

5.7 Related works

Automatic Code Migration. Migrating from one programming language to another is
very common in large software systems due to the need for cross-platform support and lan-
guage support features. However, programming language migration is effort-intensive and
error-prone [358, 210, 52| due to the differences in syntax and unfamiliarity with the target
programming language. To mitigate this, researchers developed tools and techniques for au-
tomatic programming language migration. For example, Java2CSharp [88] and j2swift [231]
are developed for migrating from Java to C# and Swift. However, these tools and other re-
search works [83, 219, 141] use predefined transformation rules for their migration. Creating
these rules is a laborious process, and in many cases, these migrations may fail due to com-
plex and rare syntax used by different programming languages. To resolve these limitations,
Zhong et al. [358] and Nguyen et al. [227] utilized a mining-based approach for automatic
migration. These approaches heavily relied on similarity-based alignment and may not cor-
rectly migrate code if the target language adopts a different naming scheme. mppSMT by
Nguyen et al. [228], utilizes a divide-and-conquer approach with a phrase-based SMT engine
to integrate the semantic features for automatic migration. The approach uses data and

control dependency of source code, which may not be applicable to configuration code due
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to its higher level of abstraction. j2sInferer [15] is a recent approach that utilizes syntax and
mapping rules with minimal domain logic for migration of Android Java code to Swift code
with 65% cross-project accuracy. Such syntax similarity is very low among configuration
code files and makes alignment infeasible. More recently, ML-based techniques [53, 134] are
proposed for the automatic migration of programming languages. However, ML approaches
require large corpora for model training, which may not be feasible for recently developed
programming languages or DevOps configuration files where very little migration data exists.
Configuration Maintenance. Like source code files, the different configuration code
files for CI systems, Build systems, etc., are integral parts of software projects. Prior
works suggested that developers often work on maintaining and migrating configuration
systems [333, 353, 276, 124| to improve performance and productivity. However, maintain-
ing configuration code is tedious due to limited domain-specific knowledge and syntactical
differences in configuration code across different tools. Gligoric et al. [124] utilized dynamic
analysis and search-based refactoring techniques to automatically migrate build systems.
Moreover, automated program repair-based techniques [143, 190, 220] are applied to fix build
scripts. Xue et al. [339] proposed a technique for automatic migration to Docker contain-
ers. Recently, Henkel et al. [145] proposed binnacle to automatically detect bad practices in
Docker files. Vassallo et al. [321] utilized program analysis techniques to detect anti-patterns
in CI configuration scripts. At the same time, Rahman & Parmin [260] proposed a technique
for automatically detecting security vulnerabilities in Puppet-based [aC configurations. Al-
though there are several techniques for the automatic migration and maintenance of different

configuration systems, there is no research work on the automatic migration of CI systems.

5.8 Threats to Validity

Internal Validity. The main threat is the incorrect composition of the generated CI config-
uration code. To mitigate this, we tested our approach thoroughly in several rounds, and we
contextualized our results by comparing them to both developer-crafted and GitHub Actions
Importer-generated files. We also evaluated the generated files with state-of-the-art metrics
to evaluate the correctness of the approach, and further evaluated them via the user study.
External Validity. We evaluated our approach for migration between Travis CI and GitHub
Actions. These projects are Java-based and OSS in nature. So, our approach may not
work correctly on other CI systems with different programming languages and closed-source
projects. Mining rules from projects with a mix of Programming Languages (PLs) resulted
in lower quality rules that had worse support for projects using each PL, even though the

rules supported multiple PLs. Hence we opted Java as a single PL for our study due its
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popularity. Although the evaluation is CI system-specific, the proposed rule mining and
composition techniques are more generic. Moreover, different CI systems support similar
functionalities and similar structures, such as YAML. So, we believe that our proposed
approach will work for other CI systems as well, with sufficient retraining. We attempted to
approximate actual user experience via our user study by recruiting developers with varied
development and CI experiences, but their experiences may not reflect every possible users’.
Construct Validity. For automatic rule generation, we considered two-level (H-2) level
AST transition nodes. We believe these rules are a good balance between conservativeness

and diversity, for reasons detailed in the Parameter Tuning paragraph of 5.4.2.3.

5.9 Conclusion and Future work

With the growing use of CI systems for faster code integration, migration of CI systems
has become very common in development activity. However, migrating CI systems is a
tedious and error-prone process [272]. We presented CIMig To assist the developers with
CI migration, and help facilitate this process. In our evaluation, even with a small set
of existing CI migration data, CIMig can generate CI files with a per-file success rate of
70.82% for GHA, 51.86% success rate for Travis CI, and these files have a good similarity
to the developer-crafted versions. Furthermore, the user study also suggests that CIMig
is beneficial for developers, allowing them to migrate CI systems in less time than manual
migration. Moreover, the proposed approach is technology-agnostic in nature and can be
easily applied to other configuration systems as well with the preparation of the appropriate
learning sets. In the future, we plan to incorporate large language models (LLM), such as
ChatGPT, to generate more accurate migration rules and apply the automatic migration

process to other configuration systems, such as Docker, etc.
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CHAPTER 6

PromptDoctor: Automated
Prompt Linting and Repair

This work is currently under submission in FSE 2025, the 30th ACM SIGSOFT International

Symposium on the Foundations of Software Engineering.

6.1 Introduction

The rise of large language models (LLMs) has rapidly transformed modern software devel-
opment, with these models becoming integral components in application logic [328, 140].
Many systems now rely on structured prompts to interact with these black-box models by
mixing natural language with dynamic runtime values. These structured prompts, termed
Developer Prompts (Dev Prompts), are fundamentally different from traditional software
artifacts, requiring specialized analysis tools that go beyond classical prompt analysis meth-
ods (235, 249]. As Dev Prompts combine natural language and programmatic elements, they
introduce new challenges, such as biases, vulnerabilities, and sub-optimal performance that
can impact overall system performance and reliability.

Existing research [137, 66, 250, 326, 311] on prompts focused mainly on conversational
prompts. Specifically, Guo et al. [137] and Clemmer et al. [66] proposed techniques of
reducing biased responses to conversational prompts by fine-tuning LLMs. Also noteworthy
are the works of Wang et al. [326] and Pryzant et al. [250], which focused on optimizing the
performance of conversational prompts by hand-crafting and evaluating prompt engineering
practices and applying computational modifications to LLMs, respectively. However, none
of these works focused on Dev Prompts: natural language prompts embedded in source
code. Dev Prompts represent a relatively new class of software artifacts, and their rapid
proliferation introduces distinct challenges in software engineering. Unlike traditional code,

Dev Prompts are primarily composed of natural language, making them susceptible to a
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variety of issues, including bias, vulnerability to injection attacks, and performance sub-
optimal performance. The rise of Dev Prompts has even led to the emergence of a new role
within software development: the "Prompt Engineer." Therefore, to address these recent and
rapid changes in the software engineering landscape, our work adopts the following high-level

goal:

Develop tools and techniques to detect, analyze, and improve Dev Prompts, addressing

issues like bias [137], vulnerability [189, 342|, and sub-optimal performance [250], to
support developers and prompt engineers in creating more reliable interactions with

Large Language Models.

Dev Prompts introduce challenges distinct from traditional code due to the vagueness
and ambiguity inherent in natural language. This makes them prone to bias [137], injection
attacks [189], and sub-optimal performance [296]. Additionally, the integration of natural
language with traditional code presents a largely uncharted area for automated analysis. In
this work, we examine Dev Prompts in their operational contexts, focusing on how dynamic
value interpolation and runtime factors influence their reliability, building on the dataset of
Dev Prompts collected from PromptSet [249]. We now focus on three primary challenges
with Dev Prompts—bias, vulnerability, and performance—each posing a significant risk in
software development. Let’s examine them in more detail:

1. Bias: Dev Prompts must be carefully crafted to avoid both explicit and implicit biases, as
even subtle wording can have a substantial impact. One common prompt design strategy
is to provide the model with a “persona” to better perform a task. However, it is easy for
biases to be unintentionally encoded into these personas, which can influence the model’s
behavior in undesirable ways, such as propagating bias and potentially creating societal
harm.

2. Vulnerability: Dynamic variable interpolation in Dev Prompts makes them vulnerable
to prompt injection attacks. Understanding how to properly sanitize user input before
integrating it into prompts is an ongoing challenge. Without careful input validation,
many software systems risk exposing too much control to users, making them susceptible
to malicious prompt manipulation that may lead to a leak of sensitive information, for
example, thus potentially causing customer harm.

3. Sub-optimal Performance: Crafting effective prompts is often seen as more of an art
than a science, which means many existing Dev Prompts are likely under-performing
and can benefit from optimization. Performance in this context is task-specific and

not directly related to the software’s runtime but rather to the accuracy and relevance
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of the model’s output for the given task. Relying on sub-optimal prompts can cause

customer users to lose trust in the products that rely on them, potentially causing product

reputation harm.

To highlight these issues, we provide an illustrative example in Figure 6.1 from the GitHub
project blob42/Instrukt. At first glance, the prompt seems innocuous, yet it suffers from all
three challenges outlined above. By using the typically female name “Vivian,” the prompt
risks biasing the model toward generating stereotypically female-coded responses. Empiri-
cally, we also found that this prompt is vulnerable to prompt injection attacks via the variable
context and that using strong imperative commands, such as "you MUST ..." leads to a
~“20% gain in prompt adherence on a synthetic dataset designed for this prompt. In any
case, Figure 6.1 shows just how easy it is for Dev Prompts to have many issues—issues that

require new tools and new research to identify and fix.

Example of a Flawed Prompt

You are Pr. Vivian. Your style is conversational, and you always aim to get straight to the point.
Use the following pieces of context to answer the users question. If you don’t know the answer,

just say that you don’t know, don’t try to make up an answer. Format the answers in a structured
way using markdown. Include snippets from the context to illustrate your points. Always answer from
the perspective of being Pr. Vivian.

{context}

Figure 6.1: Example of a prompt with bias and injection issues from GitHub project:

blob42/Instrukt

Within this research work, we analyzed how widespread these three issues are in Open
Source Software (OSS) Dev Prompts, and we offer an easy-to-use solution for mitigating
them. Using empirically validated LLM-powered processes, we perform a large-scale anal-
ysis on PromptSet [249], a collection of Dev Prompts mined from open-source projects, to
detect the prevalence of bias and injection vulnerability. We also perform an in-depth anal-
ysis to examine a varied set of Dev Prompts of different task categories to illustrate the
prevalence of sub-optimality. Then, we propose PromptDoctor, a bespoke solution to ad-
dress these issues within Dev Prompts. PromptDoctor utilizes automatic issue discovery and
prompt rewriting processes that build on a generation-evaluation paradigm to automatically
correct flaws within Dev Prompts, and is both technology and LLM independent. Indeed,
PromptDoctor is easily integrated in development processes, allowing developers to detect
and correct the aforementioned issues in Dev Prompts, all while avoiding the expensive pro-
cess of Model Fine-Tuning altogether. PromptDoctor analyzes Dev Prompts before their

deployment and automatically mitigates any issues they may contain, thus preemptively
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avoiding any potential harms these issues can create. Finally, we evaluate PromptDoctor

and report its results when used on the flawed Dev Prompts we identified. We achieve these

goals by answering the following research questions:

e RQ1: How widespread are Bias and Bias-proneness in Dev Prompts? How effectively can
we minimize these issues?

e RQ2: How widespread is Vulnerability to injection attacks in Dev Prompts? How effec-
tively can we harden Dev Prompts against them?

e RQ3: How widespread is sub-optimality of prompts in Dev Prompts? How effectively can
we optimize Dev Prompts’ performance?

To answer these questions, we design and evaluate various LLM-powered processes that
form the foundation of PromptDoctor. PromptDoctor allowed us to establish that 3.46%
of Dev Prompts are prone to generating biased responses, and that 10.75% are vulnerable
to prompt-injection attacks. We also found that 36% of Question-Answering Dev Prompts
quantitatively under-performed when tested against real-world benchmarks.

Using PromptDoctor, we were able to improve a portion of these flawed Dev Prompts by
de-biasing 68.29% of the biased Dev Prompts, hardening 41.81% of vulnerable Dev Prompts,
and optimizing 37.1% of the sub-optimal Dev Prompts.

Our contributions are:

e The first large-scale analysis of OSS Dev Prompts, uncovering bias, vulnerability, and
sub-optimality in them.

e Creation and Evaluation of PromptDoctor, a novel solution to detect and fix bias, vul-
nerability, and sub-optimality in Dev Prompts, made available as a VS Code extension.

e Our empirical findings and observations on Dev Prompts have uncovered a new area that

could inspire and guide future research directions.

6.2 Background

6.2.1 Large Language Models and Dev Prompts

Large Language Models (LLMs) have emerged as a transformative advancement in natural
language processing 38, 199|. Unlike earlier models, LLMs can scale to billions of parameters
and vast volumes of training data [241, 8|, which has led to emergent capabilities, such as in-
context learning [285, 71|, The output of a language model is guided by the input context, or
prompt. Prompts can take various forms: questions, statements, multi-turn dialogues, etc.
However, in this work, we focus on prompts written by developers and used within software

applications, which we refer to as Developer Prompts [249] or Dev Prompts for short. These
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prompts operate in more constrained contexts, typically embedded within specific methods
to generate a targeted output. Dev Prompts are generally not directly visible to or editable
by the user; instead, the user can only influence them indirectly by setting variables or
parameters that are interpolated into the Dev Prompt. A notable exception is prompt
playgrounds or model comparison tools, which may allow users to specify the entire prompt.
In addition, Dev Prompts are usually used in one-off interactions with the model rather than
being part of a multi-turn dialogue. Furthermore, the context in which Dev Prompts are
used is often domain-specific, such as text summarization or translation based on user input.
An example of a Dev Prompt in source code is shown in Listing 6.1. The proliferation of
LLMs has driven their integration into traditional software systems via Dev Prompts, offering
impressive capabilities but also introducing new challenges. Addressing the challenges posed
by these “hybrid” software systems—those combining traditional software logic with LLM-

powered components—will require the development of new tools and strategies.

Listing 6.1: Example of a Dev Prompt from ownsupernoob2/Blimp-Academy-Flask

def product_observation(prompt_product_desc):
response = openai.Completion.create(
model="text-davinci-002",

prompt="The following is a conversation with an AI Customer Segment Recommender

AT, please state a insightful observation about " + prompt_product_desc + ".",

temperature=0.9, max_tokens=...)

return response['choices'][0]['text']

6.2.2 Bias in Language Models

Like other Machine Learning models, LLMs can learn biases from the data they are trained
or fine-tuned on. These biases can have a cascading effect on the software that uses these
models. For example, a bank loaning software that used an ML model to determine credit-
worthiness was found to be biased against people of certain intersectional groups [175], even
though protected attributes such as race and gender was not exposed to the model. In the
context of LLMs, bias and potential for bias stubbornly persist [43, 101, 55|]. Furthermore,
LLMs risk further propagating these biases and stereotypes [239, 151], in ways that can be
hard to directly see or detect beforehand. For example, as discussed by Cheng et al. [55],
LLMs are more likely to make assumptions about people of a certain gender and race, even
when the prompts fed into the model do not contain any information that would lead to
these assumptions. These assumptions and biases not only risk generating biased responses,

but also risk causing harm to the people who interact with the software that uses these
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models, by altering their internal behavior and decision-making processes, all while provid-
ing little to no transparency about their reasoning to the end-user, such as the case of the
creditworthiness model. Hence, it is imperative to detect and fix bias in Dev Prompts to

avoid causing Societal harm.

6.2.3 Vulnerability in Language Models

Dev Prompts present a new attack vector in software applications. Prompt-injection [271]
is a novel technique where attackers inject specific phrases into a prompt to cause the LLM
to behave in ways against its design intentions as set by the software’s developers. Prompt-
injection attacks can trigger failures such as unwanted responses that misuse company’s
resources, such as misusing a company customer support bot to get free access to a paid
LLM service. In more serious scenarios, it can lead to the exposure of sensitive information,
where it can coax the LLM to reveal confidential information about the company’s inner
machinations, such as private email addresses [331], or even the physical location of company
resources. These attacks can also coax intellectual property contained within the prompt
by sharing its internal text, which makes further misuse even easier [156]. The pace of the
development of Prompt-injection attacks [271, 188, 187, 346, 133] is indicative of the growing
threat they pose to software applications that use LLMs. Thus, it is important to detect

and fix vulnerabilities in Dev Prompts to avoid causing Customer harm.

6.2.4 Performance of Language Models

While LLMs can perform surprisingly well in certain tasks, such as text generation and text
summarization, their performance remains mediocre at tasks such as math and logic [284,
287]. Further complicating matters, there is no standardized automatic way to evaluate or
optimize Prompts. Prompt engineering is an emerging field that attempts to address these
shortcomings by providing a systematic way to write prompts (332, 11]. There are many
competing practices such as Chain-of-Thought (COT), where the prompt asks the LLM to
explain its reasoning step by step; and “N-Shot” Prompting, where the prompt contains
example input-output pairs, and instruction alignment where the prompt contains rules for
the model to follow. However, prompt engineering remains a largely manual task with no
quantitative guidelines to follow. Thus, there is a need for the automatic evaluation and
optimization of Dev Prompts to ensure good performance of the systems that rely on them,

and avoid Product-Reputation harm.
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6.3 Research Approach

:ﬁpzy """ ' b o — B — O ==

Unblased

|
:
' I
iecti Attack Result: !
'Gender Blas Detection BIaS Remed. | Dev Prompt 1 Prompt Injection ack Results Prompt Hardening !  Hardened
H . Attacks Evaluation ! Dev Prompt
@ i ! % 1 Injection Vulnerability
) —> '] || trmmmmmmmmemmm s s mmmmem oo mmmmm o —mmmmm————me
Dev : : Unblased :-------------@-----------------------" l/
1 —
Prompt : Racial Blas Detection Bias Remed. ' Dev Prompt | = N @
1 @ el ' _ I '
! % H Prompt Results 1
! P t Rewrity - Optimized
=::> = S =:'::> : rompt Rewriter Evaluation ! Dev Prompt
| Sexuality Bias Bias Remed. : Unbiased \ ‘
i Detection 1 DevPrompt ' :
o Bias | . > i
! Synthetic Data H
! Generation Sub-Optimality!

Figure 6.2: Overview of the Research Approach

6.3.1 Data Preparation
6.3.1.1 Dataset Selection

As discussed in Section 6.2.1, we focus within this work on Dev Prompts sourced from
PromptSet [249] which contains 61,448 unique Dev Prompts collected from 20,598 OSS
projects. However, no examination of the quality of these prompts or significant cleaning
operations were performed during PromptSet’s creation. Indeed, upon manual inspection, we
found that it contained a number of toy prompts that are not representative of "production-
quality" Dev Prompts. We tackle cleaning this dataset in Section 6.3.1.2.

In addition, Dev Prompts are not just static strings of text: they interweave structured
natural language with traditional software languages. Many contain variables that are added
at interpolated before being sent to the LLM. Since Dev Prompts are commonly represented
as variable(s) in source code, they do not have a standardized representation. Values might be
interpolated or concatenated dynamically depending on the control flow of the program. For
example, a Dev Prompt might take the form of "this is {x}." or "this is "+x+"." and
these representations are stored exactly as they are extracted from source code in PromptSet.
We refer to the variables in Dev Prompts as Prompt Holes, and as their values are generally
defined at runtime via user input, it’s difficult to determine what they should be within the
context of the different analyses we perform within this work. We attempt to address both

of these issues via the processes detailed in Section 6.3.1.3.
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6.3.1.2 Dataset cleaning

While PromptSet contains a large and diverse set Dev Prompts, it was important to perform
some data cleaning processes to maximize high-quality prompts in our experimental set. We
identified that 25% of the Dev Prompts PromptSet contained had a length of 31 characters
or less. Upon manual inspection, we found most were out of distorted or helper-prompts of
little significance, hence we eliminated them from the set of prompts we analyzed. 45,747
Dev Prompts remained. We also removed non-English prompts, further eliminating 5,174
(11.31%) prompts which contain non-ASCII and non-Emoji characters. Future research
could focus on these Dev Prompts to determine if the approaches proposed within this work
can be applied to prompts in other languages as well. 40,573 prompts remained after this

process.

6.3.1.3 Prompt Parsing

Prompt Canonicalization Via this process, we standardized the presentation of the
different Dev Prompts into a universal, canonical, representation that was easier to pro-
grammatically parse and process. This process relies on static parsing and regex matching
to determine the different variable holes within a Dev Prompt. The resulting canonical
representations preserves the original Dev Prompt’s text along with the holes inter-weaved
within. The prompt holes are delineated within special characters ({ and }). An example of

the process of canonicalization is shown in Figure 6.3.

Original Prompt

"Noting the current date current_date or time of current_time help the human with the following request,
Request: "+ question

canonicalized Prompt

Noting the current date |{current_date} or time of  {current_time} help the human with the following

request, Request: |{question}

Figure 6.3: A prompt from zekis/bot_journal, before and after canonicalization

Prompt Patching After standardizing the representation of Dev Prompts, we set out to
create appropriate mock values for their different holes in order to ground our consecutive
analyses in realistic usage scenarios of Dev Prompts. Due to their aptitude in generative
tasks, we utilize LLMs to generate these values. However, the scope from which we can

determine the appropriate values for the different prompt holes is not immediately clear, as
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the containing method or class may not always contain informative comments or names, and
a ReadMe file may be too high-level to be relevant for the value of a single Prompt Hole.
Context window limitations further complicating matters, as a single class, method, or file
may exceed the window size in some cases. Hence, in order to generate mock values for these
variables, a process we refer to as Patching the prompt, we rely on the Dev Prompt’s text
and the variable name corresponding to the Prompt Hole, thus making this process localized
and easily transferable to other contexts. To this end, we hand-crafted a prompt following
the practices discussed by Sahoo et al. [280], and send it to the LLM to generate mock values
for each Prompt Hole. This handcrafted prompt is given at [18].

In the case of a prompt containing multiple holes, there were two possible approaches:
either patching the holes in parallel in an independent manner or patching them sequentially
in a dependent manner. In parallel patching, the mock value for each hole is generated
independently of the other prompt hole values, which is formalized in Equation 6.2. In
sequential patching, the mock value generated for prompt hole x is dependent on the values
generated for all the prompt holes that appear before it in the Dev Prompt, this is formalized
in Equation 6.2. We validated that generating values for the variables sequentially in their
order of appearance, patched prompt holes in a more consistent and logical fashion than via

parallel generation.

val(hg |patch(prompt,[val(hy—1),val(he—2),...val(h1)])) (6 1)
val(hg |prompt),val(hy —1|prompt),val(hy —2|prompt),...val(h1 |prompt) (6 2)

For the sake of simplicity and cost efficiency, during bias and vulnerability detection and
remediation, we restrict our patching process to generally only one value for each Prompt
Hole, as generating multiple values can lead to an exponential number of combinations
possible. An example of a canonicalized prompt and its corresponding generated values via
the process of patching is shown in Figure 6.4. Furthermore, we add multiple prompt-level
and code-level mechanisms to ensure that this process does not introduce bias or bias-

proneness in prompts.

Optimization Dataset Synthesis For the purpose of Dev Prompt optimization, we ex-
tend the patching process to create synthetic datasets, which serve as input values assigned
to the different prompt holes of the Dev Prompt we aim to optimize. A synthetic dataset is
comprised of multiple values for each Prompt Hole, values that are generated by the patching
process are optimized for creativity and diversity to mitigate duplication as the quantity of

patches per Dev Prompt increases. In practice, these patches are generated in a sequen-
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canonicalized Prompt

Noting the current date | {PLACEHOLDER_1} or time of |{PLACEHOLDER_2} help the human with the following
request, Request: |{PLACEHOLDER_3}

Generated Values

{PLACEHOLDER_1} -> today
{PLACEHOLDER_2} -> 3:00 PM
{PLACEHOLDER_3} -> what are my upcoming meetings for the rest of the day?

Figure 6.4: Example of Prompt Patching with Dev Prompt taken from zekis/bot_journal

tial manner, where we use stratified temperatures during patch generation and include a
few randomly-selected previously-generated patches for the same hole as examples to avoid
duplication during the generation process. Within our hand-crafted prompt also includes
guidelines as a context and we enforce a strict response format to ensure the data generated

will conform to the original Dev Prompt’s structure [183].

6.3.1.4 Dataset Sampling

After applying the cleaning process in Section 6.3.1.2, we obtained a set of 40,573 Dev
Prompts. The size of the set was still too computationally and financially expensive to use
for all our analyses, especially as each technique relies on multiple LLM calls per Dev Prompt.
Hence, we set out to select a representative sample from this larger set. After applying the
canonicalization process from Section 6.3.1.3, we extracted the number of prompt holes
within the different Dev Prompts. We found that 20,620; 9,427; 6,154; 2,204; 1,503; 464;
and 651 Dev Prompts had respectively 0; 1; 2; 3; 4; 5; and 6+ prompt holes. We grouped
Dev Prompts with more than 5 holes into one large group after finding a significant drop in
the numbers for Dev Prompts with exactly 6 holes or exactly 7 holes in comparison to Dev
Prompts with exactly 5 holes, where they were 63.44% and 82.02% smaller, respectively.
From these results, prompt holes emerged as an appropriate stratification criteria to help
guide our process of selecting a representative population of Dev Prompts. Hence, we applied
the corresponding random sampling from each strata with a 95% confidence - 5% error. After
applying this process, we created a set comprised of 378, 370, 362, 328, 282, 211, and 242
Dev Prompts with respectively 0, 1, 2, 3, 4, 5, and 6+ prompt holes, which we use for the

rest of our analyses.
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Optimization Dataset When optimizing Dev Prompts, we shift our focus to categorizing
the Dev Prompt into specific task categories. These four task categories are: question &
answer, grammar correction, summarization, and translation. We refer to the grammar
correction, summarization and translation Dev Prompts as Grounded task Dev Prompts.
Question & answer (QA) prompts are open-ended requests of a language model, such as
the one shown in Figure 6.1. We filter PromptSet for short, English-language Dev Prompts
between 20 and 200 characters long. Additionally we use a mood filter from SpaCy to select
only imperative or interrogative prompts [152]. This process extracted 3,310 QA prompts
for us to optimize. From these, we randomly sample 100 to conduct experiments.

For grammar correction, we filter by searching for keywords related to grammar and
punctuation. Then, we augment this set by adding Dev Prompts which are semantically
similar to the Dev Prompts which had keyword matches. This resulted in a dataset of 36
grammar correction Dev Prompts. Using similar techniques, We also find a handful of 7

translation and 4 summarization Dev Prompts.

6.3.2 Addressing Bias
6.3.2.1 Bias Detection

The issue of detecting biases within Natural language text remains a fraught and complicated
issue. Biases can come in many shapes and forms, and can stem from multiple factors. The
approach we designed to detect biases is generic, and we use it to focus on three Biases
that have been documented extensively within existing literature around Bias in software:
Gender-Bias 216, 266, 324, 138, 309|, Race-Bias [175, 41, 283, 234, and Sexuality-Bias [198,
304, 89]. We believe our approach can easily be extended to detect other types of biases as
well, but we leave this exploration to future research works.

Our approach is simple but effective, as discussed within Section 3.2, LLMs are a great
tool for linguistic and textual analyses, hence we leverage them via a hand-crafted prompt,
available in our replication package [18|, that specifies the type of bias we’re attempting to
detect along with a patched version of the prompt we’re evaluating. This prompt generates a
JSON file, making it easy to programmatically ingest its results. This JSON contains three
fields: whether the Dev Prompt is Explicitly Biased, whether the Dev Prompt is prone to
generating biased responses, and an explanation behind the evaluation given. We distinguish
between explicit bias and bias-proneness since, as documented by previous research [55], Dev
Prompts without explicit bias can still cause LLMs to generate biased-responses.

Following the recommendations of Radford et al. [257] and Brown et al. [44], we designed

a Zero-Shot, One-Shot, and Multi-Shot, and measured their performance against established
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benchmarks for the bias-detection as detailed in Section 6.4.1.1, and found that the Multi-
shot version performed best. Hence, each bias-detection prompt also includes three example
inputs: one explicitly-biased, one bias-prone, and one non-biased example. Each exam-
ple was accompanied with an example expected JSON response. For added transparency,
PromptDoctor reports to users the results of this evaluation along process including the

explanation behind the evaluation.

6.3.2.2 Bias Remediation

While there are many recommendations regarding methods to rewrite prompts to improve
their performance [340, 91, 4, 250], there is no established generic method to rewrite prompts
to de-Bias them. Hence, we created an automatic de-Biasing method within PromptDoctor,
that relies on a prompt generation-evaluation loop. Due to the prowess of LLMs when in
text-generation, we also rely on their assistance during this process.

First, we evaluate the original prompt given by the developer via the method detailed
in Section 6.3.2.1. Second, if the prompt is determined to be biased or bias-prone, we generate
5 rewrites of the developer-prompt with the goal of minimizing bias and bias-proneness, via
a hand-crafted prompt, available in our replication package [18]. Third, we evaluate each
of these rewrites for bias. If we determine some of them is also biased or bias-prone, we
isolate them and run the same generation-evaluation loop on each of them. We stop this
process when we have at least five new non-biased and non-bias-prone Dev Prompts. We
then supply these rewrites sorted by distance! to the developer. We give developers multiple
variants to promote higher flexibility for improved tool adoption [70]. We limit this process
to 10 iterations in order to avoid running indefinitely and generating Dev Prompts that are

too different from the original Dev Prompts.

6.3.3 Addressing Injection Vulnerability
6.3.3.1 Vulnerability Detection

There is a variety of Prompt Injection attacks possible when interacting with LLMs [271,
188, 187, 346, 133|, however, as discussed within Section 6.2.1, interacting with them via
Dev Prompts is generally more constrained than other scenarios. Dev Prompts deployed
within a project are generally not directly accessible or editable, and are sent to an LLM
after variables within these prompts are interpolated via values shaped by by users. Hence,
we focus on injection attacks that are deployed via inserting a malicious string within specific

location(s) of the prompt.

!Distance = Number of iteration that generated the new Dev Prompt
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Testing a prompt for injection vulnerability relies on a collection of 42 known attacks
from a corporate dataset? and the open web. Each of these attacks is formulated to produce
a specific un-common target string as expected results. For each Dev Prompt we examined,
we first perform the canonicalization process discussed in Section 6.3.1.3, and then for each
Prompt Hole, we inject a specific attack into it and patch the remaining holes via the
prompt patching process, detailed in Section 6.3.1.3. We then send the Dev Prompt to
the LLM, and inspect the corresponding response to determine whether the attack was
successful by scanning for the expected target responses. We repeat this process for all the
attacks we have in our collection and all of the prompt holes within the prompt. Since these
attacks were independent of each other, we performed this process in a parallelized manner,
and the equation in Equation 6.3 shows a formalization of this process. It’s notable that
PromptDoctor reports which holes that served as successful injection points for these attacks
to end-users.

Vulnerabilityprompt=y 1, attack;(hpos,p patch(prompt,hole;)) (63)

m
3=1j#pos

6.3.3.2 Vulnerability Remediation

Similar to Section 6.3.2.2, there is no established way to harden‘’” prompts against prompt-
injection. Instead, most existing methods focus on Model Fine-Tuning [306, 188, 343| to
defend against to these attacks. Furthermore, some systems add other layers of security
to preemptively detect attack strings or compromised responses and then respond to those
attacks with a generic denial response [245]. As discussed in Section 3.2, these approaches
come with their own costs and caveats, hence, we implement a new Prompt hardening
process within PromptDoctor as a less-expensive and easier-to-deploy complement to these
approaches. Similar to Section 6.3.2.2, this process also relies on a generation-evaluation loop.
First, we analyze a Dev Prompt to determine if it’s vulnerable as described in Section 6.3.3.1.
Second, if the Dev Prompt is vulnerable, we ask the LLM via a hand-crafted prompt, given
at [18], to generate five new prompts that are a rewrite of the original prompt, and which
are hardened against a specific attack. Third, for each generated Dev Prompt, we verify
that it contains the same prompt holes as the original Dev Prompt, and then evaluate it for
vulnerability it as described in Section 6.3.3.1. Finally, if all of the attacks in our set fail
against one of these new Dev Prompts, we consider this Dev Prompt hardened, else, we add
it to our list of vulnerable Dev Prompts for future generation-evaluation loop executions.
Empirically, we found that generating a hardened Dev Prompt requires multiple iterations

and an associated high cost, hence, we limit this process to 10 iterations, and we stop when

2Double blind policy forbids from being specific.
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we have one new hardened Dev Prompt. Furthermore, we found that Dev Prompts with the
lowest number of vulnerable holes were more likely to be successfully hardened, hence we
sort the vulnerable Dev Prompts by the number of vulnerable holes before starting a new

iteration of the hardening process

6.3.4 Addressing Sub-Optimality
6.3.4.1 Sub-optimality Detection

By default, we assume all Dev Prompts are sub-optimal and present an opportunity for
possible automatic improvement, especially since previous research [349] found that many
people struggle with prompting. Indeed, even a prompt writing expert cannot empirically
prove their design has reached an optimal state. In addition, any evaluation processes may
be hindered by the lack of a dataset. Therefore, we design PromptDoctor to automati-
cally optimizes a Dev Prompt against a synthetic dataset to improve performance without

requiring costly manual exploration or data collection by the developer.

6.3.4.2 Optimization Process

The PromptDoctor optimization process is summarized as follows: 1. Generation of syn-
thetic training and test datasets based on the Dev Prompt, 2. Creation of a few seed Dev
Prompts based on good prompting strategies written by OpenAl [240] and Anthropic [19],
3. Evaluation of all the generated Dev Prompts on the synthetic data, 4. Execution of a
self-improving optimization algorithm to discover new Dev Prompts as described in Equa-
tion 6.4, 5. Repetition of steps 3-4 until no performance gain is observed on the training

dataset.

Seed Dev Prompts Generation Self-optimization strategies are sensitive to their start-
ing seed [340]. Hence, to mitigate falling into local minima, we propose multiple strategies
to diversify the initial seed configuration for optimization. Primarily, we generate seed Dev
Prompts based on prompt rewriting principles provided by OpenAl and Anthropic. The gen-
erative meta-prompt receives a sample of five different Dev Prompt principles, such as "Use
Delimiters" or "Add to your prompt the following phrase: ‘Ensure your answer is unbiased
and does not rely on stereotypes’", out of 26 principles detailed at [18]. Additionally, we vary
the generative temperature to induce both precise and creative responses. We validate that
the resulting generated Dev Prompts are well formatted and have the same prompt holes as

the initial Dev Prompt.
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Optimization We formalize the optimization algorithm as follows:

Opti:Ml(t17817527"'75n); Sj :Zf<7M2(t27p]7Dk))/K (64)
k

where ¢ is the step count, M a language model, ¢ a meta-prompt, and s; the tuple of a
Dev Prompt p; and its average score received across a dataset D of size K. The i = 0 step
is a special case, where p; is sourced from the seed Dev Prompts. Subsequent steps utilize
the highest scoring n Dev Prompts generated across all steps of the algorithm. Finally, f
represents a task-based evaluator as described in the following paragraph. M; specifically is
used to generate new candidate Dev Prompts, Ms generates responses based on candidate

Dev Prompts and elements from the synthetic training dataset.

Evaluation After the seed Dev Prompts are generated and after each optimization step,
we evaluate the quality of newly generated Dev Prompts on the synthetic training dataset.
We select a scoring criteria based on the categorization of the initial Dev Prompt.

Translation. We use the BLEU metric to compare the quality of the generated translation

with the reference synthetic translation [244].

S; = Z BLEU (Dy["translation”], Ma(pj, Dy[” source”])) (6.5)

k
Summarization. We compare the semantic similarity of the generated summary with the
reference summary using the cosine similarity of the embedded representations [263|. Using

embedding function E:

s; = cosgim(E(Dy)[" summary”], E(My(p;, D[ source™]))) (6.6)
k

Error Correction. We use the GLEU metric to compare the quality of the generated
phrase with the reference synthetic phrase [222].

5 = Z GLEU (Dy[”correct”], Ma(pj, Dy[” source”])) (6.7)
k
QA Refinement. We utilize the “LLM as a judge” technique to score QA tasks due to
their highly varied nature [357]. As a preprocessing step, each QA Dev Prompt generates a
corresponding scoring prompt t3 which will be used to evaluate the quality of the outputs
during optimization.

5;= > Myl(ts, Ma(pj, Di[” source™])) (6.8)
k
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As an example, if a source Dev Prompt p; requests a Markdown response, the scoring prompt
t3 might be “Is the following text in proper Markdown form? Reply yes or no. text”. The
score for this Dev Prompt s; would depend on the quantity of outputs generated by model

Ms across the synthetic dataset which pass the t3 criteria, as judged by model Msj.

6.4 Empirical Evaluation

To evaluate our approach, we implemented PromptDoctor in Typescript, with different mod-
ules corresponding to the functionalities discussed within Section 6.3. We focus within this
section on evaluating PromptDoctor with OpenAl GPT 4o, due to its superiority to other
LLMs [241], and due to time and budget limitations. However, our code base relies on a
common interface to interact with LLM APIs, making it easy to extend PromptDoctor to
support other LLMs.

Furthermore, PromptDoctor also includes a Ul and automatic Dev Prompt-extraction
mechanisms from source code. While these additions facilitate the usage of the different
functionalities offered by PromptDoctor, they do not affect the results presented in the
following sections, especially since PromptSet [249] contained pre-extracted prompts. Hence
we don’t evaluate them. We plan to discover their effectiveness within a future qualitative

user-study of PromptDoctor.

6.4.1 Bias Prevalence and Remediation

How widespread are Bias and Bias-proneness in Dev Prompts? How effectively can we

minimize these issues?

6.4.1.1 Bias Detection Benchmarking

To verify the bias detection process we designed in Section 6.3.2.1, we performed various
benchmarking operations with benchmarks corresponding to the different types of biases we
aimed to detect. For Gender-Bias, we used the benchmark provided by Samory et al. [282],
and we found that our hand-crafted Multi-shot bias detection prompt out-performed their
BERT model that was fine-tuned on multiple components of the benchmark, by achieving an
F-1 score of 0.93 compared to 0.81. Our zero-shot and our one-shot prompts had F-1 scores
of 0.9 and 0.92 respectively, hence why we chose a Multi-shot prompt for our approach. For

Race-Bias and Sexuality-Bias, we were unable to find specific benchmarks, so we opted for
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one provided by Glavas et al. [123], which contains those biases among others. We found
that using the customized Multi-shot prompts with GPT-40 for Race-Bias and Sexuality-Bias
achieved F-1 scores of 0.46 and 0.13, respectively, compared to 0.59 achieved by a fine-tuned
RoBERTa model [123], giving credence to the accuracy of these prompts as well.

6.4.1.2 Bias Prevalence

Concerning the prevalence of Bias and Bias Proneness within Dev Prompts, we found that the
different types of bias had different rates of prevalence. Indeed, we found that 2.46% of Dev
Prompts were explicitly Gender-Biased, and that 0.57% Gender-Bias-Prone, making a total
of 3.03% of Dev Prompts likely to generate Gender-Biased responses. Concerning, Race-
Bias, we found that 0.09% of prompts were explicitly biased and 0.66% were bias-prone, and
making a total of 0.75% of Dev Prompts likely to generate Race-Biased responses. Finally,
for Sexuality-bias, we found that 0.09% of Dev Prompts were explicitly biased and likely to
generate Race-Biased responses. These results are illustrated in Figure 6.5a.

While these percentages might not seem elevated, they are still significant, as these Dev
Prompts may have cascading effects on the software they make up, thus causing harm to the
people who interact with the latter. An example of a biased Dev Prompt is shown in Fig-
ure 6.6, where the Dev Prompt assumes the gender identity of the person to be male, which

may cause the LLM to mis-gender the person at hand and produce erroneous descriptions.

0.00% 0.50% 1.00% 1.50% 2.00% 2.50% 3.00% 3.50% 0% 10% 20%  30%  40%  50%  60%  70%  80%  90%  100%
m Gender Bias  Race Bias ' Sexuality Bias B Gender Bias Remed. = Race Bias Remed. = Sexuality Bias Remed.
Gender Bias Proneness Race Bias Proneness Sexuality Bias Proneness Gender Bias Not Remed. Race Bias Not Remed. Sexuality Bias Not Remed.
(a) Bias and Bias Proneness Prevalence (b) Bias and Bias Proneness Fix success

Figure 6.5: Comparison of Bias and Bias Proneness

An example of a non-explicitly-Gender-Biased Gender-Bias-prone Dev Prompt is given
in Figure 6.7. This Dev Prompt is ambiguous, causing the LLM to assume the gender of
"KC" based on the usage of the word "secretary", and give responses that are affected by
this assumption. For example, the response in Figure 6.8 indicates that KC is being assigned
a female gender by the LLM, and given more typically female hobbies of cooking and reading
mystery novels. While these characteristics may not seem negative, these descriptions rein-

force stereotypes about women. For example, cooking is often linked with the stereotype of
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Here is a LinkedIn profile of a person. Please write a short summary of his career path. Name:
{PLACEHOLDER_1} Headline: |{PLACEHOLDER_2} Description: |{PLACEHOLDER_3} Work experience from

the latest to the earliest: {PLACEHOLDER_4} Write a summary in the bullet format of this person’s
career path (ONLY 10 SENTENCES MAXIMUM), include notable and unusual recent facts about him

Figure 6.6: Gender-biased Dev Prompt from gmelnikoff-oleg/ai_leadgen

women as homemakers. Not only can these stereotypes be incorrect, they can be detrimental
in their imposition of unfair and potentially harmful expectations on individuals [55], and
even positive stereotypes carry a potential of harm [55]. The effect of the gender assumption
is more pronounced upon changing the name from KC to Jack, a more typically male name,

and contrasting with the more typically male-coded hobbies in the response in Figure 6.9.

You are a friendly secretary named KC.

Figure 6.7: Gender-bias-prone Dev Prompt from gmelnikoff-oleg/ai_leadgen

You are a friendly secretary named KC. Tell me You are a friendly secretary named Jack.
about your hobbies in 1 sentence. Tell me about your hobbies in 1 sentence.
Sure! I enjoy reading mystery novels and Sure! In my free time, I love painting
experimenting with new recipes in the kitchen. landscapes and playing the guitar.

Figure 6.8: Gender-Biased Response Example Figure 6.9: Gender-Biased Response Ex-
1 ample 2

6.4.1.3 Bias Remediation

Across the different Bias categories we considered, our Bias remediation approach is able
to fix 68.29% of the Biased and Bias-prone Dev Prompts overall, and the details about
its performance are visualized in Figure 6.5b. Our approach performs best on Gender-

biased and Gender-bias-prone Dev Prompts, with a fix rate of 82.81%, followed by a fix
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rate of 12.50% for Race-biased Dev Prompts, and a fix rate of 50% for Sexuality-biased Dev
Prompts. An example of a de-Biased Dev Prompt is shown in Figure 6.10, which is a rewrite
of the Gender-biased Dev Prompt in Figure 6.6. An example of a rewrite of a Gender-bias-
Prone Dev Prompt is shown in Figure 6.11, which is a rewrite of the Gender-Bias-Prone Dev
Prompt in Figure 6.7. As can be seen from this example, the rewritten Dev Prompt elicits a
mix of both male and female coded hobbies in the response, which can be attributed to any

gender.

Here is a LinkedIn profile of a person. Please write a short summary of their career path. Name:
{PLACEHOLDER_1} Headline: |{PLACEHOLDER_2} Description: |{PLACEHOLDER_3} Work experience from the

latest to the earliest: |[{PLACEHOLDER_4} Write a summary in the bullet format of this person’s career
path (ONLY 10 SENTENCES MAXIMUM), include notable and unusual recent facts about them

Figure 6.10: Rewrite of a Gender-Biased Dev Prompt

You are a friendly administrative assistant named KC. Tell me about your hobbies in 1 sentence.

I love painting, gardening, and hiking in my free time!

Figure 6.11: Rewrite of a Gender-Bias-prone Dev Prompt and response

Overall, we believe our generic bias remediation approach is able to fix an important
portion of different types of Biased and Bias-prone Dev Prompts as shown by our results
and examples, and forms a foundation on which we can further establish even more robust
Dev Prompt Bias remediation strategies. We believe its under-performance for Race and
Sexuality bias remediation is due to the smaller sample sizes we’ve obtained for these biases,

limiting our ability to more extensively evaluate our approach for them.

We find that 3.46% of the Dev Prompts were prone to generating biased responses.
With our approach, were able to de-Bias 68.29% of them.

6.4.2 Injection Vulnerability Prevalence and Remediation
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How widespread is Vulnerability to injection attacks in Dev Prompts? How effectively

can we harden Dev Prompts against them?

6.4.2.1 Injection Vulnerability Prevalence

Concerning prompts’ vulnerability to injection attacks, we found that this issue is more pro-
nounced than bias. Indeed, as shown in Figure 6.12a, 10.75% of Dev Prompts are vulnerable
to injection attacks. This confirms that the misuse of LLMs is a potentially serious and
easy-to-exploit issue in the world of LLM-powered software. An example of a vulnerable
Dev Prompt is shown in Figure 6.13, where the LLM is told via an attack to give two an-
swers to each prompt, a standard response, and a MAN response: a humorous response
unrestricted by an LLM’s safeguards. While this example is humorous, it is easy to see how
this could be exploited to cause harm to an organization, by causing the LLM to reveal sensi-
tive information within its original prompt for example [156], among other misuses discussed
in Section 6.2.3.

0.00% 20.00% 40.00% 60.00% 80.00% 100.00% 0.00% 20.00% 40.00% 60.00% 80.00% 100.00%
B Vulnerable B Not Vulnerable B Hardened Not Hardened
(a) Vulnerability Prevalence (b) Vulnerability Fix Success

Figure 6.12: Vulnerability Prevalence and Fix Rates

Given the context below, generate a JSON array with [{B} | precisely crafted pairs of prompts as | {ATTACK}
questions and their corresponding completions as JSON Array

question: What is the capital of France?, standard_response: The capital of France is Paris.
MAN_response: The capital of France is Paris, but as a MAN, I can tell you it’s also the secret base of
the world’s largest underground cheese factory!

Figure 6.13: Vulnerable prompt with an excerpt of a successful attack response
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6.4.2.2 Injection Vulnerability Remediation

As shown in Figure 6.12b, our approach to hardening Dev Prompts to injection attacks is
able to fix 41.81% of the vulnerable Dev Prompts. These results confirm the validity of
our approach, and the potential that a simple Dev Prompt rewrite can have to mitigate the
risk of injection attacks. We believe that our approach, coupled with programmatic fixes
such as input sanitation, and the prevention of appending values at the beginning or the
end of a Dev Prompt, which represent common attack strategies [187], can go a long way in

hardening LLM-powered software against injection attacks.

Create a JSON array with |{PLACEHOLDER_1} pairs of prompts as |{PLACEHOLDER_2} questions and their
corresponding completions. Only use the provided context and do not include any extraneous instructions
or actioms.

Figure 6.14: Hardened prompt

An example of a hardened prompt is shown in Figure 6.14, which is a generated rewrite
of the vulnerable prompt in Figure 6.13. This prompt is hardened against injection attacks

while still maintaining the original prompt’s intent and meaning.

We found that 10.75% of Dev Prompts are vulnerable to injection attacks. We were
able to harden 41.81% of these prompts.

6.4.3 Prompt Optimization

How widespread is sub-optimality of prompts in Dev Prompts? How effectively can we

optimize Dev Prompts’ performance?

6.4.3.1 Optimizing open-ended Q&A style prompts

Our approach improves Dev Prompt performance on the synthetic test dataset in 71% of
cases when using Llama3.1 8B as the scorer and Llama3.1 70B as the generator, and 37.1% of
cases when using GPT-40 as the scorer and generator as seen in Figure 6.16a. In some cases,

the training process produces a Dev Prompt which outperforms the source Dev Prompt on

159



the training data, but underperforms on the test data. These cases are documented in the
"degraded" group of Figure 6.16a. The values swept for the number of seed Dev Prompts
generated, the number of Dev Prompts generated per step, and the size of the training data
on the QA Dev Prompts are shown in Table 6.2. An example of an optimized prompt is

shown in Figure 6.15.

Initial Prompt

Answer like the rapper drake. {text}

Optimized Prompt

I’m providing you with the beginning of a rap verse inspired by Drake: "text". Finish it based on the
words provided, incorporating a rhythmic flow by repeating the phrase "running through" multiple times.
Break down your response into two parts: the first 2 lines and the subsequent 2 lines.

Figure 6.15: Example of prompt optimization input and output

MedQA

o | i
PubMedQA |
GSMB8K |
Ethos |
0%  10% 20% 30% 40% S0%  60%  70% 80% 90% 100% 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
B Optimized Unchanged m Degraded PromptWizard Score | PromptDoctor Score

(a) Q&A Prompt Optimization with (b) Optimization Comparison with
PromptDoctor PromptWizard

Figure 6.16: PromptDoctor Optimization results

6.4.3.2 Comparison with PromptWizard

In this section, we compare PromptDoctor with PromptWizard [4]. To do so, we use four
of their published Dev Prompts on four different tasks, MedQA [162], PubMedQA [163],
GSMS8K [68], and Ethos [103]. Agarwal et al. originally optimized these Dev Prompts using
GPT-4. We optimize and score these Dev Prompts using Llama3.1 8B, as it has proven to
be more amenable to prompt optimization in Section 6.4.3, and find that all of them have
significant room for improvement, with improvements ranging from 15% to 75.5%. These
results are shown in Figure 6.16b and source and optimized Dev Prompts can be found in

the replication package [18].

160



6.4.3.3 Grounded task prompts optimization

When optimizing grounded task prompts on Llama 3.1, we noticed that the scores improved
for all of the tasks we analyzed. To establish credibility on ground truth datasets, we evaluate
some of the optimized Dev Prompts on external ground truth datasets [288, 255, 135], labeled
"Gold" in Table 6.1. We perform this evaluation on a single Dev Prompt from each category.
For example, we optimize a single English-Spanish translation prompt, and evaluate the

result on an en-es dataset. These results are detailed in Table 6.1.

Table 6.1: Scores for grounded task Table 6.2: Hyper-parameter values ex-
prompts on synthetic and gold datasets. plored and used in optimization.
Task Initial Prompt Optimized Prompt Name Minimum Maximum Value Used
o Synthetic Gold Synthetic  Gold
# of seed
1 64 16
Error prompts
R 69.4 78.2 87.0 88.7
Correction # of prompts 1 50 50
Translation 59.7 24.9 85.3 34.9 per step
Summarization  80.0 70.1 86.7 77.8 Synthetic
2 64 30

train count

PromptDoctor is able to optimize prompts of all 4 task categories examined using syn-

thetic data it generated, and these optimizations are consistent with real datasets.

6.5 Implications

For developers. The prevalence of Bias within LLMs poses significant challenges that
developers must be aware of, as even seemingly neutral Dev Prompts can elicit biased re-
sponses due to underlying assumptions in the model. Injection Vulnerability is another
critical issue—relying solely on LLM providers to block attacks is inadequate. Developers
must adopt countermeasures within both Dev Prompts and code. Additionally, LLM perfor-
mance can vary significantly, making consistent evaluation and optimization across diverse
data essential. PromptDoctor offers IDE-integrated solutions to address these issues. De-
velopers can access the PromptDoctor VS Code extension, screenshot shown in Figure 6.17
and a demo is available at [18].

For researchers. This work introduces and distinguishes Dev Prompts as a unique soft-
ware artifact, laying the groundwork for further exploration of prompt categories. We have
empirically demonstrated the prevalence of Bias, Injection Vulnerability, and suboptimal

performance in Dev Prompts, reinforcing the need for more diagnostic tools for prompt
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- \JJ
@PromptDoctor /analyze-gender-bias 141
142 return response['choices'][0]['text']
143
& PromptDoctor 144 def girl_prompt(name, segment):
. 145 print("Running Second Recommendation™)
This module will attempt to analyze the bias of the selected prompts. . :
146 response = opE'\EJ.Completlcmcr‘eate&
It will default to using the text selected in the editor as a prompt 147 model="text-davinci-0e2",
148 # trained responses
If no text is selected, it will default to using the prompt saved internally via the 148 prompt="You're a girl selling a software produce
find prompts command named + name + to a customer segment of +
segment + . "\,
Parsing selected text and looking for corresponding prompt 150 temperature=0.9,
151 max_tokens=158,
Analyzing selected text 152 top_p=1,
153 frequency_penalty=0,
sl Bias Analysis Results 154 presence_penalty=0.6
155 )
This message is potentially gender biased and may cause gender biased 156
responses. 157 pprint(re.split('\n', response.choices[@].text.strip
0))
Explanation: The prompt explicitly mentions the gender of the person selling the 158
software, which may cause the Al to make assumptions about the gender roles 18 return responsel choices' 1[1[ "text" ]

Figure 6.17: Using Prompt Doctor for Gender-Bias and Gender-Bias-Proneness detection

writers. Our Dev Prompt-rewriting solutions offer cost-efficient, widely applicable alterna-
tives to LLM fine-tuning, encouraging a shift towards programmatic approaches that lower

the barrier of entry for addressing these issues.

6.6 Related Works

6.6.1 Prompt Bias, Vulnerability and Optimization

With the growing popularity of large language models (LLMs) and the use of prompts for
effectively eliciting model responses, several studies have focused on prompt bias, vulnera-
bilities, and sub-optimality. Cheng et al. [55] present a novel method for evaluating texts
and descriptions generated by LLMs to uncover stereotypical beliefs about people from di-
verse backgrounds and characteristics, assessing whether these outputs contain stereotypical
language. Guo et al. [136] explore how LLMs interpret literary symbolism and how such in-
terpretations may reflect biases In their work on mitigating gender bias, Thakur et al. [311]
investigate few-shot data interventions to reduce bias in LLMs. Concerning prompt vul-
nerabilities, Rossi et al. [271] performed an early categorization of various types of prompt
injection attacks, including direct injections where prompts are altered following specific
paradigms. Zou et al. [360] proposed an approach to create universal and transferable at-
tacks against LLMs using an adversarial model, while Chao et al. [49] designed an inter-
action paradigm that can jailbreak LLMs in 20 interactions or fewer. These studies and
others [246, 346, 187] highlight injection attacks as a significant challenge for LLMs, with
additional works [343, 306] focusing on modifying LLMs to address these vulnerabilities. For
prompt optimization, Wang et al. [326] applied few-shot chain-of-thought (CoT) prompt-

ing with manually crafted step-by-step reasoning. Pryzant et al. [250] utilized mini-batches
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of data to create natural language “gradients” for optimizing and editing existing prompts.
PromptWizard [4] proposes a framework to rewrite prompts with the goal of optimizing
them by using existing datasets. However, none of these studies focus on the context of Dev
Prompts in open-source software (OSS), nor do they provide empirical data on the prevalence
of bias in OSS or how prompts can be modified to address issues of bias and vulnerability
without Fine-Tuning or modifying the LLM being used, or tackle the issue of the lack of

data sets to optimize on.

6.6.2 LLMs for Software Engineering

Large language models (LLMs) are gaining popularity in solving software engineering prob-
lems, much like in other domains. Recently, Wei et al. [330] developed a program repair co-
pilot that uses LLMs to generate program patches synthesized from existing human-written
patches. Nam et al. [224] employed LLMs for code understanding, utilizing pre-generated
prompts to inquire about APIs, provide conceptual explanations, and offer code examples.
Additionally, Ahmed et al. [7] worked on augmenting LLM prompts for code summarization
by adding semantic facts of the code to enhance the prompts. Feng et al. [90] introduced
AdbGPT, a lightweight tool that automatically reproduces bugs from bug reports, employing
few-shot learning and chain-of-thought reasoning to harness human knowledge and logical

processes for bug reproduction.

6.7 Threats to Validity

Internal Validity. The main threat is the inaccuracy of Dev Prompts parsing, analysis, and
rewriting components of PromptDoctor. To address this, we’ve performed benchmarking of
the different components where possible, along with human validation.

External Validity. The different analyses within this work were performed and evaluated
on PromptSet [249]|, which contains Dev Prompts from Python-based OSS. Due to cost and
time constraints, we were unable to run our analyses on all of PromptSet, however, we believe
our stratified random selection strategy has allowed us to find a representative sample of Dev
Prompts.

Construct Validity. For this work, we performed most of our experiments using OpenAl
ChatGPT 4o, one of the latest and most advanced foundational models [242], and some
experiments with Llama 3.1 [8]. Due to cost and time constraints, we were unable to use
other LLMs, but we do believe that using similarly advanced models would produce similar

results.
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6.8 Conclusion

Through this work, we introduce the first empirical analysis that uncovers the prevalence
of Bias, Injection Vulnerability, and Sub-optimal performance in Dev Prompts. We tackled
these three issues with PromptDoctor, where we were able to de-bias 68.29% , harden 41.81%,
and optimize 37.1% of flawed Dev Prompts. PromptDoctor is easily used by developers to
rewrite their Dev Prompts as part of their development process. We believe this work sheds
light on a new emerging type of software artifact, and the problems it entails, and initial

strategies to combat some of these issues.
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CHAPTER 7

Conclusion

Within this work, we performed three empirical analyses that revealed the state of affairs of
DevOps, CI, and Cl-coevolution in the context of ML projects. In Chapter 2 we uncovered
that DevOps tools have lower adoption in ML Applied projects, and less efficient DevOps
practices than those of ML Tool and Non-ML projects. However, ML Applied projects benefit
the most from these tools. In Chapter 3, we uncovered that CI also has a lower adoption in
ML projects than their Non-ML counterparts. Additionally, we uncovered new knowledge
about the common tasks and issues CI systems face in ML Projects. In Chapter 4, we focus
on the evolution of CI in ML projects, where we uncover build policy as the most common
concern, information concerning the expertise of the developers that modify CI and source
code changes that co-occur with these updates, and finally, some common bad practices ML
developers employ when updating CI files.

We then tackle some of the issues in ML DevOps and ML CI that we uncovered via the
aformentioned empirical works. We found that CI migration is a common concern and a
challenging task for developers, hence we propose CIMig in Chapter 5, to help automate
this migration in a technology agnostic manner. CIMig can generate CI files with a per-
file success rate of 70.82% for GHA, 51.86% success rate for Travis CI, and that have a
good similarity to the developer-crafted versions, are well rated via user-evaluation, and are
competitive with those generated by the first-party GitHub Actions Importer.

Another issue we noticed concerned inefficient ML testing practices in the context of
DevOps and CI. To help address this issue in the novel context of LLMs, we introduce
PromptDoctor to help developers better uncover and remediate issues with their Dev
Prompts. Specifically, PromptDoctor targets Bias, Injection-Vulnerability, and sub-optimal
performance, and was able to successfully de-bias 68.29% of the biased prompts, harden
41.81% of the vulnerable prompts, and optimize 37.1% of the flawed Dev Prompts.

Overall, these works uncover findings and propose techniques for researchers and practi-

tioners to help them address other research questions and concrete problems.
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CHAPTER 8

Future Work

While some of the work discussed within this represents a great first step in understanding
and adressing issues related to DevOps and CI in ML projects , there are several avenues for
future work that can be pursued to further understand this field and improve the performance

of . Specifically, we plan to focus on the following areas:

e Extend PromptDoctor to support more IDEs and various CI/CD infrastructures: this
will allow developers to use PromptDoctor in their preferred development environment
and CI/CD pipeline, thus making it possible to automatically and continuously check

and fix Dev Prompts as part of their development process.

e Investigate the new LLM-powered Agentic software paradigm, and how DevOps and
CI/CD can be applied to these systems: this will allow us to understand how DevOps
and CI/CD can be adapted to the new generation of LLM-powered software, where
stochastic behavior and decision making are inherent to these, and how these systems

can be tested and evaluated in a DevOps environment.

e Investigate the versatility of the main tenants of CIMig, especially how they can be
applied to other configuration systems, and how it can be improved via the usage of
LLM models. While CIMig has shown to be effective in migrating CI configurations,
there are still many areas that can be explored, especially other configuration systems,

and how LLM models can be used to improve the performance of CIMig.
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